
 
 

 
Abstract— As technology shrinks, Multiple Cell Upsets (MCU) 

are becoming a more prominent effect with a large impact on 
memory reliability. The use of single error correction codes (SEC) 
and interleaving is the most common approach to protect 
memories from MCUs. In the last years several models have been 
proposed to evaluate reliability of memories that use SEC and 
interleaving in the presence of MCUs. In a recent paper some of 
the authors proposed an analytical model for the failure 
probability of a memory suffering MCUs. In this paper the 
analytical model is first validated by simulation showing a good 
agreement between the model and simulation experiments based 
on the model assumptions. Then the effects of some constraints 
imposed in derivation of the model are evaluated by comparing 
the model results with simulations experiments on which those 
constraints are removed. This comparison illustrates the accuracy 
of the model and can be useful for designers that plan to use the 
model to evaluate memory reliability. 

 
Index Terms— Interleaving distance, Soft error, MCU, 

Scrubbing, Compound-Poisson  

I. INTRODUCTION 
omputer memories are sensitive to soft errors which can 
affect system reliability. Memory cells can be disturbed by 

high-energy neutron particles from terrestrial atmosphere or 
alpha particles resulted from IC package material. Previous 
studies showed soft error rate is closely related to critical 
charge [1], [2] and process [3], [4]. Therefore a natural way to 
mitigate soft error issues is to increase critical charge at state 
nodes, or to use process related immunity techniques such as 
well and substrate engineering.  Another option is to include 
error correction capabilities on the memory so that some of the 
errors can be corrected. This is normally done by using a single 
error correction (SEC) code on each memory word so that 
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single errors in a word can be corrected [5]. Scrubbing can be 
combined with single error correction to further increase 
reliability by periodically reading the memory and correcting 
the single errors so that they do not accumulate over time [6]. 
The combination of SEC and scrubbing is effective against 
single event upsets but not against MCUs as the errors in an 
MCU tend to be physically close and therefore it is likely that 
they affect more than one bit of the same memory word. To 
deal with MCUs interleaving is commonly used [5]. 
Interleaving ensures that cells that belong to the same word are 
physically apart so that only one can be affected by errors in the 
same MCU. 

In [7] an analytical model to calculate the failure probability 
of a memory affected by MCUs that incorporates SEC and 
interleaving was presented. This model provides a conservative 
estimate of the reliability of the memory and can be used at the 
design stage to check that the memory will meet a given 
reliability level. The objective of this paper is to first validate 
the model with simulation experiments that are done with the 
same assumptions used in the derivation. A second goal is to 
compare the results obtained with the model with simulation 
experiments on which some of the constraints used in the 
derivation are removed. This comparison will help in 
understanding how conservative the model is in different 
situations. 

The rest of this paper is organized as follows. Section II 
briefly reviews the analytical model discussing the assumptions 
used in its derivation. The validation of the model by simulation 
is done in Section III. Section IV discusses the accuracy of the 
model in different situations, and Section V concludes the 
paper.  

II. SRAM FAILURE MODEL 
In this section the analytical model presented in [7] is 

reviewed. The memory configuration is as follows, each word 
in the SRAM is protected by a SEC code and interleaving is 
such that errors in an MCU always fall on cells that belong to 
different words. If an SRAM with M memory cells with W 
words and B bits per word is assumed, the values will depend 
on the interleaving distance (ID) as shown in (1). WN (BN) is the 
number of words (bits per words) when ID is N. That is the 
word-length will decrease as the ID increases. 
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Then, the reliability of a device, R(t), can be expressed in 
terms of failing probability, F(t), as shown in “(2),” 
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where P(X,t) is defined as the probability of having X 
number of upsets in a device at time t. Pf(X) in “(2)” is the 
failing probability when there are X number of upsets in a 
memory. The Poisson process is typically used to model 
random events. However, the process does not correctly model 
the MCU cases, which can have multiple upsets per event [8], 
[9]. To model MCU effects, the compound Poisson (CP) model 
is used to express the probability of P(X,t). The CP model has a 
Poisson parameter, λ, and the parameters for the compounding 
distribution. When the compounding distribution is f(x), the CP 
model can be expressed as “(3)” [8]. fY* is Y fold convolutions 
of f(x). 
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Geometric distribution was used to model grouped arrivals 
[8][10] and the MCU effect [5]. The similarity between the 
geometric distribution and test results was observed and used in 
the experimental results in [7]. “(4)” shows the CP geometric 
model that used geometric distribution, f(x) =(1-r)rx-1 as a 
compounding distribution, where “r” is the geometric 
parameter. Details of the geometric CP model have been 
previously discussed in [8]. The vertical double-numbers in 
parentheses denote combinatorial notation. 
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As discussed before in the probability calculations, it is 
assumed that each word is protected by SEC. Pf in “(5)” shows 
the probability of X upsets landing on L cells with at least two 
upset cells in the same word.  
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GL is the number of cell groups with L members that can cause 
a failure. Each group is established by selecting L from M cells. 
At least two members from a group should be the same word 
and L can be as large as X. For example, if there are four upsets 
in a memory at a certain time, the four cell upsets can be 
mapped to the groups with 2, 3, or 4 member cells. At least two 
member cells at each group should be at the same word. If the 
four events land on one cell, the SEC code can fix the error and 
the case is not considered in calculating the failing probability. 
GL can be expressed as “(6).”  
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The second term in the right hand side of (6) shows the 
number of groupings where all members belong to different 

word locations with interleaving distance (ID) considered.  
When X upsets are mapped to GL groups, the upsets can be 

assigned to the cells in each group in different sequences. LTX 
represents all such cases when X upsets are assigned to each 
group. In the assignments, each upset, including those in an 
MCU, is assumed to be produced one at a time in probabilistic 
calculations. For example, an event can create multiple upsets, 
which are assumed to be created sequentially and mapped to the 
cells in each group with L members. Since the MCU is already 
accounted for in the CP model, such mapping would not 
negatively impact the probability analysis. LTX can be 
expressed as in “(7)”. Please note that multiple upsets of X can 
be assigned to a cell location, but all cells in the L locations 
should be fully used in the mapping. Every time an event is 
mapped to a cell location, the mapping probability is 1/M, as 
shown in the last term in “(5)”. 
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This analytical model is quite complex and has not been 
validated. Therefore the first objective of this paper is to check 
by simulation that the model is correct. 

In the derivation of the model, all upsets were treated like an 
SEU to calculate the failure probability in “(5).” Therefore all 
upsets were assumed to have equal probability of landing on 
any memory cell. However, when there are X upsets in a 
memory, there is a probability that some of them are clustered 
in MCU cases, in which case, equal probability cannot be 
applied.  

When multiple upsets are clustered, the number of failing 
cell combinations, GL, is less then when errors are independent 
as certain groupings are not feasible because of the clustered 
upsets. Such impossible groups cannot be considered as a 
failing. As a result, the failing probability without consideration 
of error grouping in MCUs, Pf:SEU, is greater than the failing 
probability with MCU consideration, Pf:MCU, as shown in “(8).” 

)()( :: XPXP SEUfMCUf <                                                   (8) 
Supposing that the interleaving distance (ID) is large enough 

that an MCU cannot or negligibly affect a failure across an 
interleaving window, the failure model in “(5)” can provide an 
upper bound on the failure probability by treating the MCU 
event like multiple SEU events.  Estimating how close this 
upper-bound is to the real Pf:MCU is the second objective of this 
paper which is also done by simulation. 

III. MODEL VALIDATION 
To validate the proposed analytical model the 

implementation of the model reported in [7] has been compared 
with simulations. The simulations assume Poisson arrivals for 
the error events and a geometric distribution of the number of 
errors per event. Additionally the errors within an event are 
assumed to be independent that is for each error a cell is 
randomly selected among all memory cells. These are the 
assumptions used in the derivation of the analytical model 
reviewed in Section II. The simulations reproduce in a 
probabilistic way the errors that would occur in the memory 
after a given radiation time and then the errors are analyzed to 



 
 

see if they would cause a failure. The process is repeated 100 
million times to get an accurate estimate of the failure 
probability. A constant memory size of M =16Kbits is used 
with different word sizes B ranging from 64 to 4 so that the 
number of words W ranges from 256 to 4096. These are the 
same configurations that were used in [7] to analyze the model. 
The results for r = 0.2 are shown in Fig. 1 where the model 
results are plotted with circles and the simulation results with 
asterisks for different ID values. The results are in good 
agreement with the simulations. The ratio of the simulation 
results and the one computed using the model for values of r 
from 0.1 to 0.9 are illustrated in Fig. 2. Again the model 
calculations match the simulation results except for some 
deviations when the failing probability is very small. This is 
due to the fact that the accuracy of the simulations is not very 
good for very low failure probabilities. 
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Fig. 1. Failing probability with λ=0.01, r= 0.2, and X=1-30 for model and 
simulation. 
 

Additional simulations including all the cases reported in the 
following section have been done to check the accuracy of the 
model for larger radiation times and different memory sizes. In 
all cases the model and simulation results are in good 
agreement. 

IV. ACCURACY OF THE MODEL  
In the previous section the model has been validated by 

simulations based on the same assumptions used to derive the 
model. The model assumes that the errors within an MCU are 
independent that means that two errors of the same MCU can 
occur on the same word. This is conservative as in a real 
memory when sufficient interleaving distance is used, the 
errors of an MCU will always occur on different words. In this 
section we evaluate the accuracy of the model by running 
simulations in which the errors with-in an MCU are forced to 
occur in different words. These simulations should be closer to 
the real failure probability than that of the analytical model and 
therefore are used to see how conservative the model is in 
different situations. 

In the first experiment r= 0.5 which is a value that can be 
used to model the MCUs observed in 65nm and 45nm SRAMs 
in the experiments reported in [7] is studied.  In Fig 3 the ratio 
of the failure probability predicted by the model and observed 
in simulation when the errors in an MCU are forced to occur in 
different words is illustrated. It can be observed that the relative 

error introduced by the model assumptions is larger for smaller 
radiation times. This plot clearly shows a convergence towards 
a ratio of one when the radiation time is large. This is expected 
as for longer radiation times there are more error events and the 
probability of failure among errors of different events becomes 
much larger than that of failure by errors in the same event.  
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Fig. 2. Ratio of failing probability with λ=0.01, r= 0.1-0.9, and X=1-100 for 
simulation and model. 
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Fig. 3. Ratio of predicted and observed in simulation failure probabilities for 

r = 0.5. 
 

In Fig 4 the results for r= 0.1 are shown in terms of the failure 
probabilities ratio. It can be observed that the accuracy of the 
model is better than in the previous case. This is again expected 
as for lower values of r there are fewer errors per event and 
therefore the probability of failure due to errors of the same 
events are lower. 

From those results the main observation is that the model is 
more accurate for large radiation times and small values of r as 
expected. 

In the previous experiments a memory of constant size 
varying the word width has been used. It is also interesting to 
look at memories of different sizes and constant word width to 
see how accurate the model is with memory size. In Fig 5 those 
results are presented for memories of different sizes and a word 
width B of 16 bits. It can be seen that the accuracy of the model 
is better for larger memories. In that case, the model is accurate 
for low radiation times and failure probabilities. This is 
expected as for larger memories more error events are needed 
to cause failure and therefore the effect of failures due to errors 
on the same MCU become smaller. At the same time a larger 



 
 

memory will suffer more particle hits and therefore the event 
arrival rate will be larger meaning that less radiation time is 
needed to induce the same number of errors in the device. This 
is an important result as it means that the model is more 
accurate for larger memories. This is very convenient as 
memory size is increasing continuously in real designs.  

Additional results for r=0.1 are shown in Fig 6 showing that 
the model is more accurate for lower values of r as expected. 
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Fig. 4. Ratio of predicted and observed in simulation (with dependent MCU 

errors)  failure probabilities for r = 0.1. 
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Fig. 5. Ratio of predicted and observed in simulation failure probabilities for 

r = 0.5 and different memory sizes. 
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Fig. 6. Ratio of predicted and observed in simulation failure probabilities for 

r = 0.1 and different memory sizes. 

V. CONCLUSIONS 
MCU are dominant events in technology sizes equal to or 

smaller than 65 nm and cannot be ignored or treated as 
negligible in reliability analysis. In this paper a model recently 
proposed to capture MCU effects has been validated by 
simulation. As the model does not capture all MCU effects, (in 
particular it does not account for the clustering effects of MCU 
errors) the accuracy of the model has also been checked by 
simulation showing that it can be used to accurately forecast the 
real failing probability in most situations. The analysis shows 
that the model is more accurate for larger memory sizes and 
larger radiation times. These results can facilitate the use of the 
model in the design process to drive optimum soft-error design 
decisions. 
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