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Abstract—Reliability is a critical factor for systems operating
in radiation environments. Among the different components in a
system, memories are one of the parts most sensitive to soft errors
due to their relatively large area. Due to their large cost, tradi-
tional techniques like Triple Modular Redundancy are not used
to protect memories. A typical approach is to apply Error Correc-
tion Codes to correct single errors, and detect double errors. This
type of codes, for example those based on Hamming, provides an
initial level of protection. Detected single errors are usually cor-
rected using scrubbing, by which the memory positions are period-
ically re-written after a fixed (deterministic scrubbing), or variable
period (probabilistic scrubbing). These traditional models usually
offer good results when calculating the reliability of memories (e.g.
through the Mean Time To Failure). However, there are some par-
ticularities that are not modeled through these approaches, to the
best of our knowledge. One of these particularities is how double
errors are handled. In a traditional approach, two errors in the
same word produce always a system failure (only single errors can
be corrected). However, if the two (or more) errors affect the same
bit, either the second one reinforces the first one (keeping just a
single error), or corrects it. In both scenarios, the resulting situa-
tion does not trigger a system failure, which has a direct impact on
the reliability of the memory. In this paper, traditional reliability
models are refined to handle the mentioned scenarios, which pro-
duces a more precise analysis in the calculation of mean time to
failure for memory systems.

Index Terms—Error correction codes, memory, reliability, single
event upsets (SEU).

ACRONYM!
SEU Single Event Upset
MBU  Multiple Bit Upset
SEC Single Error Correction
DED Double Error Detection
METF Mean Events to Failure
MTTF Mean Time to Failure
NOTATION
N number of bits per word (width)
M number of memory words (size)
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A event arrival rate per word

R(t) reliability of a memory in ¢ seconds

r.(t)  reliability of a single memory word in ¢ seconds

Py probability of failure in a scrubbing interval

Pt 1 — Py¢; probability of not failing in a scrubbing
interval

P.(i) probability of 7 events arriving in the same scrubbing
interval

P, (i)  probability that the ¢ events arriving in the same
scrubbing interval do not affect the same bit
Pra(i) = 1 - (1/N)i~!

P¢(1) probability of failure upon the 2 event

P¢(i)  probability of failure for 7 events, assuming that
no failure has been produced in the 2 — 1 previous
events Py (i) = Pj(i) - [T}—5(1 - P}(5))

P (i) probability of ¢ events affecting bits already altered
by single event upsets

ts scrubbing period

I. INTRODUCTION

HEN a digital circuit operates in a radiation environ-

ment, several problems can arise, due to the presence of
high-charged particles. A usual effect is obtained through Single
Event Upsets (SEU), which produce soft errors in the system
[11-[5].

This result is particularly visible in hostile environments
where there are physical phenomena that affect semiconductors
in a negative way. Radiation [6]-[8] is one of these factors, and
its influence in errors has been reported many times [1], [2].
Radioactive material is used in medical and military industries,
but more research is being devoted to this problem in space
applications [9]. Space applications are especially critical,
because systems are not easily accessible, and therefore errors
may produce the complete failure of a mission [10]-[12].

Among the different modules that can be found in digital cir-
cuits, memories are usually most affected by SEU [13]-[19]. Er-
rors in memories usually affect a single cell, but they may also
produce more important problems, as a row/column failure (if
the error strikes on the row/column selector), or even a whole
chip failure (if the error strikes on the chip selector). Memo-
ries are usually protected by codes that can correct single errors,
and detect double ones in a given word, known as SEC-DED.
This may be achieved by using redundancy, for example Ham-
ming codes [20], [21]. With this, an extra cost overhead is in-
troduced, which is the one associated to the redundant bits. Be-
sides, adding extra hardware increases the probabilities of suf-
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fering a SEU, because the number of storage elements is also
higher. Once an error has been detected using these redundant
codes, a usual method to get rid of the error is to use scrubbing
[22], [23]. This solution implies rewriting each memory word
periodically, thus restoring its correct value. Scrubbing can be
performed in a deterministic, or a probabilistic way. Determin-
istic scrubbing is achieved when the word checking is produced
through a cyclic, constant process. Probabilistic scrubbing is ob-
tained when this checking happens whenever a word is read by
the program in execution.

Several studies have been conducted to assess the reliability
of memories that use these protection mechanisms in the pres-
ence of soft-errors [23]-[27]. Most of the reported analyses of
soft errors in memories are based on the usual reliability model.
In this way, the Mean Time To Failure (MTTF) is used to as-
sess the system reliability in an intuitive way [24]. However, all
these studies assume that two consecutive errors on the same
memory word would produce a double error (detectable but not
correctable), and therefore a memory failure. But this is not cer-
tain because those two consecutive errors may in fact affect the
same bit on that word, and therefore in this particular case two
situations may happen: i) the second error keeps (enforces) the
first one, causing a single-error situation (which is correctable);
or ii) the second error flips back the initial error to its right value,
causing a no-error situation. Whether the second error reinforces
the first error or corrects it depends on the physical nature of the
device, and the phenomenon that induces those errors.

The first situation has been described in [25], but it has not
been totally developed due to the complexity of the presented
formulation. The second situation, however, has not been
addressed in literature, to the best of the authors’ knowledge.
Therefore, existing analyses do not consider the impact of those
effects on memory reliability.

In this paper, previous analyses will be extended by incorpo-
rating the mentioned effects, and therefore extending the scope
of these models. In Section II, the proposed models that in-
clude refinements to the traditional reliability approaches are
presented for a single register first, and then for a whole memory
system. The reliability of the proposed models is studied both
when scrubbing is not used, and when it is used. The results
in terms of the derived reliability indexes are summarized in
Section III. Then, in Section IV, a wide set of simulation re-
sults are presented to validate the applicability of the proposed
models, and to illustrate the accuracy of the proposed approxi-
mations. Finally, some conclusions are presented in Section V.

II. PROPOSED REFINEMENTS TO THE SOFT ERROR MODEL

The following assumptions will be taken into account, which
are also followed in the related literature [23]-[26].

* Soft errors arrive to the system following a Poisson process
[28]. This is a typical assumption because this distribution
is representative of real radiation environments.

* Soft errors on each memory cell are independent. Events
that have happened in a certain part of the memory do not
have an influence on the probability of error in other areas
of the system.
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* Soft errors are uniformly distributed across all cells. There
are no areas in the memory where errors are more likely to
happen.

* SEC-DED codes are used to protect the memory. In this
way, there is a mechanism to detect & correct single er-
rors. Therefore, to produce a failure, two or more errors
are necessary in different bits of the same logical word.

Initially, the case of a single register (M = 1) will be studied

to properly model the new failure scenarios. Then the results are
extended to a whole memory system.

A. Single Register (M = 1)

1) Nonscrubbing Case: The first step should be to calculate
the MTTF as a statistic describing the reliability, R(t).

The commonly accepted interpretation of reliability would
dictate that a system has been reliable in time ¢ if during that in-
terval no errors or just one error has happened (as it can be cor-
rected with the SEC-DED mechanism). Applying the Poisson
formulation, this condition would be expressed as

R(t) = e M 4 Me™™ = (1 + M)e ™M (1)

Integrating by parts, the expression used in traditional models
is directly obtained as

2
MTTF|t1‘adit. = X (2)
This result is also easily obtained using the Mean Events To
Failure (M ETF) relationship with the MTTF for Poisson pro-

cesses [29].

METF | tradait.

MTTF|tradit. = Y

3)
in which the M ETF is 2 (implying a double error, which is
uncorrectable).

The assumption that 2 or more errors would make the system
unreliable is in line with traditional approaches. However, the
scenarios in which several errors on the same bit either i) make
a persistent single error, or ii) correct the error, have to be taken
into account to refine the model.

In the following, we study the situation in which several SEU
hit the same bit, keeping the single error in it. To model this case,
we use induction. First, let us consider the situation where two
consecutive SEU happen. The traditional model would be repre-
sented by (2), where two events always result in a failure. Now,
if the probability of both SEU hitting the same bit is considered,
and given that there is no constraint on where the first SEU hap-
pens, the probability that the second one occurs in the same bit
is 1/N. Reciprocally, the probability that the second event hap-
pens in a different bit (and therefore producing a double error) is
(N —1)/N. In this way, the probability of failure for two events
would be

Pp(2) = —— “)
Now, let us consider the case in which ¢ events happen. Again,

given that the first one has no constraint on which bit the failure
happens, the probability that the next ¢ — 2 (all but the last one)
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hit the same bit is (1/N)!=2. Finally, to produce the failure sit-
uation, the last event should hit a different bit, so that a double
error situation is produced. This is represented by the same pre-
vious expression, (N — 1)/N, which makes the probability of

failure
N-1 1\"72
ro= (") (%) )

This process is cumulative, and therefore the case of ¢ + 1
events is also similar to the case of 7z events, and can be derived in
an easy way. As the number of events grows, the probability that
all of them but the last one hit the same bit becomes lower. This
probability decreases in a (1/N) factor, which is a convergent
term. Therefore, if the factor 1/N is applied to (5), the general

term for ¢ + 1 can be derived as
N-1 1\
R I et 6
() () o

Note that, through the inductive process, the probability for
1 + 1 events (6) happens to be the probability for 7 events (5),
after replacing ¢ with ¢ 4 1. This makes the derivation coherent,
which proves that (5) is the general term of the model. Now,
to calculate the M ETF, and because the number of events is
not bounded (it can tend to infinite), the following expression is
obtained. It represents the weighted probability of error (multi-
plied by the number of events), which is equivalent to the mean
number of events to produce a failure.

METF| —iz’-P(i)—ii- N-1) (17
cumul. — f - N N

=2 1=2

1 1
=N <N + m) M

Pyli+1) = 1 Pyli) =

Combining (3) with (7), the MTTF of the system happens
to be (similar expression to the one derived in [25])

N 1 1
MTTPF|cumul. = 1 <N + N 1) ®)

Notice that the M E'TF in this case (7) is greater than the
MFETF = 2 for the traditional case. The reason for this is
the effect of the cumulative process, which makes the number
of events different from (greater than) the number of errors. In
other words, several events in the same bit force a single error
on that position. This result differs from the traditional model,
in which the number of events is always equal to the number of
errors induced in the system.

However, from the point of view of the memory, the number
of effective events is still 2, because those accumulated in the
same bits are not perceived by the system. These effective events
seem to arrive at the memory with a lower rate; or in other words,
the effective arrival rate, \’, is lower than the actual \.

If we now apply the traditional model using the effective ar-
rival rate \’, the MTTF could be expressed as (being the ef-
fective METF = 2)

2

MTTF|t>‘radit. = Y

©))

Because the MTTF in (9) has to be the same as the one
calculated with the cumulative model in (8), we can deduce that

. 2 N [1 1
MTTF@Tadit. = y = y ’ <N + m)
=MTTF|}

cumul.

(10)

To meet equality (10), the effective event arrival rate that the
system perceives is

2 =\
N-(%+ﬁ)_/\

The conclusion of this deduction is that, when the cumula-
tive case is considered in the system, the effect is the same as
applying the traditional model, but with an arrival rate lower
than the actual one. This intuitively produces an increase in the
MTTF of the system.

Now, we address the case in which a second error on a bit
already affected by an error clears the initial error. The proba-
bilistic analysis is very similar to the previous case, but now only
an even number of events have to be taken into account (which is
obvious if a second SEU always has to correct a previous one).
Therefore, applying this constraint, and rewriting (5), the gen-
eral term of the probability of failure for this case is

N=X-

(11

i—1
&@i):(%)-(%) ,and Pp(2i+1) =0 (12

The first part of (12) represents the case in which several
pairs of consecutive events hit & correct a single bit; but the
last pair hits different bits, producing a double (uncorrectable)
error. The second part of this expression, however, represents
an odd number of events in which the pairs of consecutive SEU
again hit & correct singles bits, except the last one. Because at
the end there is only a single error, this is correctable by the SEC
codes, and therefore the probability of failure is zero.

If (12) is extended to an unbound number of (even) errors,
then the METF of the system is (similar to (7))

METF|seis. = Y 2i - P(2i)
=1

() (5)

2N

N1 (13)

Note that now 7 ranges from 1 to infinity because it represents
the number of double events, and that is why the M ETF is
calculated using 2:. It is not possible that an odd number of
events can cause a failure. Then, combining (3) with (13), the
expression of the MTTF is

N 2
MTTF = — . — 14
|sel f. N N—-1 ( )
As in the cumulative case, this situation can be seen as the
traditional model with an effective rate lower than the actual
one. In other words, the number of effective events is lower than

actual events.
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A similar deduction can be proposed. Considering that the
MTTF calculated with the traditional model (9) should be the
same as the MTTF calculated with the self-clearing model
(14),

; 2
MTTF|tA7‘adit. = y
N2
A \N-1
=MTTF|},;. (15)
Therefore, the effective arrival rate, \’, would be
N -1
N=)\ — 16
N (16)

When N is not too high, this factor is significant. This de-
pendency with N can be explained as, for lower values of N, the
probability of two errors hitting the same bit is larger.

2) Scrubbing Case: As mentioned in the introduction, scrub-
bing is used to rewrite memory words where an error has been
detected (through the redundant bits), thus bringing them back
to their correct value. Let us define ¢ as the scrubbing period. If
we assume that these periods are independent, then the M TTF
can be derived, as discussed in the next subsection, from the
probabilities of failure, Py, in a scrubbing period for both the
cumulative, and self-clearing models. The probability of ; SEU
arriving in a scrubbing interval would be given by the Poisson
distribution as

(A -t,) et
4!

The probability that all the j SEU hit the same bit, therefore
accumulating a persistent, correctable single error, is (1/N)7 =1,
Therefore, the probability that the previous does not happen
(which would produce a non-correctable error) is 1 —(1/N)7~1,
Weighting (17) with this factor, and adding all the probabilities

from the case of two SEU to an infinite number, the probability
of failure for the cumulative model would be

2

P.) (1 - (%)H)
2 (/\.ts);!. e M <1 ~ <%>J'—1> as)

Starting from the same assumptions, and through a similar
deductive process, the probability of failure for the self-clearing

model would be
— ((Ate)?T  (Aetg)>itt 1Y’
> (o + G )'(l‘<ﬁ>>
(19)

j=1

In the next subsection, the MTTF is derived for a whole
memory when scrubbing is used based on Py. The MTTF' for
M = 11is aparticular case of the general result, and therefore it
is not considered independently.

Pa(j) = a7)

Py

<.
||

M

<.
||

o

J

Pf = G_MS .
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B. Memory Systems (M > 1)

In the previous subsection, the considerations of cumulative,
and self-clearing events have been presented. Both cases have
been applied to a single memory word case, i.e. M = 1.

In this subsection, these models will be extrapolated to a
whole memory system (M > 1).

1) Scrubbing Case: Let us start assuming that a scrubbing
technique has been implemented. According to the traditional
formulation, the MTTF of this case would be

MTTF = / ()M - dt (20)
0

where r,.(t) is the probability that a single register has not failed
at time ¢. The problem is that, in this case, r,.(t) is represented by
a quite complex expression, difficult to handle in an analytical
way.

ro(t) =1 (t,) 107 (75) L gmAem(ite)

1 (A-rem(t,t,))?
. <1+/\~r6m(t,t5) + N . o

+—"

1 (A-rem(t,t,))?
Nz TJF) 21)

However, following the approximation described in [23], it
can be simplified. The MT'T'F would be approximated by

MTTF =P} to- (14 P2+ (PM) + (PM)° +..)
1

—pM 4 .-
fovs M
" 1 Pnf

(22)

where P, ¢ is the non failure probability of a single register on
a ts interval, or, in other words, 1 — Ps.

It can be proved that, ift MTTF > t, (which is a rea-
sonable assumption in most cases), the approximation is often
good enough. In fact, the error is smaller that ¢s as proven in
[23]. To properly calculate the MTTF for the cumulative or
self-clearing models described in this paper, the suitable P, ¢
has to be used based on (18), and (19). With this consideration, a
feasible approach to calculate the probability of failure in mem-
ories is obtained, which is valid not only for the traditional ap-
proach, but also for the improvements presented in this paper.

Let us now consider that the reliability of the model (for the
cumulative case) is

M _ X\t M 1 (A-ty)?
(re(ts))™ =e '<1+/\'ts+N'T
1 (A-t,)3 M
+F'( 3,) +> (23)

This implies that the system will not fail if there are zero, or
one events; but it will not fail either if a second event hits the bit
already affected by the first one (probability 1/N), or if a third
event arrives at the system under the same circumstances (af-
fecting an already altered bit, which has a probability of 1/N?),
etc.
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Expression (23) can be approximated for A - ¢, - M < 1 as

(re(ts))™ ~ (1 — At M+ M)

~(1+)\-ts-M+M-(M—1)
(\-ts)? 1 (A-ty)?
2 +MN 2

N-1 (X ts)?
~L- (T) M-

Because this approximation implies keeping the quadratic
term ignoring those with a higher order, the expression is also
valid for the self-clearing model (both the cumulative, and self-
clearing models coincide up to the quadratic term).

Integrating (24) to find the MTTF', we obtain

(24)

t
MTTF|cumul.,self. & —— - et )?
(354) - O3
2-N
_ 25
M-(N—=1)-X2 -t (23

The MTTF for the traditional model introduced in [23] is

2

MTTF radit. ¥ 5
ratin. & 330,

(26)

Comparing (25) with (26), the mentioned ratio of N/(N — 1)
is directly obtained.

Following with the vision presented in previous systems, this
can be seen as the memory perceiving a lower number of effec-
tive events, or in other words, as if the effective arrival rate ) is
lower:

-N
MTTF|cumul ,self. NM (N 1) ( ) 1,
2
= 2
M( ]\’1\71.)\) ts
2

27)

where

(28)

Comparing (28) with (11), and (16), the effect introduced by
M > 1 can be observed: A’ does not depend linearly on N,
but through its square root. This is logical because, when M >
1, the probabilities of several events occurring in the same bit
decrease, which makes the effective arrival rate higher than in
the M = 1 case.

2) Nonscrubbing Case: Once the scrubbing case has been
studied, the model with no scrubbing will be analyzed next.

When no scrubbing is applied to the memory, the MTT'F' for
the traditional model is given by

i—1

i Pr(i) [T (1= P())

i=2 j=2

Mz

MTTF = (29)

where A- M is the arrival rate extended to the whole memory, and
the summation is the M E'TF' of the system (the calculation of
MTTF is straightforward through (3)). P;(i) is the probability
of failure upon the arrival of the :-th SEU that for the traditional
model is

1—1

tradit. = M (30)

Py (i)

This represents the probability that one of the memory words
already with an error suffers a new SEU, producing an uncor-
rectable double error. From (29), we can get an upper bound for
the other two failure models by replacing P (i) with
N-1 -1

cumul.,sel f. = N ’ M (31)

Py (i)

This implies that, to produce a failure due to a double error,
a second event has to occur in the same memory word as a pre-
vious one, (i — 1)/M, but on a different bit, (N — 1)/N. Other-
wise, the single error would persist (cumulative), or would dis-
appear (self-clearing).

This, as it was explained before, can be seen as a lower
number of effective events in the new models, which would
produce a lower probability of failure. Combining (30) with
(3D,

N-1

P}(i)lcumul.,self. = N ’ P}(i)|trad. (32)

Another detail that should be pointed out is that expression
(31) has been simplified when using the number of events . If
there have been k previous SEU affecting any erroneous bit, the
number of perceived events by the system will be lower than
the real one, and therefore the actual number of errors for the
cumulative approach would be

1—2

-1 (i—1)
P}(d) N kZ:O

- P (k) (33)

P, (k) represents the probability that & events have affected bits
previously hit by SEU. This produces + — 1 — k actual errors in
the system (or ¢+ — 1 — k perceived events).

But because these Py, (k) are low, and decrease with a 1/N
factor, they can be ignored, except for P, (0) ~ 1, reaching
expression (31). This is more accurate when M > 1, as in this
case most failures would occur for a large number of events,
making the impact of P,,(k) even smaller.

The reasoning for the self-clearing model is similar, but this
time, an event on an already affected bit not only would not
increase the error count, but it would also reduce it (the error
would be corrected). However, the conclusion in this case is sim-
ilar to the cumulative one: expression (31) is accurate enough for
the model in (29).
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According to the literature, a different approach to calculate
the MTTF is based on an approximation for the traditional
model [23], which is accurate only for large values of M:

1 1
MTTF|pagit. = ~ -\ = - —

A 2 M (34)

This expression indicates that the probability of failure is di-
rectly proportional to the memory size, M. To use this approx-
imation with the cumulative, self-clearing models, the effective
probability of failure needs to be scaled according to (31), and
(32). In other words, M needs to be divided by an N/(N — 1)
factor, which is the ratio between the traditional, and new prob-
abilities of failure. In this way, (34) can be modified:

1 p 1 N

MTTFcumu..se .= 1 Uy — 35

lewmut et = 3\ 5 37 =1 GV

This, again, can be seen as the traditional case with a modified
arrival date, \':

MTTF|} (36)

cumul.,sel

fo= MTTF|§\ra(l7ﬂt.
N-1

N =X
N

(37)

As expected, the effective arrival rate is lower than the actual
one, and it is consistent with the one obtained for the scrubbing
case in (28).

Approximation (35), as it was explained for (31), does not
reflect the decreasing number of perceived events due to the
possibility of several SEU affecting the same bit. In the same
way, this effect may be neglected, due to its low impact.

III. SUMMARY OF RELIABILITY INDEXES

In this section, a summary of the reliability indexes calculated
with the improved models are presented. This is a previous step
before we present the simulation experiments to compare the
traditional with the new reliability indexes.

A. Single Register (M = 1)

1) Nonscrubbing:

2
Traditional: MTTF |tradit. = o\
N 1 1
Cumulative: MTTF|cumul. = T (N + m)
N 2
Self-clearing: MTTF |se15. = T N1
2) Scrubbing:
.. 2
Traditional: MTTF|trqdit. = SvN
2-N
Cumulative: MTTF|cumur. = CEDEOE
2N

Self-clearing: MTTF |ser5. =

(N =1)-(N)?- 15
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TABLE I
MTTF (IN SECONDS): SIMULATED VS. THEORETICAL FOR ALL MODELS

Simulated Theoretical
Traditional (Eq. 2) 2 2
Cumulative (Eq. 8) 2.09 2.09
Self-clearing (Eq. 14) 2.18 2.18
B. Memory Systems (M > 1)
1) Nonscrubbing:
1 T 1
Traditional: MTTF |iraqit. = — -\ = - —
raditiona |tradit 3 5
1 T 1 N
C lative: MTTF|cumul = ~ A/ = — - =
umulative | L=y 5 W N1
1 1 N
Self-clearing: MTTF|ser5. = 1 g ‘M ON_1
2) Scrubbing:
Traditional: MTTF| = 2
raditional: radit. =2
tradit M1
2-N
C lative: MTTF|cumul. =
umulative | i E RO
2-N

Self-clearing: MTTF|se15. &

M-(N-1)- (A2 s

Note that except for the M = 1, and nonscrubbing case,
the cumulative, and self-clearing models coincide. This is due
to the approximations we applied in the model derivation, in
which second order effects are discarded. In this situation, both
approaches coincide from a macroscopic point of view.

IV. MODEL VALIDATION

The purpose of this section is to validate the proposed models,
and to illustrate the accuracy of the proposed approximations.

For the single register case, when scrubbing is not used, the
expressions in (2), (8), and (14) have been checked by simula-
tion. Let us consider A = 1, and N = 12 (a typical value to pro-
tect 8-bit memories). Then, calculating the MTT'F' according
to the previous expressions, the results shown in Table I are ob-
tained.

The results are consistent with the theoretical model, as the
MTTF is higher for the case in which successive SEU clear
previous errors; while the MTTF is lower for the traditional
model, where none of the presented scenarios are taken into
account.

For the case of memory systems when scrubbing is used, the
theoretical results of the different models (traditional, cumula-
tive, and self-clearing) have been checked through simulation
for A\ = 1,t; = 0.01, and N = 12. The comparison of the
model results vs. simulation is offered in Fig. 1, for the three
cases. The first conclusion is that all the theoretical results are
very close to the simulated models, which implies that the dif-
ferent approximations are good enough, and have an acceptable
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MTTF for ts =0.01, N = 12 and lambda = 1
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Fig. 1. Traditional, cumulative, and self-clearing models: theoretical results vs.
simulated.
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Fig. 2. Ratio of the MTTF of the new models vs. the MTTF of the tradi-
tional one.

relative error. Another important point is that both the cumula-
tive, and self-clearing models provide a higher MTTF to the
system, or in other words, the reliability (undervalued through
the traditional model) is estimated in a more realistic way. No-
tice that the cumulative, and self-clearing results are very close.
This is because, when scrubbing is applied, most of the failures
are produced by just two errors in the same ¢, period, making
the formulation of both models very similar in this case.

From Fig. 1, it seems that the difference between both the cu-
mulative and self-clearing models, compared to the traditional
one, decreases as M grows. However, this appearance is not
true. The absolute difference does decrease, but not the rela-
tive one, which keeps constant as predicted by (25), and (26).
In Fig. 2, the ratio MTTF (new models)/MTTF (traditional
model) is depicted. It is clearly seen that this ratio (which marks
the relative difference between both) always has a value around
1.09, which indicates that the relative difference is 9% approxi-
mately. This is consistent with the values predicted by (25), and
(26).

TABLE 11
MTTF (IN SECONDS). TRADITIONAL MODEL:
SIMULATED VS. APPROXIMATION

M Simulation Approx. by (29)
1 1.9978 2.0000
2 1.2515 1.2500
4 0.8061 0.8047
8 0.5305 0.5306
16 0.3567 0.3565
32 0.2429 0.2429
64 0.1673 0.1673
TABLE III

MTTF (IN SECONDS). CUMULATIVE MODEL: SIMULATED VS. APPROXIMATION

M Simulation Approx. by (29)
1 2.0957 2.0833
2 1.3073 1.2934
4 0.8415 0.8324
8 0.5546 0.5502
16 0.3727 0.3704
32 0.2536 0.2528
64 0.1748 0.1742
TABLE 1V

MTTF (IN SECONDS). SELF-CLEARING MODEL:
SIMULATED VS. APPROXIMATION

M Simulation Approx. by (29)
1 2.1814 2.0833
2 1.3404 1.2934
4 0.8540 0.8324
8 0.5603 0.5502
16 0.3755 0.3704
32 0.2547 0.2528
64 0.1754 0.1742

In the last set of experiments, we consider the case of a
memory system when no scrubbing is used. Some simulation
results will be offered to compare the estimates given by the
proposed approximations with the experimental values. The
tables below show the results for the different models obtained
by simulation, and by the approximation given by (29) for
different values of the memory size. For simplicity, we select
an arrival rate of A = 1.

From Tables II-1V, it can be seen that the approximation
using (29) works well for all failure models, even for very small
values (16 or larger) of the memory size. For sizes up to 16,
the approximation deviates from the simulation results. One of
the factors that contributes to this deviation is the P,, (k) effect
mentioned before. These probabilities have a larger impact for a
low memory size, and ignoring them introduces an error in the
models. This error is greater for the self-clearing case because,
in this situation, the error count is more altered than in the other
cases.

Some results for the approximations given by (34) and (35)
are shown in Table V, where the memory sizes are greater be-
cause the approximations only work for large values of M, as
mentioned before. In this case, the arrival rate, ), is 0.1.

From these results, observe that the approximation works
well when M is large.
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TABLE V
MTTEF (IN SECONDS). SIMULATED VS. APPROXIMATION BY EQUATIONS (34),
AND (35) FOR ALL THE MODELS

M 1024 2048 4096 8192
Traditional Sim. 0.3981 | 0.2804 | 0.1975 | 0.1394
Traditional Approx. Eq. (29) 0.3982 | 0.2802 | 0.1975 | 0.1393
Traditional Approx. Eq. (34) 0.3917 | 0.2769 | 0.1958 | 0.1385
Cumulative Sim. 0.4161 | 0.2927 | 0.2066 | 0.1455
Cumulative Approx. Eq. (29) 0.4156 | 0.2925 | 0.2062 | 0.1454
Cumulative Approx. Eq. (35) 0.4091 | 0.2893 | 0.2045 | 0.1446
Self-Clearing Sim. 0.4162 | 0.2927 | 0.2064 | 0.1455
Self-Clearing Approx. Eq. (29) | 0.4156 | 0.2925 | 0.2062 | 0.1454
Self-Clearing Approx. Eq. (35)] 0.4091 [ 0.2893 | 0.2045 | 0.1446

MTTF new models/MTTF traditional for N = 12 and lambda = 1
111
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Fig. 3. MTTF ratio (new models/traditional model) for both the cumulative,
and self-clearing approaches. M values up to 70.

Finally, in both cases, the ratio of the MTTF of the new
models versus the traditional one gives a value close to the one
predicted by dividing both approximations, (34), and (35):

MTTF (new)/MTTF (traditional) = N1

(38)

In our case, this ratio has a value of 1.0445. This is illus-
trated in Figs. 3, and 4. Notice that, for the smaller values of
M (Fig. 3), the value of the ratio is not constant, because the
approximations are less accurate in this case. However, when
M is large enough (Fig. 4), this ratio remains constant at the
mentioned value.

V. CONCLUSIONS

We refined traditional reliability models to handle novel sce-
narios called cumulative (when a previous error is reinforced
by a following one), and self-clearing (when a previous error is
corrected by a following one), which produces a more precise
analysis in the MTTF calculation for memory systems.

Considering these cases increases the MTTF' of the device.
The models have been applied to a whole memory system, first
with scrubbing, and finally without it. The obtained MTTF
results are more accurate than the ones offered by the traditional
model, whose error is not negligible (up to 10% in some cases).

IEEE TRANSACTIONS ON RELIABILITY, VOL. 58, NO. 1, MARCH 2009
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Fig. 4. MTTF ratio (new models/traditional model) for both the cumulative,
and self-clearing approaches. M values up to 10000.

Some interesting conclusions are:

* Because, in the cumulative, and self-clearing models, suc-
cessive SEU may hit the same bit without increasing the
count of errors, the number of events (SEU) does not have
to be equal to the number of errors, as in the traditional
model. In other words, the “perceived” number of events
by the memory is lower than in the traditional case, which
intuitively increases the MTT F'. This can also be seen as
having an effective arrival rate lower than the actual one.

* The ratio of the MTTF' of the new models vs. the tradi-
tional one is a constant, and independent of the size of the
memory, when the memory is large enough (and the scrub-
bing period is fast enough, if scrubbing is applied).
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