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Efficient Error Detection Codes
for Multiple-Bit Upset Correction
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Memories are one of the most widely used elements in electronic systems, and their reliability when

exposed to Single Events Upsets (SEUs) has been studied extensively. As transistor sizes shrink,

Multiple Bits Upsets (MBUs) are becoming an increasingly important factor in the reliability of

memories exposed to radiation effects. To address this issue, Built-in Current Sensors (BICS) have

recently been applied in conjunction with Single Error Correction/Double Error Detection (SEC-

DED) codes to protect memories from MBUs. In this article, this approach is taken one step further,

proposing specific codes optimized to be combined with BICS to provide protection against MBUs in

memories. By exploiting the locality of errors within an MBU and the error detection and location

capabilities of BICS, the proposed codes result in both a better protection level and a reduced cost

compared with the existing SEC-DED approach.
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1. INTRODUCTION

As technology scales, the occurrence of Multiple Bit Upsets becomes an increas-
ingly important factor in the reliability of memories as discussed in Radaelli
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et al. [2005], Tipton et al. [2006] and Maiz et al. [2003]. The occurrence of
multiple errors in a given event poses a challenge to Single Error Correction,
Double Error Detection codes (SEC-DED) that have been traditionally used to
protect memories. The most common approach to deal with multiple errors has
been the use of interleaving in the physical arrangement of the memory cells,
so that cells that belong to the same logical word are separated. As the errors
in an MBU are physically close as discussed in Satoh et al. [2000], they will
cause single errors in different words that can be corrected by the SEC-DED
codes.

However, interleaving cannot be used, for example, in small memories or
register files, and in other cases, its use may have an impact on floor-planning,
access time and power consumption, as discussed in Dutta and Touba [2007].
For those reasons, the use of more sophisticated codes or the combination of
different codes has been proposed in Neuberger et al. [2003] to deal with MBUs
when the use of interleaving is not a valid option. More recently, codes that can
correct multiple errors only when they are adjacent have also been proposed
in Dutta and Touba [2007]. These codes are tailored to the specific patterns of
errors in an MBU (again the errors will tend to be physically close) and therefore
can achieve effective protection at a reduced cost.

An alternative approach to protect memories is the use of Built in Current
Sensors (BICS) that are able to detect the occurrence of errors by detecting
changes in the current, as proposed in Vargas et al. [1993] and in Lo [2002].
The sensors are placed in the columns of the memory block and they detect un-
expected current variations on each of the memory bit positions. BICS, in con-
junction with a per-word parity bit, has been used to protect memories against
Single Event Upsets (SEUs) in Vargas and Nicolaidis [1994] and in Calin et al.
[1995]. More recently, in Gill et al. [2005a], BICS in conjunction with SEC-DED
codes has been proposed to deal with MBUs in memories as an alternative to
the traditional combination of interleaving and SEC-DED codes. However, this
approach does not fully exploit the locality of the errors within a given MBU
and the error location capabilities of the BICS to optimize the protection. This
optimization can be achieved with protection codes that are tailored to the spe-
cific problem of a memory protected with BICS that suffers MBUs. This is the
objective of this paper in which such codes are proposed.

The article is organized as follows. The related work covering BICS for SRAM
memory protection is presented in section 2. In section 3, the proposed codes
are introduced and their correction capabilities when combined with BICS are
discussed. Then, in section 4, the cost of the proposed codes and their protection
capabilities are analyzed in detail and compared with the traditional SEC-DED
codes. Finally the conclusions of the work are presented.

2. RELATED WORK

Built-in Current Sensors (BICS) were originally proposed as a mechanism for
circuit testing, as discussed, for example, in Rubio et al. [1990]. In this case,
the objective is to detect physical defects in a given device that may influence
its functionality. This is useful during production to rule out defective parts.
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Fig. 1. Example of an MBU in a memory protected with BICS on the columns.

Fig. 2. Example of an SEU in a memory protected with BICS and a per-word parity bit.

In Vargas et al. [1993] the ability of these sensors to detect transient changes
in digital circuits was used to identify the occurrence of SEUs in digital circuits.
That work was extended by applying BICS for SRAM memory protection in
Vargas and Nicolaidis [1994] and in Calin et al. [1995], where BICS are com-
bined with a per-word parity bit to provide effective protection against SEUs.
The BICS are placed on the vertical power lines of the memory and they pro-
vide the bit position on which a failure has occurred, but are not able to locate
the exact word, as illustrated in Figure 1. When BICS are combined with a
per-word parity bit as shown in Figure 2, the location of a SEU can be fully
determined and therefore the error can be corrected.

More recently, in Gill et al. [2005a], BICS in conjunction with SEC-DED
codes has been proposed to deal with MBUs in memories as an alternative
to the traditional combination of interleaving and SEC-DED codes. This new
application of BICS would be useful in situations where the use of interleav-
ing is not possible or appropriate as discussed before. The combination of
BICS with error protection codes can correct MBUs such as the one shown in
Figure 3, where the BICS detect errors on the columns and the error protection
code detects errors on the rows (words). In particular, for the MBU shown in
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Fig. 3. Example of an MBU in a memory protected with BICS and SEC-DED codes.

Fig. 4. Example of an MBU in a memory protected with BICS and SEC-DED codes.

that figure, the SEC-DED code can detect that there have been errors in two
words since there are only two errors per-word in the worst case. Using the ad-
ditional information from the BICS about the faulty columns, the errors could
be located, and combining that information with the one from the SEC-DED
codes, the errors could be corrected in most cases, as shown in Gill et al. [2005a].

However, for the MBU shown in Figure 4, the SEC-DED codes proposed in
Gill et al. [2005a] cannot guarantee the error detection (since three errors are
produced in the same word) and therefore they are of little use when dealing
with MBUs that affect more than two bits per word. This is an important limi-
tation, as MBUs that involve three or more bits have been reported for various
radiation sources and process technologies in Radaelli et al. [2005] and in Maiz
et al. [2003]. It is true, that in general, the occurrence of MBUs with larger
number of errors is less likely and that they may be a reduced percentage of
the total number of events as shown in Chugg et al. [2004], but even in that case
they can have a large impact on the memory reliability, specially if scrubbing is
used to increase the Mean Time to Failure (MTTF). This is so because a single
MBU can cause the failure of the memory so that the MTTF due to this effect
would be the average time to get such an event. For an event arrival rate λ and

ACM Transactions on Design Automation of Electronic Systems, Vol. 14, No. 1, Article 18, Pub. date: January 2009.



Error Detection Codes for Multiple-Bit Upset Correction in SRAMs with BICS • 18:5

a percentage of events with three or more errors p3+, the MTTF would be:

MTTF = 1

λ · p3+
, (1)

which compares with the MTTF for scrubbing when two events are needed to
cause a failure and all possible two-event combinations do cause a failure. This,
following Saleh et al. [1990], can be approximated for large memories as:

MTTF ∼= 2 · M
λ2 · ts

, (2)

where M is the number of words in the memory and ts is the scrubbing period.
It can be seen that Equation (1) will dominate the MTTF if

λ · ts

2 · M
� p3+. (3)

But in most cases λ·ts � 1 and M � 1 so that Equation (3) is true even for very
small values of p3+. The same reasoning applies to memories protected with
BICS as in that case the correction takes place shortly after the error occurs
which is similar to a small scrubbing period.

Finally, the practical applicability of all the protection techniques that use
BICS depends strongly on the efficient and reliable implementation of the cur-
rent sensors. Such implementations have been recently reported in Gill et al.
[2005b] where a 100nm technology is used and the BICS reliability is evaluated
across process, voltage, temperature and noise supply. The BICS is built with
27 transistors and shared among 256 memory cells so that the area and power
overhead should be small. Another implementation is reported in Neto et al.
[2005], also for a 100nm technology, which confirms the feasibility of BICS for
advanced technologies.

3. PROPOSED CODES

Following the traditional assumptions when dealing with MBUs in memories,
it can be assumed that the maximum distance between errors in an MBU is
bounded by a certain value, as shown in Radaelli et al. [2005], Reviriego et al.
[2007], and Satoh et al. [2000]. This maximum distance is used for example to
select the interleaving pattern when this technique is implemented. In our case,
we are interested in the maximum horizontal distance between the errors in an
MBU. That is the difference between the values of the columns of the leftmost
and rightmost errors in the MBU. As an example, for the MBU in Figure 3
that value is two while for the MBU of Figure 4 it is three. Let us define the
maximum horizontal distance between the errors in any MBU as L-1. Given
this assumption, all errors in a given word will occur in a group of up to L
consecutive columns. Therefore, what is needed are codes that in conjunction
with BICS can detect errors that affect up to L consecutive bits and also locate
them within those L columns.

This can be achieved with a code that performs the parity computations
shown in Equation (4) for an N -bit memory word.

Pj = bj ⊕ bj+L ⊕ bj+2L · · · ⊕ bj+L·floor( N− j
L )

j = 1, . . . , L (4)
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Fig. 5. Example of the proposed code parity checks for L = 4 and N = 8.

Fig. 6. Example of the proposed code parity bits arrangement for L = 4 and N = 8.

Fig. 7. Memory word organization for the proposed error detection code for N/L integer.

From the definitions of the P j , failures in consecutive bits of up to L bits will
only affect one bit in any given P j . The proposed parity checks are illustrated
for L = 4 and N = 8 in Figure 5, in which it can be seen that any possible MBU
pattern with L less or equal than four will affect only one bit per-parity check.
As the BICS would provide the up to L columns in which a failure has occurred,
the correcting process becomes trivial. For each word check, if there is a parity
error, then find for that parity error the bit on which the BICS has detected an
error. Once that bit is located, invert the bit to correct the error.

A final detail is that errors can also affect the cells that store the parity
bits. This can pose a problem if a parity bit and one of the bits involved in its
computation are both affected by errors in an MBU. This will cause a situation
in which there is no parity error and the failure is not even detected by the
system. To avoid this type of effect, the Pj bits have to be carefully arranged.
This is shown in Figure 6 for the example presented in Figure 5.

In general, this can be achieved when N is divisible by L using the memory
word organization shown in Figure 7. In this case Equation (4) becomes

Pj = bj ⊕ bj+L ⊕ bj+2L . . . ⊕ bj+N−L j = 1, . . . , L − 1

PL = bL ⊕ b2L ⊕ b3L... ⊕ bN . (5)

And therefore the distance between the last bit involved in a parity check and
the corresponding parity bit using the memory word organization shown in
Figure 7 is L.

In the rest of the cases, a similar reasoning can be used by noticing that the
last bit bN will be used for a given parity check that we denote as pk . Then this
pk should be placed at the rightmost position to ensure that it is at a distance
L of bN . Then the following rightmost position should be used for the parity

ACM Transactions on Design Automation of Electronic Systems, Vol. 14, No. 1, Article 18, Pub. date: January 2009.



Error Detection Codes for Multiple-Bit Upset Correction in SRAMs with BICS • 18:7

Fig. 8. Example of the proposed code parity checks and bits arrangement for L = 4 and N = 9.

Fig. 9. Example of memory implementation using BICS for protection.

check bit that includes bit bN-1 and so on. With this strategy the parity bits
are always at distance L of the bits used to compute them. As an example the
approach is illustrated in Figure 8 for L = 4 and N = 9.

In a memory protected with the proposed codes and BICS, the correction
will be done as follows. The current sensors will be shared across a number of
cells, for example 256 as reported in Gill et al. [2005b] and we assume that the
correction logic is shared among a number of blocks, as illustrated in Figure 9.
The detail of each block is shown in Figure 10 where also an MBU is illustrated
showing in red the affected cells and in green the BICS that will detect an error.
When an error such as the one shown in Figure 10 occurs, the sensors will issue
an error signal that triggers the correction process. Then the block of words that
corresponds to the sensors that have triggered a failure are read word by word.
For each of them the parity bits are recalculated, and in the case of error the
bit (again, by design there can only be one error in each parity check) for which
the corresponding BICS has reported an error is inverted. In the example of
Figure 10, p1 and pL will produce an error in word 255 and p2 in word 256 and
using the information of the faulty columns given by the BICS the errors are
corrected.

4. COST AND PROTECTION ANALYSIS

In a general case the cost of the proposed method is: L bits per-word to store
the parity bits, ((N/L)-1)*L xor gates to compute the parity checks and the logic
needed to combine the BICS information with the parity checks and perform
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Fig. 10. Detail of a block implementation.

Table I. Cost of the Proposed Codes

N Method in Gill et al. [2005a] Proposed L = 2 Proposed L = 3 Proposed L = 4

8 4 bits, 14 xor 2 bits, 6 xor 3 bits, 5 xor 4 bits, 4 xor

16 6 bits, 48 xor 2 bits, 14 xor 3 bits, 13 xor 4 bits, 12 xor

32 7 bits, 96 xor 2 bits, 30 xor 3 bits, 29 xor 4 bits, 28 xor

the correction. The xor gates for encoding and decoding and the additional cor-
rection logic can be shared among a number of words and therefore it makes
sense to analyze the required bits and the xor gates and correction logic inde-
pendently. The costs for different memory word sizes and MBU sizes are shown
in Table I, where the cost for the traditional SEC-DED codes proposed to be
combined with BICS in Gill et al. [2005a] is also shown (note that the cost de-
tails for those codes is given Dutta and Touba [2007]). The cost of the correction
logic has not been included as there are different alternatives to implement it
and it is therefore hard to make a fair comparison, but in any case the correc-
tion logic will be more complex in the case of the codes proposed in Gill et al.
[2005a].

In order to compare the protection provided by the proposed codes versus
the one provided by SEC-DED codes in Gill et al. [2005a], it must be noted that
SEC-DED codes will be unable to detect some of the errors that affect three or
more bits of the same word as already discussed. Therefore those errors will not
be corrected. In that regard, the approach proposed in Gill et al. [2005a] only
guarantees the correction of double horizontal MBUs (L = 2). If a parity bit is
added to the SEC-DED codes as suggested in Gill et al. [2005a], correction of
triple horizontal MBUs is guaranteed at an extra cost. Therefore the technique
proposed in Gill et al. [2005a] can be compared with the cases L = 2 and L = 4.
In the first case the proposed technique will provide a slightly lower protection
and in the last case a superior one.

The relative cost comparison for the proposed codes versus the SEC-DED
codes proposed in Gill et al. [2005a] is shown in Table II, for different memory
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Table II. Relative Cost of the Proposed Codes

versus the Traditional SEC-DED Codes

N Proposed L = 2 Proposed L = 4

Bits xor Bits xor

8 50% 42% 100% 29%

16 33% 29% 66% 25%

32 28% 31% 57% 29%

word sizes. It can be seen that the proposed codes result in a significant reduc-
tion in complexity when compared with traditional SEC-DED codes, even for
L = 4 (that would provide a superior level of protection). The maximum logic
depth of the parity checks is also reduced, which in conjunction with a simpler
correction logic results in a reduction in the time needed to correct an error
which would be another advantage of the proposed approach.

This cost reduction is a direct consequence of designing the codes for this par-
ticular application in which BICS provide useful information to locate errors,
and errors in an MBU are assumed to occur physically close.

One aspect in which the proposed approach will be weaker than the one
proposed in Gill et al. [2005a] is in the case of consecutive SEUs that affect
distant bits of the same word. In this case the BICS would detect the error
immediately and the correction would take place closely after the first error
has occurred and therefore a failure would occur only if two SEUs arrive very
close in time. However, the probability of two events occurring very close in
time would be negligible in most environments and is in fact the assumption
behind the scrubbing techniques that are widely used in memory systems as
shown in Saleh et al. [1990]. Assuming that all combinations of two SEUs would
cause a failure (which is a conservative assumption) the MTTF will depend on
the probability that a second SEU arrives before the correction takes place.
For the approach proposed in Gill et al. [2005a], assuming MBUs with two
errors per word, two events will cause a failure if in total they affect three or
more bits in a word. Therefore, the MTTF will depend on the probability that
a second event arrives before the correction takes place and that between both
events they affect three or more bits so that only a few of the possible two event
combinations would cause a failure. So, in summary the use of the SEC-DED
codes would result in a larger MTTF for the particular case of L = 2. However,
for the general case where L > 2, the proposed codes would provide a superior
protection level since the approach in Gill et al. [2005a] is unable to deal with
MBUs that involve more than two errors per-word as discussed before.

5. CONCLUSIONS

In this article, efficient codes have been proposed to protect memories against
MBUs in combination with BICS. The codes exploit the locality of the errors in
an MBU and the capabilities of the BICS to achieve a reduction in the imple-
mentation cost and an increase of the protection level against MBUs compared
with existing solutions.

Future work will focus on a comprehensive analysis of the implementation
of the proposed codes in conjunction with BICS in a memory prototype.
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