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Abstract—Soft errors, especially those produced in harsh envi-
ronments (as for example radiation), are a major concern for dig-
ital circuits. As technology shrinks, the failure probability of sys-
tems working in these environments is steadily growing. In order
to tackle this issue, several design techniques are being used, which
consider reliability as a key design parameter. Those based on re-
dundancy, as Triple Modular Redundancy (TMR) and Hamming
Codes, are especially popular, since they are quite straightforward
to implement. However, this usually comes at a high cost, which
many times is unfeasible for certain kinds of applications. There-
fore, it is convenient to understand the structure and functionality
of circuits in order take advantage of their inherent protection ca-
pabilities and therefore, minimize the extra redundancy. In this
paper, this approach is used in order to optimize the protection of
finite impulse response filters using Hamming codes.

Index Terms—Digital filters, hamming codes, reliability, Single
Event Upset (SEU).

I. INTRODUCTION

S INCE the early stages of microelectronics, radiation has
been identified as a source of alteration of functionality

of integrated circuits. As the technology is steadily evolving
and shrinking from generation to generation, the effects of a
charged particle striking the silicon surface of an integrated cir-
cuit are getting more and more significant [1]. Radiation effects
can be divided into two categories: Single Event Effects (SEE)
and Total Ionizing Dose (TID). Permanent damage of the tran-
sistor or device structure results from TID and from the Single
Event Latchup (SEL), Single Event Gate Rupture (SEGR) and
Single Event Burnout (SEB) subclasses of SEE. Single Event
Transient (SET) and Single Event Upset (SEU), which cause
temporary or transient errors, are the other subclasses of SEE.
Techniques for mitigation of these effects are addressed in [2],
[3].

When a particle hits the silicon, it loses its energy and trans-
mits it to the silicon, causing a current burst. In the case of SEUs,
these can randomly change the content of storage cells. To pro-
tect storage cells of integrated circuits from this phenomenon,
several approaches may be followed. One is by technology hard-
ening of memory cells [4] and another one is by designing cir-
cuits able to detect an SEU event and act accordingly to prevent
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Fig. 1. Direct form FIR filter structure and transposed FIR filter structure.

error propagation and guarantee full reliability in the system.
Triple Modular Redundancy (TMR) and Error Detection and
Correction Code (EDAC), like Hamming Code, are examples
of such methods.

Filters are commonly used in digital communication systems
for equalization, signal separation, noise reduction, etc. As com-
munications are fundamental to space borne applications, such
as satellites, unmanned missions, etc., digital filters play an im-
portant role in space systems [5].

There are two main types of digital filters: the recursive and
the non-recursive filters. They are referred as infinite impulse
response (IIR) filters and finite impulse response (FIR) filters,
respectively. The FIR filters are widely used, as they have good
stability and can be easily designed to match a given response.

This paper introduces optimizations for the use of Hamming
Codes to protect generic FIR filter, described by (1) and illus-
trated in Fig. 1, to show that by knowing attributes of the de-
sign to protect, it is possible to reduce resource consumption
and achieve an optimal design

(1)

Fig. 1 shows the direct form and the transposed form of a
4-tap FIR filter structure, where the input vector is stored
into the first tap of the delay line, and then shifted through all
the taps. In this process, the content of the taps are multiplied
with their corresponding coefficient and the sum of these
products yields the filter output .

As mentioned, TMR and Hamming EDAC are successful
methods to protect a design from SEUs. These techniques were
studied by Hentschke et al. in [6] for FIR filters.

TMR is the simplest and effective way for protecting a design.
The area consumption of this method is obviously up to three
times higher, depending on which implementation is chosen.
The optimal design of the TMR logic is discussed in [7], where
Lima et al. researched TMR logic implementations of a digital
FIR filter for FPGAs.
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Fig. 2. Existing Hamming EDAC protection approach.

Hamming codes are a simple class of block codes using the
Hamming rule to determine the parity bits based on the number
of information bits. This rule is articulated by the inequality
given in

(2)

where is the number of data bits and is the number of parity
bits. These codes have a minimum distance of three, which de-
scribes the number of different bits between two valid code-
words, and thus they are capable of correcting all single errors
within a block. This capability is defined as Single Error Cor-
rection (SEC). Syndrome decoding is especially suited for Ham-
ming codes. In fact, the syndrome can be formed to act as a bi-
nary pointer to identify the error location.

Hamming encoders and decoders perform specific combina-
tional operations on the data in order to generate parity bits (in
the case of encoders) and to correct errors (in the case of de-
coders).

A previous approach to protect FIR filters using Hamming
codes consists in adding one encoder and one decoder before
and after each register that is going to be protected [6], as illus-
trated in Fig. 2.

This way of using EDAC codes to protect the circuit incurs a
bigger delay in the critical path with respect to the use of TMR,
which will be discussed further in this paper.

The area is obviously larger than in the case of the unprotected
FIR, as additional registers are needed in each tap plus the
combinational logic for the encoders and decoders, but for some
implementations it is lower than in the case of TMR, as shown
in the following sections.

In the rest of the paper, alternative approaches to protect FIR
filters with Hamming codes are presented.

II. PROPOSED TECHIQUES

In this section, several enhancements are proposed to reduce
the number of encoders. These are based on the specific system
knowledge of the FIR implementation, an approach that has
been previously used to protect other circuits [8], [9].

A. Hamming Single Encoder

One of these enhancements would be to remove the encoders
from the delay line, as shown in Fig. 3, as they are only used if
there are errors in the circuit and even in that situation, if only a
single error is present in the register, it can still be corrected with
the decoder at each stage. In summary, these additional encoders

Fig. 3. FIR filter protection with a single encoder.

Fig. 4. FIR filter protection with additional data protection.

are useful only if we assume that a tap value will be hit by more
than one SEU at different time instants, as it propagates through
the delay line.

B. Additional Hamming Data Protection

A further improvement would be to use the output of each de-
coder to feed the data bits of the next register while the parity bits
are taken directly from the previous stage, as shown in Fig. 4.
This would allow recovering from multiple errors that occur in
the data bits as long as they happen in different clock cycles.
This is achieved without additional encoders.

C. Shared Hamming Decoder

A more sophisticated approach to reduce the complexity is
shown in Fig. 5, where the Hamming decoder is broken apart
yielding a syndrome calculator, an error locator and an error cor-
rector. The syndrome is calculated through XOR operations of
the data and parity bits as shown in Fig. 5(a). This should contain
only zeros when there are no SEUs. When the data bits contain
an SEU, then there will be 1’s in the syndrome for identifying
the SEU position in the locator, using the syndrome informa-
tion.

The locator sends out an error vector with the exact position
of the bit-flip to the corrector. This uses the OR-combined syn-
drome as an enable to initiate with the received error vector the
correction of the faulty bit [Fig. 5(b)].

In this way, the locator logic is shared among all taps reducing
overall complexity under the assumption that only one SEU per
cycle will occur. Moreover, it allows recovering from multiple
errors in the data bits in different clock cycles, as in the design
of Fig. 4. These improvements to the previous technique pro-
posed in [6] are further researched in this paper to prove that
they reduce the area cost.
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Fig. 5. FIR with Hamming using one encoder and a common decoder; (a) syndrome circuit, (b) correction circuit.

Fig. 6. Four parallel filters.

D. Exploiting Hamming Through Parallelism

Nowadays, it is common to find systems where parallel FIR
filter structures are used, as for instance in digital communica-
tion such as wireless LAN [10] or Ethernet [11], where there are
2 or 4 parallel FIR filters, respectively (see Fig. 6).

By unifying the data streams from all the channels and coding
them as one, as depicted in Fig. 7, reduction is achieved in the
parity bits since when doubling the data bits , the parity bits

only increase by one. According to (2), when increasing the
data bits from 8 to 16 or 32, the parity bits increase by 1 or
2, respectively. In such a case, it is possible to use the error
vector from Fig. 5 instead of doubling or quadrupling it for 2 or 4
parallel FIR filters, respectively. This is done by using different
enables for each data block.

All the techniques proposed in this section optimize and
highlight the benefits of Hamming protection. However, Ham-
ming codes have some drawbacks when they are compared
with TMR. The main one is that for all proposed techniques, the
decoder unit or the syndrome, locator and corrector are added
to the critical path of the output, and therefore, it decreases the
maximum operating frequency of the circuit.

III. EXPERIMENTAL RESULTS

In the previous sections, some Hamming EDAC protection
techniques have been discussed that can be used for generic
FIR filters. In this section, their effectiveness for actual imple-
mentations will be evaluated. To that end, the proposed tech-
niques have been implemented in VHDL and then the circuits
have been synthesized for a commercial ASIC library [12] and
for the Xilinx VIRTEX-5 [13]. This will also allow assessing

the efficiency of the proposed techniques in terms of circuit
complexity and compare it with the traditional approaches (like
TMR). Then, an experimental setup based on a single event
upset simulation tool was used to insert SEUs in the circuit and
evaluate their effects showing the effectiveness of the proposed
techniques.

This environment is based on the Single Event Upset Sim-
ulation Tool (SST) developed at the European Space Agency
[14], which has been extended in functionality for the purpose
of these experiments. A block diagram of the simulation plat-
form is depicted in Fig. 8, and a more detailed description can
be found in [15].

The generic FIR filters have been implemented with 5 and
11 taps using the same structure as in [6] and [7], respectively.
Equations (3) and (4) show the FIR filter coefficients, as men-
tioned in the cited references

(3)

(4)

For SRAM-based FPGA, implementation errors could also
occur in the configuration bits, what would cause changes in the
circuit functionality [7]. The rest of the paper focuses on errors
on the design flip-flops only and assumes that the configuration
memory is protected by other techniques such as scrubbing [7].

A. Effectiveness

The results show that the effectiveness of all the compared
techniques is similar, since they protect against isolated single
events. However, when dealing with SEUs that occur a few
clock cycles apart, the different techniques offer somewhat dif-
ferent behaviors. In the traditional Hamming protection, as long
as there is only one single event per cycle, there will be no errors
in the output. However, for the protection technique depicted in
Fig. 3, only one SEU could occur in each coded word, as it tra-
verses the delay line. For example, if one bit-flip happens in the
coded word of the second tap, and two cycles later (when the
erroneous word reaches the fourth tap) another SEU occurs in
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Fig. 7. Four parallel FIR filter with Hamming protection.

one register of that fourth tap, the error will never be success-
fully corrected. Finally, the remaining proposed techniques will
operate without errors, even if single events occur in the data
bits at each clock cycle. However, if one SEU hits the parity
bits of the coded word stored in the first tap, and during the next
cycle another SEU occurs in the data bits of the second stage,
the error will not be corrected. Nevertheless, in most cases, the
probability of occurrence of single events a few clock cycles
apart are negligible and therefore, the protection provided by
the proposed alternatives is similar to the traditional Hamming
technique.

B. Complexity

The area cost in equivalent gates and in VIRTEX-5 slices of
the evaluated protection techniques are provided in Table I and
Table II, respectively.

As it can be seen when comparing the Hamming-based tech-
niques, the shared decoder (Fig. 5) offers the most competitive
results, considering the combination of protection effectiveness
and the total number of gates. The calculation of the area relation
in percentage has been done in reference to the standard Ham-
ming implementation. It can be seen that for 5 taps the Hamming
shared decoder version uses 8.41% less area in comparison to
the standard Hamming version and 18.25% in comparison to the
TMR version. This reduction is even larger when increasing the
filter taps up to 11 with 10.45% in comparison to standard Ham-
ming but reduced by 17.16% in comparison to TMR.

Table II shows the FPGA synthesis results for all techniques,
highlighting that the Hamming shared decoder gives the best
performance in terms of slice usage. Comparing the synthesis
results to the one of the ordinary Hamming, it achieves overall
slice savings of 11.86% for 5 taps and a 14.97% for 11 taps.

However, the operation frequency of the FIR filter protected
using TMR is better because of the reduced combinational logic
added to the critical path. Results of the synthesis for the parallel
FIR filters with Hamming protection and the proposed tech-
niques have been gathered in Table III for ASIC synthesis and
Table IV for FPGA synthesis.

In the ASIC area results, a pattern of complexity reduction
can be identified when increasing the data bits from 8 to 16
or 32 respectively, between ordinary Hamming and TMR. This
increase is even more significant when comparing the results
with that of the Hamming shared decoder. In the case of 32 data
bits, the difference between the proposed technique and ordi-
nary Hamming is 14.3% and 24.07% comparing against TMR.
The synthesis results of the 11-tap filter are similar. The savings
of the proposed techniques are 14.0% and 21.7% against the or-
dinary Hamming and TMR, respectively.

Furthermore, it can be observed that when increasing the data
bits the reduction is significant, but when increasing the filter
taps the reduction is smaller. This decrease is because the or-
dinary Hamming complexity is converging to TMR with the
increase of the filter taps, as the percentage of the triplicated
flip-flops in comparison to the combinational logic in the whole
design is changing. This can be seen in the figures of the TMR
overhead in comparison to ordinary Hamming of 12.9% for 5
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Fig. 8. Simulation environment block diagram.

TABLE I
ASIC SYNTHESIS RESULTS FOR ALL TECHNIQUES (8 bits) WITH PERCENTAGE OF AREA COMPARED TO HAMMING

taps and 9.8% for 11 taps, but the decrease from ordinary Ham-
ming to the proposed technique from 14.3% to 14.0% is almost
insignificant.

The VIRTEX results are as competitive as the ones discussed
before for Table II. The decrement in the usage of slices when
comparing the proposed technique to the ordinary Hamming is
growing proportionally with the increase of the data bits, as seen
in Table IV, where it changes for 5-taps from 11.86% to 11.92%
(for 8 and 32 data bits respectively). The value of 21.17% for the
version of 16 data bits is a relevant improvement and can be ex-
plained with the rigid structure of the VIRTEX-5. The reduction
of the results for the 11-taps versions decreases from 14.97% to
8.18% (for 8 and 32 data bits), respectively. This decrement of
the results for the 32-bit version of the 11-taps is due to the extra
amount of combinational logic added to the Hamming shared
decoder, which converges much faster for FPGA than for ASIC.

C. Performance

In the previous subsection, the area cost in equivalent gates
and in VIRTEX-5 slices of the evaluated protection techniques
were in comparison to the ordinary Hamming and TMR. The
comparison shows that the Hamming shared decoder is the most

competitive in respect of area costs both in an ASIC implemen-
tation and in a FPGA implementation.

Although the proposed Hamming shared decoder achieves
the most competitive area cost results, it also suffers from a
maximum clock frequency penalty. The impact of the penalty
depends on the target architecture (ASICs or FPGAs).

This penalty is produced when extra logic is added to the
design, increasing the critical path and therefore, reducing the
maximum clock frequency that is allowed. This is shown in
Table I for the ASIC versions, comparing the results of the plain
FIR filter with 145 MHz, the TMR with 127 MHz, the ordinary
Hamming with 121 MHz and the Hamming shared decoder with
114 MHz. The difference between the ordinary Hamming and
the Hamming shared decoder is minimal in comparison to the
achieved area cost reduction. This can be further observed in
Table III, with the results obtained when doubling or quadru-
pling the bits or incrementing the taps.

For the FPGA results, interconnections have to be taken into
account when analyzing the performance results of the syn-
thesis. In other words, adding more combinational logic also
means increasing the usage of slices, which have to be intercon-
nected correctly and therefore, adding additional wire delay to
the critical path. This can be observed in Table II and Table IV
when comparing the TMR performance results to the ordinary
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TABLE II
FPGA SYNTHESIS RESULTS FOR ALL TECHNIQUES

TABLE III
ASIC SYNTHESIS RESULTS WITH PERCENTAGE OF AREA COMPARED TO HAMMING FOR 8 bits, 16 bits AND 32 bits

TABLE IV
FPGA SYNTHESIS RESULTS FOR 8 bits, 16 bits AND 32 bits

Hamming results. Same as for the ASIC versions, the differ-
ence between the ordinary Hamming and the Hamming shared
decoder in comparison to the slice usage reduction, is minimal.

IV. CONCLUSIONS

Different approaches to protect generic FIR filters using
Hamming codes against single events have been presented and
put in perspective for ASICs and FPGAs. It has been shown
that through understanding the system, enhancements to the
design can be carried out to provide effective protection in
exchange of a small frequency penalty.

It has been proved that the Hamming shared decoder is the
most competitive solution based on area cost and performance.
For example, assuming an 8-bit, 11-tap design, the area sav-
ings of this approach range from 10.45% (ASICs) to 14.97%
(FPGAs).

Future work includes the research of FPGA-oriented solu-
tions for fault tolerant digital filters and the consideration of
power consumption as a metric for optimization, since it is a
key factor in space applications.
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