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Matrix-Based Codes for Adjacent Error Correction

Costas A. Argyrides, Pedro Reviriego, Dhiraj K. Pradhan, and Juan Antonio Maestro

Abstract—Memories are one of the most widely used elements
in electronic systems, and their reliability when exposed to single
events upsets (SEUs) has been studied extensively. As transistor
sizes shrink, multiple cells upsets (MCUs) are becoming an
increasingly important factor in the reliability of memories ex-
posed to radiation effects. To address this issue, built-in current
sensors (BICS) or Parity codes have recently been applied in
conjunction with single error correction/double error detection
(SEC-DED) codes to protect memories from MCUs. In this paper,
this approach is taken one step further, proposing specific codes
optimized to provide protection against errors in adjacent bits
in memories. By exploiting the locality of errors within an MCU
and the error detection and location capabilities of parity codes,
the proposed codes result in both a better protection level and
a reduced cost. This technique improves memory reliability by
675X compared to Hamming Codes (HC) and 38X the mean time
to failure (MTTF) compared to Reed Muller Codes (RMC) for
clustered MCUs.

Index Terms—Fault-tolerance, reliability, testing.

I. INTRODUCTION

HE technology scaling process provides high-density, low
T cost, high-performance integrated circuits. These circuits
are characterized by high operating frequencies, low voltage
levels and small noise margins and will be increasingly sensi-
tive to temporary faults [1]. In very deep sub-micron technolo-
gies, the product’s field-level reliability is severely impacted by
single-event upsets (SEU), like atmospheric neutrons and alpha
particles. This does not only affect memories but logic as well.
When these particles hit the silicon bulk, they create minority
carriers, which if collected by the source/drain diffusions, could
change the voltage level of the node.

Transient faults are also a major concern in space applica-
tions, with potentially serious consequences for the spacecraft,
including loss of information, functional failure or loss of con-
trol [2]. Although SEUs are a major concern in space and terres-
trial applications, multiple cell upsets (MCU) have also become
an important problem in the memory design process. It has be-
come an important problem because the error rate of memories
is increased due to the continuing technology shrinkage [3], [4]
and therefore the probability of having multiple errors increases.
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Another challenge in the memory design is that MCUs [5] can
be induced by direct ionization or nuclear recoil after the pas-
sage of a high-energy ion [6]. Another important issue is that the
experiments in memories under protons and heavy ion fluxes in
[71, [8] show that the probability of having multiple errors grows
when the size of memory is increased.

Unfortunately, the solutions of packaging and shielding
cannot effectively be used to shield against SEUs and MCUs
since they may be caused by neutrons which can easily pene-
trate through packages [3], [9].

The use of interleaving in the physical arrangement of the
memory cells has been the most common approach to deal with
multiple errors. This approach has been used, so that cells that
belong to the same logical word are separated. If the errors in
an MCU are physically close they will cause single errors in
different words that can be corrected by the SEC-DED codes as
discussed in [10].

However, interleaving cannot be used, for example, in small
memories or register files, and in other cases, its use may have
an impact on floor-planning, access time and power consump-
tion, as discussed in [11]. For those reasons, the use of more
sophisticated codes or the combination of different codes has
been proposed in [12] to deal with MCUs when the use of in-
terleaving is not a valid option [13]. More recently, codes that
can correct multiple errors only when they are adjacent have
also been proposed [11]. These codes are tailored to the specific
patterns of errors in an MCU (again, the errors will tend to be
physically close) and therefore can achieve effective protection
at a reduced cost.

An alternative approach to protect memories is the use of built
in current sensors (BICS) that are able to detect the occurrence
of errors by detecting changes in the current, as proposed in [14]
and [15]. The sensors are placed in the columns of the memory
block and they detect unexpected current variations on each of
the memory bit positions.

The protection can be optimized with error correcting codes
that are tailored to the specific problem of a memory that suffers
MCUs [16]. This is the objective of this paper, in which such
codes are proposed.

The article is organized as follows. The related work cov-
ering techniques to cope with MCUs is presented in Section II.
In Section III, the proposed codes are introduced, together with
their correction capabilities. Then, in Section IV, the reliability
and the cost analysis of the proposed codes are studied in detail
and compared with the traditional codes. Finally, the conclu-
sions of the work are presented in Section V.

II. RELATED WORK

In [14], [17] authors proposed the BICS in conjunction with
codes to deal with MCUs in memories, as an alternative to the
traditional combination of interleaving, parity and SEC-DED
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Fig. 1. Logical organization of a 32-bit word.

codes. This new application of BICS would be useful in situa-
tions where the use of interleaving is not possible or appropriate,
as discussed before. The combination of BICS with error protec-
tion codes can correct one or two errors per word. In particular,
the codes can detect that there has been an error in the words,
since there are only one or two errors per-word in the worst case,
for parity and SEC-DED respectively. Using the additional in-
formation from the BICS about the faulty columns, the errors
could be located, and combining that information with the one
from the codes, the errors could be corrected in most cases.

Most recently in [18], authors combine vertical BICS with
multiple parity bits per word to guarantee the correction of mul-
tiple errors caused by an MCU (bounded). The number of extra
parities depends on the maximum distance between errors in an
MCU as shown in [10], [19] and [20].

Another way to cope with MCU was reported in [21]. In this
paper, authors avoid the use of BICS and combine the SEC-DED
and parity codes to protect SRAM memories against MCUs.
In this work, they guarantee the correction of any double er-
rors even if the errors are not bounded. A new approach that
combines the work proposed in [21] and [18] is presented in
this paper. Authors in [21] arrange the codeword into a matrix
format using horizontal SEC-DED and vertical parities, and in
[18], authors use horizontal parities at a given distance L in con-
junction with vertical BICS.

In this paper, we propose to arrange the codeword in matrix
format, as in [21], and use L-distance parities horizontally and
vertically.

III. PROPOSED TECHNIQUE

The traditional assumptions when dealing with MCUs in
memories, is that it can be assumed that the maximum distance
between errors in an MCU is bounded by a certain value, as
shown in [10], [19] and [20]. In [18], authors considered only
the maximum horizontal distance and they added BICS verti-
cally. With this technique, all single errors and multiple errors
with distance equal or less than L can be corrected, where L-1
is the maximum horizontal distance between the errors in any
MCU. Given this assumption, all errors in a given word will
occur in a group of up to L consecutive columns.

In the proposed technique, we arrange the bits in a matrix way
and we add parity bits horizontally and vertically. The logical
organization of the bits is illustrated in Fig. 1. By rearranging
the word into a matrix way and following the technique from
[18], we can correct up to four distance-1 or adjacent errors.

Where C; and D; are parity bits

Ci=X10 X3 X5 Xr
Co=Xo0 Xy 0 Xp® Xy

ey
@
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X X3 X3 X4 X1 X2 X3 X4 Xi X3 X3 X4
X | X | X7 | Xg X | X5 | X7 | Xg X | X | X7 | X5
XQ XID X11 XIZ XD Xlﬂ Xll XIZ XQ XID Xll XIZ
XlB XM XU Xlﬁ X13 XM XU Xlﬁ X13 Xlﬁl XlS X16
(a) (b) (c)
Fig. 2. Example of patterns used in the distance-1 faults.
Xi [ X [ X | X [ X [ X | X | X6 |6
Xo | Xio | Xy | Xip | Xz | Xia | X5 | Xis | G5 | Gy
Xz | Xig | Xiyo | Xon | Xoy | Xpp | X3 | Xy | G5 | G
Xos | Xos | Xo7 | Xog | Xoo | Xap | Xz | Xz | G | G
X3z | Xaq | Xas | Xag | Xa7 | Xag | Xap | Xao | Co [ Cpo
Xa | X | X | Xn | X5 | X | Xy | Xz | Cpy [ Cpp
Xap | Xso | X1 | XKoo | Xsz | Xsa | Xss | Xs6 | Ciz | Cia
Xs1 | Xsz | Xso | Xeo | Xet | Xe2 | Xoz | Xoa | C15 | Cig
Dy [ D3 [ Ds | Dy | Dy | Dy | Dy3 | Dys
Dy | Dy | Dg | Dg | Dyp | Dyp | Dya | Dyg
Fig. 3. Logical organization of 64 bits for distance-1 faults.
and similar for the rest of the other C;
Dy =X, ® Xy7 3)
Dy =Xg ® Xos 4)

and similar for the rest of the other D;.

Those parity checks enable the correction of multiple errors
that are at a distance of one (adjacent), as those shown in Fig. 2.

Note that the proposed technique may be extended for higher
number of bits, like 64, to reduce the percentage of redundant
bits, as shown in Fig. 3.

We can also improve the protection against larger MCUs by
setting the word as an 8x8 matrix with 4 parity bits per row and
column (4). Such parity bits, for example, for the first row, are

Ci=X19 X5 (5)
Co=X2® Xg (6)
C3=X3® Xy @)
Ci =X, Xy ®)
and for the first column
Dy =X ® X33 ©)
Dy =X9g® Xyy (10
D3 =X17® Xy (11)
Dy = Xo5 & X57. (12)

This approach is shown in Fig. 4 and can correct MCUs whose
errors are clustered up to a distance of three. Some patterns of
such MCUs are illustrated in Fig. 5.

IV. RELIABILITY AND COST ANALYSIS

For the estimation of the error detection/correction capabil-
ities of the proposed technique and the previous one, we have
used a fault injection method. Fault injection is one of the key
methods to estimate the error detection/correction capabilities
of the circuits which utilize error detection and correction codes
[21]. Using a fault injection method, the coverage of the pro-
posed technique was estimated for two scenarios: independent
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Fig. 4. Logical organization of 64 bits for distance-3 faults.
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Fig. 5. Example of patterns used in the distance-3 faults.

TABLE I
CORRECTION COVERAGE, USING RANDOM FAULTS (32-BITS)

Corrupt bits | RMC HC Proposed as
per word in (Fig. 1)
1 100% | 100% 100%
2 100% 0% 87.60%
3 100% 0% 65.80%
4 0% 0% 41.60%

errors and clustered errors. The second one is closer to the er-
rors caused by real MCUs.

A. Fault Injection Experiments

Without loss of generality, we have considered the coverage
of the proposed technique for a 32-bit data word, since the
protection code can be applied on each data word of a given
memory. Both independent and clustered errors were injected.
For each number of errors, we have used random multiple fault
injection and about 10,000 experiments for each case were
conducted. The obtained values are portrayed in Table I for
Reed Muller Coder (RMC) [22] and Hamming Codes (HC)
[23]. For each protection method, we illustrate the protection
coverage. The first column shows the number of faulty bits in
a word. We also assume two different word sizes of 16 and 64
bits.

The errors caused by an MCU are physically close, as dis-
cussed in [10]. We have run a second set of fault injection exper-
iments based on this assumption. In the next fault injection ex-
periment, we have injected up to four errors with distance L, = 1
between the errors and reported the correction coverage of the
proposed technique. As we can observe from this table, all er-
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TABLE II
CORRECTION COVERAGE, USING DISTANCE-1 FAULTS
Corrupt bits RMC HC Proposed
per word
1 100% 100% 100%
2 100% 0% 100%
3 100% 0% 100%
4 0% 0% 100%
5 0% 0% 0%

rors were corrected and the correction coverage of the proposed
technique is better than HC, and even better than RMC. Exam-
ples of the patterns used for this analysis are illustrated in Fig. 2.

These results show how the proposed technique provides
single error correction as HC, but can also provide effective
protection against errors that are physically close exceeding
in this case the performance of more sophisticated codes like
RMC.

B. Reliability Analysis

In order to analyze the capability of fault detection and cor-
rection of the mentioned protection codes, it is required to use
the values in Tables I and II with their corresponding proba-
bilities. For this purpose, we assume the following statements
which were also assumed in [21].

1) Transient faults occur with a Poisson distribution.

2) Bit failures are independent for the first type of experiments
and clustered with distance 1 for the second type.

In Fig. 6 and Fig. 7, we can see how the reliability improves
using our technique in the scenario that the errors caused by an
MCU are physically closed. In Fig. 6, the reliability of a 32-bit
word protected with HC, RMC and the proposed technique is il-
lustrated. In Fig. 7, the memory reliability while protected using
the proposed technique, RMC and HC, is also illustrated. In
Fig. 7, we assume that the fault rate is A = 107>, and we can
see that our technique improves memory reliability compared to
the RMC technique by 2X and the reliability compared to HC
by more than 40X. Examples of the patterns used for this anal-
ysis are shown in Fig. 2.

Tables III, IV, and V portray the mean time to failure (MTTF)
of the proposed technique, RMC and HC codes for the 1 MBit
memory in different fault rates in the scenario of distance-1
faults for 16 to 64 bits codewords. In these tables, we can see that
the proposed technique improves the memory MTTF by more
than 38X compared to HC and more than 2.2X compared to
RMC.

In Fig. 8 and Fig. 9, we can see how the reliability improves
using our technique in the scenario that the errors caused by an
MCU are up to distance-3. In Fig. 8, the reliability of a 64-bit
word protected with HC, RMC and the proposed technique is il-
lustrated. In Fig. 9, the memory reliability while protected using
the proposed technique, RMC and HC is also illustrated. In
Fig. 9, we assume that the fault rate is A = 1072, and we can
see that our technique improves memory reliability compared to
the RMC technique by almost 40X, and also improves reliability
compared to HC by more than 300X. Examples of patterns used
for this analysis are shown in Fig. 5.

For the scenario of distance-3 faults and different faults
rates for 16 to 64-bit codewords, we have portrayed the
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Fig.7. Reliability (probability of not failing) of the 1 Mbit memory, A = 10~3
(distance-1 faults).

TABLE III
MTTF IN DAYS FOR DISTANCE-1 FAULTS (16 bits)
Fault | Proposed HC Improv. RMC Improv.
Rate 16 bits (22,16) over 2,5) over
HC RMC
=10 78.93 1.67 47.37X 35.50 2.22X
=10 789.34 16.66 4737X | 354.95 2.22X
A=10° | 7893.40 | 166.62 47.37X | 3549.50 | 222X
TABLE IV
MTTEF IN DAYS FOR DISTANCE-1 FAULTS (32 bits)
Fault | Proposed HC Improv. RMC Improv.
Rate 32 bits (39,32) over 3,6) over
HC RMC
)=10" 50.68 1.33 38.19X 20.70 2.45X
=10 506.77 13.27 38.19X 207.03 2.45X
2=10"° 5067.70 132.70 38.19X 2070.30 2.45X

MTTF of the proposed technique, RMC and HC codes in
Table VI to Table VIII for a memory size of 1 MBit. The
proposed technique can improve the MTTF of the memory by
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TABLE V
MTTF IN DAYS FOR DISTANCE-1 FAULTS (64 bits)
Fault Proposed HC. Improv. RMC Improv.
Rate 64 bits (72,64) over “4,7) over
HC RMC
=10 29.13 0.74 39.49X 10.25 2.84X
=10 291.27 7.38 39.49X 102.53 2.84X
2=10° 2912.70 73.76 39.49X 1025.30 2.84X
Tt T H e
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Fig. 8. Reliability (probability of not failing) of the word, A = 103 (dis-
tance-3 faults).
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Fig.9. Reliability (probability of not failing) of the 1 Mbit memory, A = 102
(distance-3 faults).

more than 31X compared to HC and more than 675X compared
to RMC.

C. Cost of the Technique

In Table IX and Table X we can see the number of bits re-
quired to implement this coding technique for protection against
distance-1 and distance-3 faults respectively. The number of
bits required to implement classic coding techniques is also por-
trayed. From this table, we can see that HC has the least over-
head as well as the worst coverage, reliability, and MTTF per-
formance, as shown in Table I to Table VIII and Fig. 6 to Fig. 9.
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TABLE VI
MTTF IN DAYS FOR DISTANCE-3 FAULTS (16 bits)

IEEE TRANSACTIONS ON NUCLEAR SCIENCE, VOL. 57, NO. 4, AUGUST 2010

TABLE XI

MTTF PER COSTFOR L = 1

N | Proposed | HC | Improv. RMC Improv.
16 49.33 278 | 17.76X 22.18 222X
3.26X
32 21.12 1.90 | 11.14X | 6.47(9.41) (2.24X%)
5.68X
64 9.10 0.92 9.87X 1.60 (3.54) (2.57X*)
“Based on shortened version of Reed Muller coding.
TABLE XII
MTTF PER COSTFOR L = 3
N | Proposed | HC Improv. RMC Improv.
16 703.06 2.78 | 253.17X 22.18 31.69
6.47 42.23X
32 273.20 1.90 | 144.12X (9.41) (29.03X*)
1.60 76.60X
64 122.72 0.92 133.11X (3.54) (34.71X%)

*Based on shortened version of Reed Muller coding.

Fault | Proposed HC Improv. RMC Improv.
Rate 16 bits (22,16) over 2,5) over
HC RMC
»=10"* 1124.90 1.67 | 675.13X 35.50 31.69X
=10 11249.00 16.66 | 675.12X 354.95 31.69X
2=10"° | 112490.00 166.62 | 675.12X | 3549.50 31.69X
TABLE VII
MTTF IN DAYS FOR DISTANCE-3 FAULTS (32 bits)
Fault Proposed HC Improv. RMC Improv.
Rate 32 bits (39,32) over 3,6) over
HC RMC
=10 655.69 1.33 | 494.11X 20.70 31.67X
=10 6556.90 13.27 | 494.13X 207.03 31.67X
2=10° | 65569.00 132.70 | 494.13X 2070.30 31.67X
TABLE VIII
MTTF IN DAYS FOR DISTANCE-3 FAULTS (64 bits)
Fault Proposed HC Improv. RMC Improv.
Rate 64 bits (72,64) over 4,7) over
HC RMC
=10 392.69 0.74 532.39X 10.25 38.30X
=10 3926.90 7.38 532.42X 102.53 38.30X
2=10° | 39269.00 73.76 532.42X 1025.30 38.30X
TABLE IX
COST OF THE TECHNIQUE (EXTRA BITS) FOR L = 1
N Proposed HC Matrix [21] RMC|22]
16 16 6 20 16
32 24 7 28 32 (22%)
64 32 8 48 64 (29%)

*Based on shortened version of Reed Muller coding.

TABLE X
COST OF THE TECHNIQUE (EXTRA BITS) FOR L. = 3
N Proposed HC Matrix [21] | RMC [22]
16 32 6 20 16
32 48 7 28 32 (22%)
64 64 8 48 64 (29%)

*Based on shortened version of Reed Muller coding.

The shortened version of RMC requires slightly fewer redun-
dant bits but it has more complicated decoding circuitry [22]
compared to the decoding circuitry of simple parity codes. Fi-
nally, the matrix coding requires more redundant bits than the
proposed technique. Therefore, the proposed codes are an inter-
esting option to protect memories from clustered MCUs when
interleaving cannot be used, as they achieve larger MTTFs with
reduced cost. Note that the other techniques are not modified for
distance L = 3 faults and thus we have the same cost.

We have also used a metric to assess the proposed technique
and calculate its efficiency compared to the one of the Hamming
Codes and the Reed Muller codes. We refer to it as “MTTF per
Cost (MpC),” and it is calculated as in (13)

MpC = MTTF/Cost (13)

where cost is the number of extra bits required to implement the
technique.

In Table XTI and Table XII, the results of the MpC metric for
distance-1 and distance-3 faults respectively are portrayed. In
Table XI, we can see the proposed technique is more efficient
compared to HC by more than 17X at the 16-bit codeword sce-
nario, and more than 2.22X compared to the RMC one. For the
32-bit codeword, we have an improvement of more than 11X,
3X and 2X compared to HC, RMC and the shortened version
of RMC respectively. For the 64-bit codeword memory, the im-
provement compared to the HC is reduced, but it is still higher
at more than 9.5X and for the RMC and shortened version of
the RMC is more than 5X and more than 2.5X respectively.

The improvement of the efficiency of the proposed technique
for distance-3 faults is portrayed in Table XII. The efficiency
is improved by more than 31X compared to RMC and more
than 250X compared to HC for a 16-bit codeword. Addition-
ally, the efficiency is improved by more than 144X compared to
HC at the 32-bit codeword, and also improves the efficiency of
the RMC and the shortened RMC by 42X and 29X respectively.
The MpC improvement of the 64-bit codeword compared to the
HC is reduced, but it is still high at more than 122X. In the case
of RMC, the improvement is 76X (and 34X for the shortened
version). The increase factor in this table (Table XII) is larger
than in the previous one (Table XI) because the classical tech-
niques fail to protect against large MCUs.

V. CONCLUSIONS

In this paper, we have proposed a novel technique to cope with
clustered errors caused by MCUs. We have shown that our tech-
nique improves the reliability and the MTTF of the memory by
more than 675X compared to the traditional HC technique and
more than 38X compared to RMC, when clustered distance-3
MCUs are considered. When distance-1 MCUSs are considered,
we have improved the MTTF of the memory by more than 47X
compared to HC, and more than 2.8X compared to RMC. The
cost of the technique is lower than the traditional Reed Muller
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codes when used to protect against distance-1 faults, and equal
when used for distance-3 faults. We did not compare our tech-
nique with the well-known Reed Solomon (RS) because the cost
for incorporating such technique in memories is huge due to its
complex decoding algorithm.

The results of the proposed technique for the MpC metric re-
veal that we gain an improvement of more than 76X compared
to RMC and more than 34X compared to the shortened version
of RMC. We have improved the MpC compared to HC by more
than 250X. At the same time, the proposed technique can also
correct all single errors and therefore can provide effective pro-
tection against SEUs and MCUs.
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