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Abstract—In this paper, novel protection techniques against soft
errors for adaptive filters are presented. The new techniques are
based on the use of system knowledge in terms of both filter struc-
ture and functionality, as well as the application tolerance to soft
errors. Adaptive filters by nature recover from soft errors on their
coefficients, but in existing implementations the recovery time can
exceed what is acceptable for many applications. The proposed
techniques dramatically reduce the recovery time after a soft error
with an acceptable increment on circuit complexity, as they rely on
reusing existing logic. To illustrate these techniques, a case study
is presented in which their effectiveness is evaluated using a soft-
ware-based fault injection platform. Also, their complexity is es-
timated in terms of the number of equivalent gates generated for
the synthesized circuit implementation using a commercial ASIC
library.

Index Terms—Adaptive filters, digital filters, radiation hard-
ening, redundancy, single event upsets (SEUs).

I. INTRODUCTION

I N some environments, for example Space, radiation sources
are abundant. The effects of radiation are a well-known

cause of errors in microelectronic circuits [1]. These errors
range from temporary failures of the system (which most of
the times produce a restart of the operations) to serious and
permanent damage of the devices. One type of temporary
effects are Single Event Effects (SEEs), that cause changes in
the values of flips-flops (SEUs) or combinational logic (SETs)
[2]. Several techniques have been mentioned in literature in
order to mitigate the effects of SEEs at the physical level [3].
Another alternative is to use redundancy in the design, so
that it can detect and correct these temporary failures [4]. For
example, Triple Modular Redundancy (TMR), which triplicates
the flip-flops in the design and adds logic to vote in case of
conflict, can be used to protect against SEUs. SETs, which are
a particular case of error transients, may also be mitigated by
using the so-called Functional Triple Modular Redundancy [4]
(FTMR, which also triplicates the combinational logic). One
advantage of both TMR and FTMR is that they are general
techniques that can be applied to most digital circuits. However,
this comes at a high cost in terms of circuit area and power and
more so for FTMR.
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A different approach to deal with SEEs that results in a lower
implementation cost will be presented in this paper. This ap-
proach is based on the study of system knowledge, by which
the inherent redundancy or fault tolerance of some circuits is
detected, thus generating circuit specific protection techniques.
The advantage of this, is the production of custom-tailored so-
lutions for each family of circuits, with good protection levels
and a quasi-optimal implementation, something that cannot be
achieved with general techniques like TMR.

This system knowledge approach has been applied to ma-
trix operations [5], Fast Fourier Transform computation [6], [7]
and simple filter structures [8]. Alternative approaches like pro-
cessing the signals in the sigma-delta domain have also been
proposed for simple filters [9]. In [10] and [11], more general
approaches that can be used in a wider number of signal pro-
cessing applications have been proposed. However, to the best
of the authors’ knowledge, there is no previous work on sim-
ilar specific techniques to protect adaptive filters. The only re-
lated work [12] focuses on the analysis of the effects of SEUs
on different adaptation algorithms in order to evaluate their ro-
bustness when exposed to radiation. Nevertheless, no protection
techniques are proposed.

Adaptive filters [13] are however good candidates to apply
this methodology, as some of their elements can be used effec-
tively to provide protection against soft errors, and they are used
in a variety of applications, as it will be seen in the next section.

The rest of the paper is structured as follows: first, some of
the related work in adaptive filter implementation is reviewed.
Then, in order to set the basis for the discussion, a case study
is presented and used to illustrate the techniques. Finally, a de-
tailed evaluation of the proposed techniques for the case study
is done covering both protection effectiveness and relative com-
plexity versus the unprotected filter and other protection tech-
niques, like TMR.

II. RELATED WORK

Adaptive filters [13] are by nature resilient to isolated errors.
For example, an error in a coefficient of an adaptive filter would
be corrected after some time by the adaptation of the circuit.
To date, however, most adaptive filter designs have not fully ex-
ploited these capabilities, since the focus has not been to protect
the filters from the effects of SEUs but to minimize area, power
consumption, convergence time to final coefficient values and
noise due to the adaptation process. The first two factors have
a direct impact on the final cost of the system and therefore are
a primary objective of any design. For the other two, the re-
quired values are normally given by the performance in terms
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of startup time and Signal to Noise Ratio (SNR) that the system
has to meet.

A better understanding of the tradeoffs involved in the design
of adaptive filters can be gained by examining an example.
Adaptive filters are extensively used in Gigabit Ethernet re-
ceivers for equalization, echo and crosstalk cancellation [14].
The performance requirements in terms of Bit Error Rate (BER)
and the channels over which the receiver has to operate (speci-
fied in the standard) determine to a large extent the number of
taps that are needed in each of the filters, which in most cases
account for a significant part of area and power consumption of
the receiver. Therefore, any optimization to those filters has the
potential to reduce the overall cost of the receiver. A number
of techniques have been developed over the last decades to that
end. For example, in [15], a partial update of the coefficients
is proposed, so that the adaptation logic is minimized, and
in [16], [17], approaches for adaptive echo cancellation that
exploit the fact that in many cases the echo response is sparse,
are presented. The time allowed for filter adaptation is also
given by the standard and influences the choice of the adap-
tation algorithm to be used. For example, in [18], a variable
adaptation step is proposed for the sign algorithm, which will
be used in our case study in order to reduce convergence time.
This strategy allows a fast convergence time while minimizing
the adaptation self noise in steady state where the channel is
expected to change slowly. Convergence time is also important
as it allows further use of partial update approaches [15] for
adaptation logic optimization.

In this section, a few examples of the many algorithms and
implementations that have been reported in the literature for
adaptive filters have been presented. The objective was to illus-
trate the criteria that have guided adaptive filter implementations
in order to provide the background for the case study that will be
presented in the next section and in which some of those ideas
are used. The reader can go to [13] for additional references and
a complete coverage of adaptive filters.

III. CASE STUDY

As mentioned in the introduction, a case study is going to
be used to discuss the proposed techniques and also to evaluate
their effectiveness in a realistic design. The following describes
the filter that will be used for that purpose.

The selected filter in this case study is an adaptive echo can-
celler. Echo cancellation is required in many wireline communi-
cations systems like xDSL [17], ISDN and voiceband modems
[19] and in Ethernet Transceivers [20], and it is normally im-
plemented by means of an adaptive filter. Echo originates from
full duplex transmission over a two-wire cable, and interferes
with the signal received from the remote transmitter, degrading
the signal to noise ratio. The purpose of echo cancellation is to
remove the echo from the received signal. In many cases, the
echo is a linear function of the transmitted signal and cancella-
tion can be achieved using a linear filter that reproduces the echo
response and subtracts it from the received signal. The echo re-
sponse can be estimated using an adaptive filter that would adapt
to the particular response for each channel configuration.

In our case, the echo canceller will employ the sign algorithm
for adaptation using a partial update approach and a two-level

Fig. 1. Case study: Echo canceller implementation. (a) Filter implementation;
(b) adaptation logic.

transmit signal. All this together enables a very efficient imple-
mentation of the canceller, as it will be shown in the following.
This implementation efficiency is what has guided most designs
so far, and therefore it is a good example in order to evaluate
protection techniques in terms of both effectiveness and imple-
mentation cost overhead versus the unprotected filter.

The basic structure of the echo canceller is shown in Fig. 1.
The upper part shows the filter implementation and the lower
one the adaptation logic that in our case will be shared among
all the filter taps. In this way, each coefficient will be loaded
into the accumulator, adapted for a number of cycles and then
written back to the coefficient. This process is then carried out
for the next coefficient in an iterative way. The simple sign algo-
rithm will be used for adaptation by taking the sign of the error
and the transmitted signal value, which in our case has only two
levels, 1 and 1. The filter itself, can be implemented very ef-
ficiently as the multipliers just invert the sign of the coefficient
or leave it unchanged.

The problem can be defined as follows: An echo noise is
present in the line, and needs to be removed. This can be formal-
ized as (1), where the coefficients characterize the echo,
and are unknown magnitudes.

(1)

The canceller can be characterized as (2). Now, are the co-
efficients of the filter that have to be controlled, with the purpose
that the canceller output is equal to the echo (i.e., the can-
celler models the behaviour of the echo).

(2)

Once this is achieved, if the canceller output is subtracted
from the communication line, the effect is that the echo is re-
moved (since the canceller output has the same magnitude of
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this error). In this way, the error after cancellation, as-
suming for simplicity that there is no other signal apart from the
echo at the input to the echo canceller, will be

(3)

The adaptation algorithm determines how coefficients are
adapted in such a way that they “emulate” the echo coefficients

. As mentioned before, the simple sign algorithm can be used.
This works as follows: First, determine if the error induced by
the echo is positive or negative (this is achieved by simply ex-
amining the communication line). Then, modify (the canceller
coefficients) by adding or subtracting (depending on the error
sign) a fraction of the input . After this, check again the output
and verify that the error has effectively decreased. If this is re-
peated iteratively, this error will tend to zero. This can be seen as
progressively trying to compensate the echo noise with a com-
plementary signal produced by the canceller. This process on
can be formalized as:

(4)

where is called “adaptation gain” and represents the fraction
of that is added or subtracted in each iteration. This is a de-
sign parameter, and it usually takes two values: one larger for
initial adaptation and one smaller for steady state adaptation.
In this case study, the parameters are as follows: the number of
canceller taps is 20, and as mentioned before, there is only
one adaptation logic block for the whole filter, thanks to partial
adaptation. The bit-widths of the taps are 8 and 13 for the accu-
mulator, and the adaptation gains are for initial adapta-
tion (with a block size or time used to adapt each coefficient of
32 cycles), and for steady state adaptation (using a block
size of 256 cycles).

IV. PROPOSED TECHNIQUES

As we have already mentioned, adaptive filters would recover
from errors as part of the adaptation process. The problem is that
in steady state the adaptation speed is normally slow in order
to minimize the adaptation self noise. Adaptation can also be
slowed down in steady state to reduce power consumption by
running the adaptation one out of cycles so that the adap-
tation logic is effectively idle most of the time. Irrespective of
the reason why the adaptation speed is slow, it would result in
a long recovery time after an SEU on a coefficient bit, as illus-
trated in Fig. 2 for an SEU on bit 5 of h[9] during cycle 40000.
In this case, let us assume that the coefficient being adapted at
cycle 40000 is h[0] (adaptation is sequential and cyclic through
all the coefficients). In this way, the recovery time will be an in-
termediate case between the best case (adaptation on h[8], next
one would be h[9]) and the worst case (adaptation on h[10]).

As it can be seen in this figure, the echo is not cancelled for
a large number of cycles (around 25000 in this case). This is a
problem since it would force a restart or other abnormal con-
ditions in many systems. However, if we had a mechanism to
detect that an SEU has occurred, we could speed up adaptation
and therefore reduce dramatically the recovery time using the
already existing logic in the filter. This is the main idea behind
our protection techniques that are elaborated in the following.

Fig. 2. Recovery time after an SEU on h[9] for an unprotected filter.

Fig. 3. Filter implementation with parity and error checking added (only shown
for h[0]). (a) Filter implementation; (b) adaptation logic.

A. Fast Selective Adaptation Technique

One way to detect that an SEU has occurred in one of the
echo canceller coefficients is to add a parity bit to each of these
coefficients, and then check the parity back in each clock cycle.
The parity bit can be computed as part of the adaptation logic
for coefficient updates while the checking is done in place for
each coefficient, as illustrated Fig. 3.

Once we have a method for detecting that an SEU has oc-
curred, we can use that information to speed up adaptation.
In our case, this is done in two ways: first, we can increase
the adaptation step (fast adaptation) and second we can adapt
only the coefficient in which a parity error has been observed,
which would be the one in which the SEU occurred (selective
adaptation).

With this simple technique we can see that the recovery time
after an SEU is dramatically reduced (to less than 500 cycles)
as shown in Fig. 4.
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Fig. 4. Recovery time after an SEU on h[9] for the fast selective adaptation
technique.

A further analysis of the different SEU scenarios leads to the
conclusion that the effects on the system can be very different
depending on which bit the error happens. For example, an error
in the most significant bit (MSB) will result in a large error while
an error in the least significant bit (LSB) will cause an error
that may not be noticeable. This motivates a discussion about
which bits should be protected in a given protection technique
and which bits can remain unprotected, since they would not
produce a meaningful error.

In the case of the technique under study, the use of the larger
adaptation gain will result in a certain transient error. If this error
is larger than the one caused by an SEU (e.g. if the SEU occurs
in one of the least significant bits), then this technique will not
be effective, since it would be better to correct the error through
the normal adaptation process. On the other hand, the use of a
smaller adaptation gain will increase the recovery time for large
errors such as those observed if an SEU occurs in one of the
upper bits of the registers. After examining these scenarios, the
following criteria are proposed to make the protection technique
as efficient as possible:

• If the error in the system is large enough, then use the
large adaptation gain to reduce the recovery time. An error
will be considered large if it affects all but the three least
significant bits.

• If the error in the system can be considered small (i.e., it
affects the three least significant bits), then do not apply
the protection mechanism. Although these bits are left un-
protected, the error present in the system will be removed
by the normal adaptation, as shown in Fig. 5.

The case in which an SEU affects the parity bits must also be
considered. For this technique, it will trigger the adaptation of
the coefficient that corresponds to the affected parity bit. Since
that coefficient is actually correct, this process would result in a
slight increase of the transient error for a short number of cycles.

The ideas behind this technique (namely upon the detection
of an SEU, the increment of the gain and the adaptation of the

Fig. 5. Recovery time after an SEU on h[9] for an unprotected filter.

Fig. 6. Recovery time after an SEU when adapting all taps with a larger step.

coefficient that has been affected) can be applied to a wide class
of adaptive filters of which the case study presented is just an
example.

B. Direct Error Correction Technique

An alternative way of detecting that an SEU has occurred
would be to monitor the output of the echo canceller and if a
sudden increase of the error is observed, then this can be at-
tributed to an SEU. However, there are two problems with such
an approach. The first one is that there may be other effects apart
from an SEU on a coefficient that can cause a similar behavior
(for example an SEU on the transmitted data delay line or a
genuine change in the echo response). The second problem is
that even if the error increment source was an SEU, we would
not have information of the coefficient that was affected and
therefore we would need to adapt all the coefficients, increasing
the recovery time significantly as shown in Fig. 6 (around 5000
cycles).
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TABLE I
ERROR RANGES FOR EACH BIT

Although we have seen that the monitoring of the error at the
output of the echo canceller is not a reliable method for the de-
tection of SEUs, it can be very helpful in conjunction with the
parity bits detection method that we proposed for the Fast Selec-
tive Adaptation Technique. The idea is as follows: the parity bits
are used to detect that an SEU has effectively occurred and the
register that has been affected; then the estimated error is used
to deduce which bit in that register was flipped by the SEU. To
illustrate the method we can observe the error at the output of
the canceller in Fig. 2 during the first 5000 cycles. This corre-
sponds to the effect of the SEU, which in this case has a magni-
tude of 0.25 plus the steady state error. By examining this value,
we can deduce which bit in the coefficient was affected by the
SEU, which in this case is bit 5 (considering a fixed-point two’s
complement representation, bit will have a weight of ,
being the number of bits of the representation, 8 in our case).
If the SEU has affected one of the most significant bits in the
register then we would expect the error caused by the SEU to
be much larger than the steady state error so that from the ob-
served error we can infer the affected bit and simply flip it back
to its right value. The errors on the most significant bits are in
fact the ones for which recovery time is critical as they cause a
larger error at the filter output. In the case of the least significant
bits, steady state adaptation may be sufficient to ensure that the
system performance does not degrade significantly. In the case
under study, given that the steady state error level is below 0.1
as observed in Fig. 2, we propose to apply the technique to the
four upper bits of each coefficient. Given the magnitude of the
error, a table can be used to easily find out the bit affected by
the SEU (see Table I).

This technique is illustrated in Fig. 7, where it can be seen
that it is extremely efficient in terms of recovery time for our
case study.

Like in the first technique, the case in which an SEU affects
the parity bits must also be considered. For this technique, it will
have no effect as long as the error stays in the steady state levels
and will be corrected on the first adaptation after the SEU of the
coefficient that corresponds to the affected parity bit.

This technique, although very effective in terms of time to
recover from an SEU, requires the input signal to the adaptive
filter to take only two values of the same magnitude and dif-
ferent sign ( 1 in our case study). When the input signal
takes an arbitrary number of values, as in an adaptive equal-
izer, the technique could be extended by observing the max-
imum error in a time interval and using that value to infer the
affected bit. However, even in that case it would lead to a less
effective and reliable technique, as it can be shown by a typical
communication system example (see [21] for a background on
this subject). Consider an adaptive equalizer whose input signal
is adjusted to a given root mean square (RMS) value. The peak

Fig. 7. Recovery time after an SEU on h[9] for the direct error correction
technique.

to root mean square value of the input signal will change from
channel to channel. Let us assume that the two extreme values
are two and four. In the first case, an error in a coefficient will
cause a maximum error at the output of twice the RMS value,
while in the second case the error will be four times the RMS
value. This proves that an arbitrary input signal would clearly
cause problems to the Direct Error Correction Technique. For
these reasons, this option is not explored further in this paper.
Instead, an alternative technique is presented in the following
section.

C. Iterative Error Correction Technique

The previous technique assumes that the input signal will only
have two levels: 1 and 1. That makes the calculation of the
error magnitude easy. However, this constraint does not always
apply to real cases.

The proposed Direct Error Correction Technique can be mod-
ified so that the basic principle is applicable to other adaptive
filters, for example adaptive equalizers, in which the signal that
passes through the filter takes arbitrary values and therefore the
error caused by an SEU in one of the coefficients on the filter
output can not be determined a priori.

In that case, a possibility to solve this is to sequentially test all
the coefficient bits until the one affected by the SEU is located.
Although, this technique is not fully explored in terms of im-
plementation cost, a simple example is presented to better illus-
trate it. Let us assume that the input signal to the adaptive echo
canceller of the case study is changed so that it takes arbitrary
8-bit values. The technique is then applied to the four upper bits
such that when an SEU is detected, the error is observed over
cycles, and as soon as it exceeds a given threshold, the most sig-
nificant bit is inverted. Then, the error is again observed over
cycles, and if the error is below the threshold that means the bit
affected by the SEU has been corrected. If it is not, then the bit
that was inverted is set back to its previous value and the opera-
tion is repeated for the next bit. The technique ends when either
all bits have been inverted (what would indicate that the SEU
had affected the parity bit) or one of the bit-flips has resulted in
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Fig. 8. Recovery time after an SEU on h[9] for the iterative error correction
technique.

an error that is below the threshold. The technique is illustrated
in Fig. 8, where the error threshold is set to 0.2 and the SEU
occurs in the bit that corresponds to an error of magnitude 0.25.
The bit inversion starts with the more significant bit and results
in an error that exceeds the threshold in the first cycles. So the
next bit is inverted and again the threshold is exceeded. There-
fore, the inversion is finally done on the bit that corresponds to
0.25 (which is bit 5) and the error then stays below the threshold,
what makes the technique end. All this process takes less than
fifteen clock cycles in this case.

D. Protecting the Adaptation Logic

So far, the proposed techniques have focused on protecting
the filter coefficients. However, the adaptation logic can also be
affected by SEUs. To protect it, the obvious alternative would
be to use TMR in the upper bits of the accumulator (those that
are written back to the coefficient once an adaptation cycle is
completed). But by using the system knowledge we can in fact
propose a better alternative. Those bits could be just duplicated,
adding also the logic to detect a difference between the dupli-
cates. If such a difference occurs, that would mean that an SEU
has affected one of the registers. By reloading that coefficient
and restarting the adaptation cycle again, the problem would be
solved. With this, the information stored in the system is used
in order to avoid triplication. The overall approach is illustrated
in Fig. 9.

A similar approach can be used for the register that stores the
index of the coefficient that is being adapted. In this case, if a dif-
ference is detected between the two duplicated versions, the reg-
ister could be cleared to index zero and the adaptation process
restarted. The coefficient being processed when the problem
was detected should not be updated.

With this approach, the worst effect of an SEU in the coeffi-
cient index would be that an adaptation cycle would be lost and
that adaptation would resume in coefficient h[0], instead of the
one being treated when the SEU arrived. Both of those effects

Fig. 9. Proposed technique to protect the adaptation logic.

Fig. 10. Protection of the coefficient index.

will not have any impact on the error at the output of the can-
celler. The approach is illustrated in Fig. 10.

V. QUALITY ANALYSIS OF THE PROTECTION TECHNIQUES

In this section, the quality of the presented techniques will be
measured. These techniques have been implemented in VHDL
and then synthesized for a commercial ASIC library. Two ex-
periments have been carried out on the circuits:

1) Using a software fault injection simulation platform, (see
[22]–[24] for more details), several SEUs campaigns have
been inserted, and the effectiveness of the protection tech-
niques has been put in perspective. More than 20 test sce-
narios were reenacted. In total, over 2000 impacts of SEUs
were analyzed.

2) The circuits have been synthesized, and their com-
plexity has been compared with the traditional protection
techniques.

With those experiments, the quality of the proposed tech-
niques is measured in effectiveness and complexity.

A. Effectiveness

To evaluate the effectiveness of the protection techniques, we
have inserted random SEUs in the filter registers and observed
the effect on the filter error. The performance is quantified in
number of cycles to get back to a level of error that is in the
range of the steady state error. That is effectively the number
of cycles for which a degraded behavior would be observed in
the system. Inserting the SEUs in all taps, it has been checked
that the tap number in which the SEU occurs does not influence
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TABLE II
RECOVERY TIME (IN CLOCK CYCLES) AFTER AN SEU FOR THE DIFFERENT

PROTECTION ALTERNATIVES AND BIT POSITIONS

the observed performance for the proposed techniques, as ex-
pected. For the unprotected filter, the recovery time depends on
which coefficient is being adapted when the SEU occurs, so the
recovery time for the average case is reported. The results for
each technique and register bit (MSB to LSB) are summarized
in Table II. The results are only presented for the five upper bits
which are the ones in which an SEU produces a significant error
at the output.

It can be seen that the Fast Selective Adaptation technique
provides a reduction in the recovery time of up to two orders of
magnitude. This reduction is obtained thanks to the immediate
adaptation of a coefficient as soon as an SEU is detected in it,
through the parity bit logic.

On the other hand, the Direct Error Correction technique re-
sults in an immediate correction of the error. By inferring the
bit that was affected by the SEU (analyzing the system error
magnitude), the problem is isolated in a single cycle, and can be
restored to its right value with a simple bit-flip. It is also worth
noticing that bit 3 is not protected in the case of Direct Error
Correction and therefore the recovery time is the same as for
the unprotected filter.

SEUs have also been injected on the adaptation logic to en-
sure that they produce no errors on the canceller output, as it was
discussed in previous sections. Thanks to the protection logic in-
troduced, none of these errors have affected the behavior of the
system.

B. Complexity

In order to compare the complexity of the proposed tech-
niques, two figures of merit will be used. The first one is the
relative increment in the total number of gates of the proposed
techniques versus the unprotected filter. This will give an indica-
tion of the overhead required to provide protection. The second
is to compare the proposed techniques with TMR. Although
TMR clearly provides a superior protection threshold, not all the
applications demand the highest fault tolerance level. In some
cases, an intermediate protection could be enough and using
TMR would result in an unnecessary high cost. For example,
when the filter is used in a receiver and the SEU rate is low, if
the recovery time is small enough the system may still meet the
BER specifications. In these situations, the use of non-standard
techniques, as the presented ones, provides a less expensive al-
ternative to TMR.

The results are presented in Table III. The Fast Selective
Adaptation technique results in an increment of around 20%
(vs. the unprotected filter) in terms of area with a negligible
impact on the filter speed. As it was shown, the reduction of

TABLE III
IMPLEMENTATION COST FOR THE DIFFERENT ALTERNATIVES

the recovery time for this technique can be of two orders of
magnitude. So, a large reduction on the impact of SEUs is
obtained with a limited cost increase.

On the other hand, the results for the Direct Error Correction
technique are similar: an increment of 24% in terms of area with
a negligible impact on the filter speed. This adds just a 4% over
the Fast Selective Adaptation technique, but with a much better
recovery time, as shown in Table II.

In order to compare the proposed techniques with TMR, three
cases are considered. Using system knowledge we can apply
TMR only to the coefficient (upper bits) and adaptation logic
registers. In the first case (A), TMR is applied to the four upper
bits of the coefficient registers (the same bits that are protected
by the Direct Error Correction technique). In the second case
(B), TMR is used in the five upper bits of the mentioned coef-
ficients. Finally, in the third case (C), TMR is applied to all the
registers in the filter (not only coefficients), what results in an
increase of 82% in the number of gates.

The first observation that can be made is that the use of system
knowledge results in substantial savings even when applying
TMR. The second is that when each of those partial TMR im-
plementations are compared with the Fast Selective Adaptation
and the Direct Error Correction techniques respectively, the pro-
posed techniques still result in a significantly lower complexity.

The protection technique to use (if any) will depend on the
worst case SEU environment envisaged for the device or system
and on the application tolerance to the effects of SEUs (in our
case to temporary errors at the echo canceller output).

VI. CONCLUSIONS AND FUTURE WORK

In this paper, new techniques to protect adaptive filter im-
plementations from the effects of SEUs have been presented.
These techniques exploit both application and system knowl-
edge in order to provide a more intelligent protection that results
in a lower circuit complexity compared to TMR, as it has been
shown in the paper. The proposed techniques have also been
applied to an adaptive echo canceller using a simulation envi-
ronment that enables a flexible testing of the effects of SEUs on
signal processing circuits.

As future work, the presented techniques will be applied to
other adaptive filters. The first step will be to study their appli-
cation to adaptive equalizers. This will be especially useful in
the case of the Iterative Error Correction technique that has not
been fully explored in the present work and that is well suited
for such kind of filters.

The proposed techniques could also be used for adaptive fil-
ters that are implemented in software on a Digital Signal Pro-
cessor. In that case, the filter coefficients will likely be stored
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in memory, which sometimes is protected by parity bits. In that
situation, the parity protection will be provided by the memory
itself, while the rest of the technique can be implemented in soft-
ware and executed upon detecting a parity error. In fact, the Iter-
ative Error Correction technique can be enhanced in a software
implementation by computing the errors for all bit positions si-
multaneously and selecting the one that brings the error at the
filter output to the steady state level. That can be done with few
additional operations, as we just need to recalculate the failing
coefficient contribution for each bit position, but not the rest of
the filter coefficient contributions to the output. In that case, a
more appropriate name for the technique would be Parallel Error
Correction.

More generally, the same broad idea of using system knowl-
edge to derive protection techniques can also be applied to other
types of filters like generic IIR filters, filter banks, etc.
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