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Optimizing Scrubbing Sequences for
Advanced Computer Memories
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Abstract—Advanced memories are designed using smaller
geometries and lower voltages. This enables larger levels of in-
tegration and reduced power consumption, but makes memories
more prone to suffer multibit soft errors. In this scenario, scrub-
bing is a fundamental technique to avoid the accumulation of
errors, which would lead to a failure of the system. Scrubbing
is usually implemented in advanced memories. However, when
the percentage of multibit soft errors is significant, the scrubbing
sequence (the order in which the memory is scrubbed) becomes
important for the reliability of the system. In this paper, a new
procedure to perform scrubbing is presented, which offers a sig-
nificant improvement in the reliability. In the presence of multiple
cell upsets, the mean time to failure could be doubled with respect
to the traditional approach.

Index Terms—Interleaving distance, memory, multiple cell
upset (MCU), soft error.

I. INTRODUCTION

M EMORY RELIABILITY is a critical issue in most com-
puter applications [1], [2]. One example of errors that

occur in memories are those caused when a radiation particle
hits a memory device [3]–[6]. The impact can produce changes
in the stored values of some memory cells leading to data
corruption [7], [8]. Those errors are not permanent and can be
removed by writing back the correct values to those memory
cells. Therefore, they are commonly known as soft errors. Most
soft errors produce isolated bit flips, usually known as single
event upsets (SEUs) [9]–[11].

To mitigate the effects of soft errors, memories typically
implement per-word error correction mechanisms [12]–[14].
In this technique, a number of additional redundancy bits are
added to each word to detect and correct errors. Single error
correction (SEC) codes [15]–[17] are commonly used in mem-
ory designs. These codes can correct a single error per word
such that data corruption occurs only when there are two or
more errors in a word.

SEC-protected memories can handle single errors but are not
able to deal with events that cause multiple cell upsets (MCUs)
[18]–[20]. Although SEUs are still the most common phenom-
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ena, MCUs are increasingly present in advanced memories as
lower voltages and smaller geometries are used [18], [21], [22].
This means that a particle is more likely to affect more than
one cell when it hits the memory device. Typically, the affected
cells in an MCU are physically close together and also close to
the area impacted by the particle [23]. To deal with MCUs, SEC
codes are combined with interleaving [24]. Interleaving ensures
that bits that belong to the same logical word are stored in cells
that are physically distant. In this way, an MCU cannot affect
two cells of the same logical word. When interleaving is used,
MCUs appear as multiple single errors in a number of logical
words and can be effectively handled by the SEC code.

A memory protected with SEC and interleaving can effec-
tively remove single-word errors caused by SEUs and MCUs.
However, these effects tend to accumulate with time on more
and more words, making data corruption produced by a second
error event on the same word more likely. The average number
of events needed to cause a failure has been studied in the
literature both for SEUs [25]–[27] and for MCUs [28]. The
results show that when the arrival rate of error events is large,
reliability may not be sufficient for many applications.

To increase reliability, a technique called scrubbing is com-
monly used in memories protected with SEC [27], [29]. Scrub-
bing consists in reading the memory sequentially, and if a single
error is detected on any word, it is written back again in order
to remove the error. The process is done continuously, and
the entire memory is read each Ts seconds, which is called
the scrubbing period (time between two consecutive scrubbing
processes). Scrubbing prevents errors from accumulating in the
memory, as they will be removed in at most a scrubbing inter-
val, i.e., in Ts seconds. The cost associated with scrubbing is
twofold: First, a fraction of the memory bandwidth is dedicated
to scrubbing rather than to system functions; and second, scrub-
bing increases power consumption as more memory operations
are required. From a reliability point of view, the smallest the
scrubbing period, the better, since errors are removed faster.
However, the use of small scrubbing periods will increase the
cost associated with this technique.

The idea introduced in this paper is to modify the scrubbing
process in order to detect and correct the errors caused by
MCUs more effectively. This is done by exploiting the locality
of the errors in an MCU. The proposed approach provides an
increased level of reliability when compared with the tradi-
tional scrubbing using the same Ts. Alternatively, the proposed
scheme can be used to reduce Ts while maintaining the reliabil-
ity level, thus reducing power consumption and increasing the
memory bandwidth available for system use.
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Fig. 1. Memory organization.

Fig. 2. MCU example.

Fig. 3. Alternative scrubbing sequence.

The rest of this paper is organized as follows. The prob-
lem assumptions and reliability estimates are introduced in
Section II. The proposed scrubbing scheme is presented in
Section III. Then, in Section IV, the performance of the new
scheme is analyzed in terms of reliability and memory op-
erations overheads, and finally, a case study is presented in
Section V.

II. PROBLEM ASSUMPTIONS AND RELIABILITY ESTIMATES

The following summarizes the assumptions used in the
analysis and simulations presented in the rest of this paper.

1) The memory is protected with per-word SEC.
2) The memory implements an interleaving scheme such

that MCUs cause only single errors on multiple words.
3) Scrubbing is implemented using part of the available

memory bandwidth. The read/write operations required
are uniformly distributed over the scrubbing period Ts.

4) Events are supposed to arrive following a Poisson
distribution.

In order to characterize the reliability, the following parame-
ters will be used.

1) Mean time to failure (MTTF): The factor that measures
reliability in this approach. It represents how much time
the memory should work on average until it fails.

2) Event arrival rate (λ): Number of events that are produced
in a memory word per unit of time.

3) The probability that an event causes i errors: p(i).
4) Mean number of events to failure (METF): This repre-

sents how many events the memory has suffered on aver-

age until reaching failure (during the time determined by
the MTTF). Following a well-known relation for Poisson
processes (see [25])

MTTF = METF/λ. (1)

III. PROPOSED SCRUBBING SCHEME

The memory organization shown in Fig. 1 is used to show the
proposed scheme. This structure has been previously used in the
memory analyzed in [21], and implements interleaving with a
distance of eight between cells of the same word. The number
in each cell is the address of the logical word associated to it.
Only 3 bits of each word are shown. The rest of the bits in each
word would be grouped in similar blocks. Additional words are
also placed below the portion shown for the first 32 words.

Traditional scrubbing would read the words in sequential
order, in an iterative way. Doing this, an error could take Ts sec-
onds to be corrected, in the worst case. When an MCU occurs, a
number of physically close cells would suffer errors, as shown
in Fig. 2. In this particular example, bit 2 of words 11 and 12
have suffered an error, which will be cleared when scrubbing
reaches those words. This will take on average Ts/2 seconds.

However, it is possible to propose more elaborated scrubbing
sequences in order to reduce the time needed to detect and
correct the errors caused by MCUs.

As an example, an alternative scrubbing scheme is shown
in Fig. 3. In this case, the process is divided into two con-
secutive rounds. In each round, alternate words are processed.
Therefore, each round will only deal with half the number of
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Fig. 4. MCU example.

Fig. 5. MCUs for which there are no benefits using the proposed scheme.

Fig. 6. Scrubbing scheme for a memory on which diagonal MCUs are dominant.

total words. With this change, the time needed to complete one
scrubbing process remains unchanged, which is Ts seconds.

Obviously, this reordering of the scrubbing operations does
not increase reliability by itself. Now, a further change to the
scrubbing process is introduced in order to handle MCUs more
efficiently. When an error is detected, the adjacent bits are im-
mediately checked in order to verify if an MCU has happened.
If some of the adjacent bits are identified as having suffered an
upset, the scrubbing process is automatically stopped, and the
wrong words are corrected. After this, the scrubbing continues
its normal operation.

With this change, reliability is effectively increased. To il-
lustrate this, an example will be used. Consider the 2-bit MCU
shown in Fig. 4. If scrubbing is performing round 1, then an
error will be detected in bit 2 of word 12. Scrubbing will then
stop and check words 4, 11, 20, and 13. This will detect the error
in word 11, which would launch the correction process. After
this, scrubbing would continue with round 1 on word 14. If the
MCU is produced while in round 2, a similar procedure would
eliminate it. This means that MCUs are effectively removed, in
the worst case, each Ts/2 seconds instead of each Ts seconds,
as in traditional scrubbing. This intuitively should increase
memory reliability.

However, the benefits of the proposed scrubbing would only
apply to MCUs that have at least one error in each round set.
In the example shown before, this would be the case for all
horizontal and vertical double MCUs whose errors are adjacent.
Examples of patterns for which the proposed technique would
provide no benefit are shown in Fig. 5. They correspond to diag-
onal MCUs. Therefore, the proposed organization of the rounds

used so far is targeted for memories in which horizontal or
vertical errors are dominant. Determining which types of MCUs
are dominant may be complicated, as the MCU shape can be
influenced by memory design and layout and also by the angle
of incidence of the radiation particle when it hits the device.
This issue will be discussed further in the following sections.

For memories on which other MCU patterns are dominant,
the same idea can be used changing the cells that are checked
in each round. As an example, if a memory in which diagonal
errors are dominant is considered, the scheme shown in Fig. 6
could be used to ensure the correction of diagonal errors in just
one scrubbing round.

The main overheads associated with the proposed technique
are the additional read and write memory operations required
each time an error is detected as well as the increased complex-
ity of the scrubbing process. The former is quantified in the next
section, showing that it is negligible, while the latter should
not be an issue since the additional control logic is simple to
implement.

IV. PERFORMANCE ANALYSIS

In this section, the performance of the proposed scrubbing
scheme is analyzed in terms of the reliability improvement
that it provides versus traditional scrubbing. In addition, the
number of additional memory operations that are required for
the accelerated error correction process is studied. Reliability
will be assessed in terms of the MTTF, which provides a
simple reliability estimate for comparison. Simulation results
to validate the analysis are also presented.
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A. Reliability Analysis

1) SEU Scenario—Traditional Analysis: The MTTF of
memories that use SEC and scrubbing has been widely studied
in the literature [25]–[28] showing that when the scrubbing
period Ts is small, it can be approximated by

MTTF ∼= Ts

Pf
(2)

where Pf is the probability of failure in a scrubbing period.
Pf can be estimated in different ways (see [25]–[28] for more
details). In this paper, the following approximation will be used.
Assuming a per-word event arrival rate λ and a memory of
M words, the number of errors that will have accumulated, on
average, will be

eaccum =
λ · M · Ts

2
. (3)

This is derived by noting that only errors that have occurred
in the previous Ts seconds can still be in the memory, and
that of those, on average, a half would have already been
scrubbed. In this situation, a failure would happen if a new event
affects a memory word already affected by a previous error.
Then, a double error would be produced, which would not be
corrected by the SEC codes. The probability of this scenario
is proportional to the number of words that already have one
error:

P event
f

∼= eaccum

M
=

λ·M ·Ts

2
M

=
λ · Ts

2
. (4)

And finally, as on average ne = λ · M · Ts events arrive on a
scrubbing period, the failure probability in that interval can be
approximated by

Pf
∼= ne · P event

f = λ · M · Ts · λ · Ts

2
=

(λ · Ts)2 · M
2

.

(5)

Using (2), the following expression for the MTTF is
obtained:

MTTFtraditional
∼= Ts

Pf

∼= 2
λ2 · Ts · M . (6)

2) Extension to MCUs: In the previous derivation, single
soft errors have been assumed. When MCUs are considered, the
situation changes slightly, since in this case the number of errors
is always greater than the number of events. In [28], it has been
proved that the MTTF produced by MCUs can be approximated
by considering the errors as independent. In this way, each event
would produce on average the following number of errors:

Eevent =
∞∑

i=1

i · p(i) (7)

where p(i) is the probability that an event causes i cell errors.
The MTTF can be then approximated by [modifying the event

arrival rate in (6) with (7)]

MTTFtraditional
∼= Ts

Pf

∼= 2
(λ · Eevent)2 · Ts · M . (8)

This is the MTTF assuming traditional scrubbing.
3) Proposed Scrubbing Algorithm: Now, the proposed

scheme is considered assuming that it is able to detect all MCUs
in one scrubbing round. In this case, the average number of
errors in the memory can be approximated by

eaccum = p(1) · λ · M · Ts

2
+

∞∑
i=2

i · p(i) · λ · M · Ts

4
(9)

where the first term are the errors due to SEUs, and the
second term the errors caused by MCUs (i > 1), which are
effectively removed each Ts/2 seconds (and therefore stay on
average Ts/4 seconds in the memory). Following a similar
derivation, the probability of failure in a scrubbing period can
be approximated by [see (5) modified by (7)]

Pf
∼= λ · Ts

2
·

⎛
⎜⎜⎝p(1) +

∞∑
i=2

i · p(i)

2

⎞
⎟⎟⎠ ·

∞∑
i=1

i · p(i) · λ · M · Ts

=
λ2 · M · (Ts)2

2
· Eevent ·

⎛
⎜⎜⎝p(1) +

∞∑
i=2

i · p(i)

2

⎞
⎟⎟⎠ . (10)

Finally, the MTTF can be then approximated by [see (8)]

MTTFproposed
∼= 2

λ2 · Eevent ·

⎛
⎜⎝p(1) +

∞∑
i=2

i·p(i)

2

⎞
⎟⎠ · Ts · M

.

(11)

In order to compare both techniques, the increase in MTTF
provided by the proposed scheme can be measured by comput-
ing the following ratio:

MTTFproposed

MTTFtraditional

∼= Eevent⎛
⎜⎝p(1) +

∞∑
i=2

i·p(i)

2

⎞
⎟⎠

=
2 · Eevent

p(1) + Eevent
.

(12)

This ratio will be larger when the average number of cell
errors is large and the percentage of SEUs is small. In other
words, when the MCUs are dominant. In the limit case, where
there are no single errors, the MTTF increase will be a fac-
tor of two. Therefore, as MCUs tend to increase as memory
technology progresses, more benefits will be obtained from
the proposed technique. In the following sections, the MTTF
increase is analyzed for different commercial memories to
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show that the impact can be significant in current memory
technologies.

B. Additional Memory Operations Analysis

In the previous section, it was implicitly assumed that the
scrubbing period of the proposed technique was the same as in
traditional scrubbing. However, the proposed scheme requires
extra memory accesses when an error is detected to immedi-
ately check the neighbor cells. In this section, the number of
those operations is analyzed to show that is it negligible.

The number of additional memory accesses is related to the
number of errors that occur in a scrubbing period. In order to
make scrubbing useful, the scrubbing period should be such
that the number of accumulated errors in the memory is much
smaller than the METF of the memory when no scrubbing is
used. Otherwise, the memory would likely fail in one scrubbing
period, and therefore this mechanism will not produce any
benefit. The METF of a memory protected with SEC when
no scrubbing is used can be approximated (see, for example,
[25]) by

METF|SEC
no_scrubbing

∼=
√

π · M
2

. (13)

Assuming that for each detected error B neighboring cells
are read, the number of additional memory accesses Nadd per
scrubbing period can be bounded by

Nadd � B · METF|SEC
no_scrubbing

∼= B ·
√

π · M
2

. (14)

As in a scrubbing period M operations are done for tradi-
tional scrubbing, the increase in the number of operations can
be bounded by

M + Nadd

M
< 1 +

B ·
√

π·M
2

M
= 1 + B ·

√
π

2 · M (15)

which for large M would be close to one (Nadd � M). For
example, for a 64-K memory and B = 4, the value is bounded
by 1.019. For larger memories, the bound would be even closer
to one, showing that the overhead of the proposed technique
should be negligible in most cases.

Therefore, it is reasonable to assume that the additional
memory operations do not affect the scrubbing period and
therefore the analysis presented in the previous section is valid.

C. Simulation Experiments

To validate the theoretical analysis presented in the previous
sections, a number of simulation experiments have been done.
The proposed scrubbing technique has been simulated and
the time to failure of 100 000 simulations have been averaged
to estimate the MTTF for different configurations. The same
experiments have also been performed for the traditional scrub-
bing. In all the experiments, only 2-bit MCUs are considered,
which are related to probability p(2). These MCUs are assumed
to be horizontal or vertical, which are the most common types

Fig. 7. Simulation results for M = 64 Kwords, Ts = 0.1, and λ = 0.01 for
different values of p(2).

Fig. 8. Ratio of proposed versus traditional for results for M = 64 Kwords,
Ts = 0.1, and λ = 0.01 for different values of p(2).

of MCUs in many scenarios. Most larger MCUs will also be
detected in one round and scrubbed effectively each Ts/2, and
therefore, the results presented are also applicable to this case.

In Fig. 7, the obtained MTTFs for different values of p(2)
are shown. They show a good agreement with the theoretical
approximations and the MTTF decreases as p(2) increases, as
expected. For large values of p(2), the MTTF provided by the
proposed scrubbing technique increases substantially compared
to the tradition technique. To further illustrate this increase, the
ratios of the proposed versus traditional MTTFs are shown in
Fig. 8 for the simulation and the theoretical approximation. The
ratio increases up to two when p(2) = 1, as predicted by (12).

In Fig. 9, the results for different values of the memory size
M are shown, which are in line with the theoretical approxima-
tions. The MTTF increase of the proposed technique is shown
in Fig. 10, where the ratio of the proposed versus the tradi-
tional technique is shown for simulation and approximation.
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Fig. 9. Simulation results for p(2) = 0.3, Ts = 0.01, and λ = 0.01 for
different values of M .

Fig. 10. Ratio of proposed versus traditional for p(2) = 0.3, Ts = 0.01, and
λ = 0.01 for different values of M .

The result is in line with the value of Eevent (which is 1.3 in
this case, since p(2) = 0.3), given by the theoretical approxi-
mation (12).

In Fig. 11, the results for different values of Ts are shown,
and show the expected behavior. The MTTF increase of the
proposed technique is shown in Fig. 12 where the ratio of the
proposed technique versus the traditional one is plotted for
the simulation and the approximation. Again, the result is in
line with the value of Eevent.

The results presented show that the theoretical approxima-
tions are accurate when the number of errors per scrubbing
period is low. They also confirm the increase in MTTF provided
by the proposed scrubbing scheme, approximated by (12).

V. APPLICATION TO ADVANCED MEMORIES

In this section, the impact of the proposed scrubbing tech-
nique on the MTTF of advanced memories is analyzed.

Fig. 11. Simulation results for p(2) = 0.3, M = 1 Kwords, and λ = 0.01 for
different values of Ts.

Fig. 12. Ratio of proposed versus traditional p(2) = 0.3, M = 1 Kwords,
and λ = 0.01 for different values of Ts.

Three different memory technologies have been studied,
which have been previously characterized with real radiation
experiments. They correspond to advanced geometries (65 and
45 nm) for which MCUs are a major concern. The memories
were exposed to white beams up to 800 MeV at the LANCE
site and neutron beams up to 180 MeV at the TSL site. Mul-
tiple devices were used and for each one multiple tests were
performed. For all tests, the mean time between upsets was
much larger than the mean time of an SRAM read cycle for the
entire memory. Such configuration was achieved by adjustment
of the flux intensity. Once an error was detected, a checking
procedure was launched to check the error types. More details
on the experiments are given in [24].

The relevant parameter in this experiment is the MCU distri-
bution p(n) assuming that the proposed scrubbing technique is
able to correct all MCUs in one scrubbing round (i.e., the MCU
patterns are appropriate for the scrubbing round sets). Those
p(n) values are shown in Fig. 13, showing a large percentage
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Fig. 13. MCU size distribution p(n) for different memories.

TABLE I
AVERAGE NUMBER OF ERRORS PER EVENT

TABLE II
MTTF INCREASE FOR THE PROPOSED SCRUBBING

of MCUs. The average number of errors per event (Eevent) is
given in Table I. The data presented in this table are counterin-
tuitive, as there is a larger proportion of MCUs in 65 nm than
in 45 nm. The reason of this is that the 45-nm memory design
was enhanced based on the acquired experience on the 65-nm
memory process, making the former more reliable (see [24]).
Using the MTTF ratio approximation (12), the MTTF increase
obtained by using the proposed technique can be estimated. The
results are shown in Table II. For all the memories, the MTTF
increase is over 40%. This clearly illustrates the benefits of the
proposed scrubbing that will be even larger for more advanced
memories that are more likely to suffer MCUs.

In the previous discussion, it was assumed that all MCUs
were detected and corrected in one scrubbing round of the
proposed technique. This is an approximation, since diagonal
MCUs will not be detected in a single round. To better analyze
the impact of this assumption, the detailed data presented in
[21] will be used. The reported error patterns and their relative
occurrence are shown in Tables III–V.

The first analysis is to quantify the percentage of double
MCUs that may not be detected in a single round: from the
mentioned tables, those range from 9.1% to 15.8%, depending
on the energy. This shows that most double MCUs would be
effectively scrubbed in one round. If the same analysis is done
on the triple and quadruple MCUs, the percentage of triple
MCUs that may not be scrubbed in a round ranges from 2.8%
to 7.9%, while for quadruple errors the range is 6.6% to 14.7%.
In all those estimations, the patterns that are not detailed in [21]

TABLE III
TWO-BIT MCU ERROR PATTERNS REPORTED IN [21]

(NORMALIZED TO 1000)

TABLE IV
THREE-BIT MCU ERROR PATTERNS REPORTED IN [21]

(NORMALIZED TO 1000)

TABLE V
FOUR-BIT MCU ERROR PATTERNS REPORTED IN [21]

(NORMALIZED TO 1000)

TABLE VI
MTTF INCREASE FOR THE PROPOSED SCRUBBING WITH

15% MCUs NOT DETECTED IN ONE ROUND

(labeled as “Others”) are assumed as not detected in a scrubbing
round. This is a conservative assumption, and therefore, in
reality, the number of undetected MCUs in one round will be
significantly lower than that of the values reported. Assuming,
as the worst case, a 15% of MCUs that are not detected in one
round, the data of Table II can be recalculated. To achieve this,
the average time that errors spend in the memory before they
are scrubbed has been increased accordingly. The results are
presented in Table VI and show that a significant increase in the
MTTF is still obtained with these conservative assumptions by
using the proposed scrubbing scheme.

The analysis of these data suggests that in many cases,
most of the MCUs will be effectively scrubbed in one round
and that therefore substantial increases in the MTTF could be
achieved.

Finally, it is important to notice that the MCU patterns
usually depend on many factors, like the angle of incidence of
the radiation particle, and therefore, it may be difficult to predict
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which error patterns would be dominant in a given application.
In any case, the proposed technique would always improve
the MTTF.

VI. CONCLUSION

In this paper, a new scrubbing scheme has been pro-
posed which improves the memory reliability when MCUs are
present. This is achieved by exploiting the physical correlation
of the errors produced by an MCU. For memories in which
MCUs are dominant, the MTTF achieved when implementing
the new approach can be up to two times the one provided by
traditional scrubbing. This is an interesting result, as MCUs are
becoming increasingly common as technology scales.

The cost associated with the new scheme is a negligible
number of additional memory accesses for scrubbing and more
sophisticated control logic to implement the scrubbing process.
Both should have a minor impact on the system.

The new scheme can also be used to reduce the number of
memory accesses required to obtain a given MTTF. This would
leave more memory bandwidth for system use and reduce the
power consumption.

Finally, the same principle can be applied when larger MCUs
are dominant by dividing the scrubbing process in more rounds
to detect these larger MCUs earlier. This would provide even
larger increases in the MTTF.
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