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Abstract—The selection of the best memory configuration is a
challenge for designers when systems are affected by soft errors.
When memory reliability is an issue and scrubbing is not rec-
ommendable, multibit protection codes are one of the available
options. In this paper, the reliability of memories protected with
those codes is studied. First, a method to analytically approximate
the mean number of events to failure of memories protected with
error correction codes capable of handling multiple bit errors is
presented and validated through simulation experiments. Then,
the selection of the optimal protection code for a given memory
configuration in terms of memory size, word length, and target
reliability level is analyzed. This selection process is illustrated
using a practical case study. The study is then extended to deter-
mine, for a given error correcting code, the maximum memory size
that would meet a target reliability level. Finally, the effect of the
memory word size on the system reliability is considered by com-
paring different options. In summary, the proposed methods can
be useful for designers when choosing the memory configuration
at the system level for critical applications in which reliability is a
major concern.

Index Terms—Memory, multibit error correction codes, relia-
bility, single-event upsets (SEUs), soft errors.

I. INTRODUCTION

ELIABILITY is a critical factor for memories [1]-[4]

when they operate in environments where there are many
sources of error [5], [6], for example, space [6], [7]. Aside
from the higher probabilities of errors, these environments may
present other difficulties [8]-[10] like distance, which makes
systems physically unreachable, preventing the possibility of
performing maintenance operations in situ. Due to these rea-
sons, it is mandatory that the correct design decisions are
taken, so that the reliability level is high enough in order to
guarantee the correct operation of the system. However, if the
event arrival rate is too high, there will be a large number of
soft errors, for example, single-event upsets (SEUs) [11]-[14].
In this case, reliability may decrease a lot, which would make
the system nonoperative for many applications. SEUs will be
considered the main source of soft errors in the rest of this
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Traditionally, memories have been protected with single
error correction (SEC) codes [15], [16] that can correct up to
one error per memory word. To avoid the accumulation of errors
in the memory, which would eventually cause a failure when
a second SEU affects a bit of a word already affected by a
previous one, scrubbing is used [17]. The scrubbing process
periodically reads the memory words and corrects the errors, so
that a failure occurs only if two errors arrive in the same scrub-
bing period. This is usually a valid solution, but sometimes, it
may not be feasible or desirable. For example, considering a
memory, if power saving is an issue, then scrubbing would not
be the most convenient option since it would increase power
consumption or, if the memory is very frequently accessed due
to hard time constraints, there may be no idle cycles to perform
the scrubbing process.

There are other options based on redundancy, like adding
extra memory chips and voting for the majority value when-
ever data are accessed. This usually produces a high cost
overhead. Another solution would be to add more pow-
erful error detection and correction codes to the memory.
As discussed before, it is usual that memories implement
SEC codes, but although this increases reliability significantly
compared to an unprotected memory, sometimes, it is not
enough.

Introducing codes that are able to correct a number of
errors higher than one is feasible [17]-[19], but these codes
need to be carefully chosen as they usually introduce some
drawbacks. The first one is cost, since multibit protection
implies additional redundancy. This cost includes the extra bits
added to each word plus the correction and protection logic,
which suffers an increment of complexity. Moreover, perfor-
mance may be affected, because the mentioned complexity
would eventually increase the data codification and decodifica-
tion time.

In this paper, methods to help the designer choose the most
suitable multibit protection code and memory word size for
a system suffering soft errors will be offered. These methods
will allow the selection of the optimal memory configura-
tion for a given application in the early stages of the design
process.

The rest of this paper is organized as follows: The prob-
lem assumptions and reliability estimates are introduced in
Section II; a methodology to select the optimal protection level
in a memory of a given word size is presented in Section III;
then, in Section IV, the selection of an optimal word size is
considered; and finally, some conclusions will be shared in
Section V.
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II. PROBLEM ASSUMPTIONS AND RELIABILITY ESTIMATES

The following assumptions will be used for this paper.

1) Memories are protected using an L-bit protection code.
This implies that each word has some redundant bits c,
which are able to correct up to L simultaneous errors in
the same word.

2) Memories do not implement scrubbing. Errors accumu-
late in the memory until L + 1 hit the same word. At that
point, the protection codes cannot handle the situation,
which leads to a memory failure. The effect that some
words may be rewritten by the application, thus elim-
inating the errors already accumulated on them, is not
considered, which will lead to a conservative approach
in the following sections.

3) Events are supposed to arrive following a Poisson
distribution.

In order to characterize the quality of the protection codes,

the following parameters will be used:

1) M: the number of words per memory;

2) N':the number of data bits per word (excluding protection
bits);

3) c: number of redundant bits per word introduced by the
protection code;

4) mean time to failure (MTTF): the factor that measures
reliability in this approach. It represents how much time
the memory should work on average until it fails;

5) event arrival rate per word (Aword): number of events
(SEUs) that are produced in the memory per word and
unit of time. On the other hand, the event arrival rate per
memory will depend both on the previous parameter and
the number of words in the memory: Amemory = Aword
M. Both parameters Amemory and Awora depend on the
memory width. The higher the number of redundant bits
¢, the more likely to suffer a soft error. Therefore, the
event arrival rate implicitly depends on L (since selecting
a certain L-bit protection code would determine c);

6) mean number of events to failure (METF): this represents
how many events (SEUs) the memory has suffered on
average until reaching failure (during the time determined
by the MTTF). Following a well-known relation for
Poisson processes (see [20])

MTTF = METF/Amemory = METF[(Awora - M).
ey

This relation will be used in the techniques presented in this
paper.

The MTTF will be used in the rest of this paper as the esti-
mate of the reliability since it is simple enough and gives an in-
tuitive measure of the expected time to failure of the memories.
However, to make the results independent of the event arrival
rate A\word, the METF will be used in the following, since the
calculation of the MTTF having the METF is straightforward
using (1). For the calculation of METF, an approximation has
been proposed [20], [21] for the case L = 1 and M > 1
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Fig. 1. Evolution of the METF obtained by (stars) simulation and (diamonds)
approximation for different memory sizes (M) and several multibit protection
codes (L).

However, to the best of the authors’ knowledge, no analytical
expression for the MTTF in the case of multibit protection
codes (L > 1) has been proposed.

This problem can be tackled by noticing that the memory
failure model is equivalent to the classical “birthday surprise”
problem [22] that has been extensively studied in the area of
statistics [23]. In this case, we could see the multibit protection
codes as a generalized problem, where at least L + 1 people
share the same birthday [24], and therefore, previous results
from statistics can be applied [25]-[27].

As a conclusion, we propose the following approximation
(where I'(z) is the gamma function), which can be used when
M is large (see [26]). In fact, it can be seen that (2) is a
particular case of (3) for L = 1

METF|, = “}/(L+1)!-T (1 + L1> CMTH. (3)

+1

In order to check the accuracy of the approximations for the
problem under study, a set of simulations has been conducted.
The simulations have been designed to recreate several mem-
ories, with different sizes and protection codes. The selected
values of L and M cover the practical range of L and the lower
range of the values of M, where the approximations will be
less accurate. For those values, events have been induced and
the number of events to failure measured for a large number of
experiments. Then, the average of all the experiments has been
calculated and used as an estimate of the METF. The results are
shown in Fig. 1, where the simulated values are plotted with a
star and the values predicted by the approximations are plotted
with diamonds. It can be seen that, for most memory sizes, the
approximation given by (3) is accurate. This is more clearly
observed in Fig. 2, where the ratio of the METF obtained by
simulation to the METF given by approximation (3) is shown.
The difference between simulation and approximation is below
5% for most memory sizes. In summary, approximation (3) can
be used to accurately estimate the METF.
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Fig. 2. Ratio of the METF obtained by simulation to the METF given
by approximation (3) for different memory sizes (M) and several multibit
protection codes (L).

From the results, it can also be observed that, given a certain
memory size M, the METF of the system increases with L,
as expected. Moreover, the METF increases when M grows,
as explained before. The growth with M is given by (3) and
increases with L. For large values of L, it can be seen that the
growth of METF tends to be linear with M

O(METF)|15, — O(M). “)

For smaller values of L, which is the usual case, the growth
of METF with M will be sublinear. Moreover, the denominator
of (1) Aword - M is obviously linear with M. Then, it is clear
that both facts make the MTTF decrease with M.

III. SELECTION OF THE PROTECTION LEVEL:
OPTIMAL MTTF VERSUS COST

In this section, a methodology to help the designer determine
the most suitable configuration for a given system memory will
be described. Suitability implies finding the minimal L which
makes reliability (MTTF) high enough to meet the application
requirement. It is important that L is minimal, because area
cost and complexity grow as the protection level is increased.
Formally, the problem can be stated as follows:

“Given a memory in a system suffering soft errors,
characterized as { M, Aword, MTT Frarget }, where M is
the size in words, Aworq 1S the event arrival rate per word
due to radiation, and MT'T Frryget is the target reliability,
find the minimal L such that the reliability is met and the
cost c is optimal.”

There are other costs associated to the protection codes
apart from the redundant bits ¢, for example, the encoding
and decoding logic. Their impact on the overall cost should be
negligible in most cases, and therefore, they are not considered
in this paper.

The technique to find out L is divided into two consecutive
steps.

A. Step 1: Determination of the Required METF

Although the imposed constraint is to meet a certain MTTE,
it is better to reduce the problem to work with the METF, as
discussed before. The reason of this is that METF is indepen-
dent of A\yorq (contrary to MTTF), which is more convenient to
make the study more general.

Therefore, the initial step would be to determine the mean
number of events to produce a failure associated to a given
MTTE. This is straightforward, since there is a relation that
works with both magnitudes (see Section II). Just making
METF = MTTF - (Aword - M), the right value would be ob-
tained. However, a side effect introduced by the L-bit protection
codes has to be taken into account. Since these codes add
some redundant bits, the size of the memory is effectively
increased, and therefore, the probability of receiving more
events also grows for a given memory technology and radiation
environment. In this way, the error event arrival rate is directly
proportional to the size of the memory in bits.

If, as defined before, the number of redundant bits per word
is ¢, then the area would be incremented by a factor f = (N +
¢)/N, where N is the original number of data bits per word. As
the event arrival rate per memory (Aword - M) is linear with the
memory size, the same increment applies here. Therefore, the
required M E'T' Frrarger would be calculated as

METFTarget - MTTFTarget . ()\word : M) : f (5)

An important thing to notice is that factor f depends directly
on the protection code type. At this point, the decision on
which that protection code should be has not been made yet.
Therefore, a collection of METFs should be calculated, one for
each value of L that will be considered

METFTarget‘L = MTTFTarget . ()\word . M) . fL (6)

_ N+ecg

="

)

where ¢y, is a function of L. The values that have been consid-
ered for L in the experiments are L = 1, 2, 3, and 4, which are
the most typical values when protecting memories. This set can
be expanded with other values if a given application requires it.

With this set of {MET Frravget|r }. the second step will be
to find out the most appropriate protection code to meet the
reliability constraint.

B. Step 2: Calculation of the Optimal L

There are several considerations that have to be made about

multibit protection codes.

1) The area cost grows with L, but this varies from code to
code, and also with the word size (IN) as given by the
factor (7). This is particular to each specific protection
code, and therefore, it should be studied for each case.

2) METF and MTTF also grow with L. With this, the
reliability can be increased until the constraint is met.

3) MTTF decreases with memory size. In other words, the
larger the memory is, the more likely it will fail after
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a certain time. However, METF increases with M, be-
cause as the memory size grows, it will be less likely
that multiple events hit the very same word. This may
seem contradictory if (1) is analyzed, because MTTF and
METF are directly proportional. The reason for this is
that (Aword - M) also increases with M, and that incre-
ment grows quicker than METE, as can be seen in (3).
Therefore, M ETF/(Aywora - M) will decrease with M,
as discussed before.

There are three magnitudes that need to be considered when
analyzing the memory: { M ET Frayget|r}, M, and L. Notice
that Ayorq 1S not relevant at this point, because the working
parameter is METF and not MTTF.

1) Optimal L to Meet Reliability Requirements for a Mem-
ory Size M : In the following, the algorithm to find out the most
suitable L is presented.

1) The first value of M ETFtarget\ , with L = 1 would be
considered.

2) Using approximation (3), the M ETF|y, for that value of
M would be calculated.

3) If that value is larger than M ET Fiarget|r, then an
L-bit protection code would be enough to meet the MTTF
constraint.

4) If the value is smaller than M ET Fiayget|r, then that
protection is not enough. The process should be repeated
from 1), with L < L + 1 until the protection level is
enough.

With this, the optimal protection for the given memory would
be obtained, minimizing area cost while meeting the reliability
constraints.

2) Optimization of M for the Selected Protection Level L:
Once the most appropriate value of L has been chosen, a
range of M is delimited in which the reliability constraints
are met. This means that, although the protection level has
been selected based on an initial memory size estimated by the
designer, there may be larger sizes that are potentially protected
by that value of L. Let us define Mipnitia1 as the initial size
estimated by the designer, based on the application and the
system requirements. If, now, a protection for L bits is added,
the value of M.« Will be calculated in order to determine
how much the memory size could increase while meeting the
reliability constraints. Then, the designer will have the option
of reconsidering the initial memory size Mipitia) With an Mgy,
in the interval [Minitial, Mmax]. In other words, assuming the
cost of implementing L, more memory could be used, if an
analysis of the system advises so. This also determines the
upgrade capability for future expansions of the system.

Using (1) and (3), the value M.« can be obtained as

L+1
AT (14 A\

)\word ' MTTEarget

1 L+1
r(1+ )

)\word . MTTEarget

Mmax g

=(L+1)- (8)

where Ayorq is the arrival rate per memory word, which is a
function of L (since each protection code will add a different
number of redundant bits to each word, as commented before).

In the next section, a case study will be discussed, where real
values are used to illustrate the presented methodology.

C. Case Study

In this case study, the details of an experiment that will be
used to illustrate the proposed technique are presented. The
problem will consist in deciding the most suitable protection
code (L) for a memory in a system under radiation, working in
a space application.

The initial memory size is Minitial = 220 words (=~ 106),
the memory width is NV = 16, and the radiation source will be
characterized with an event arrival rate per bit of (Ayora/16) =
Apit = 2 - 107% events per day. This would correspond to a
typical equatorial orbit (> 3000 km), as reported in [17].

The reliability requirement of the system has been chosen as
five years of nonfailure work, and therefore, a very conservative
constraint of 200 years will be used to calculate the protection
(if a not-so-hard constraint is chosen, and since there is no
scrubbing, failures could statistically appear before the five-
year time frame).

The following three multibit protection alternatives have
been proposed as candidates for this system:

1) L =1, with a cost per word of ¢; = 6;

2) L =2, with a cost per word of ¢c5 = 11;

3) L = 3, with a cost per word of c3 = 16.

The codes for L = 1 and L = 2 have been analyzed in [18],
while the code for L = 3 uses the same cost overhead as the
Golay triple code reported in [17].

The first step consists in calculating the required METF for
each of the proposed codes, using (6).

The values of f1, f2, and f3 are 1.38, 1.69, and 2, respec-
tively, and using the \y; stated at the beginning of this section,
the following set of required METFs is obtained:

1) MET Fyarger|1 = 3.3680 - 10%;

2) MET Fiarget|2 = 4.1335 - 10%;

3) MET Fiarget|3 = 4.8989 - 10%.

The second step is to determine the minimum L that meets
the obtained METFs using approximation (3). The results are
shown in Fig. 3, where the values of the required METFs for
the memory size are plotted.

It can be observed that the required METF for L = 1 is over
the value provided by the protection, and therefore, this code
is not enough. In other words, the selected code for L =1
would fail with a lower number of events than required. The
same happens for L = 2, whose required METF is also over
the associated graph.

However, the METF required for L = 3 is below the value
offered by that protection code. In other words, that code will
need more time to fail than the imposed constraint and therefore
would be valid for this application. This would then be the
optimal code.

Once L has been chosen, the next step will be to determine
the maximum size M that supports the reliability constraints.
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Fig. 3. METF versus M and L for the proposed case study.

Using (8), the following values are obtained (although the
case L = 3 has been chosen, values for L = 1 and 2 are also
provided for illustrative purposes):

1) Mmax|L:1 = 1522,

2) Mmax|L:2 =69 747,

3) Muax|r=3 = 3400041 ~ 3.4 - 10°.

It can be seen that the selected protection value of L = 3 is
able to support a higher memory size than the 10° words of
the initial memory system. Therefore, this protection level is
enough for this particular application. Moreover, this implies
that a larger memory of up to 3.4 - 10° words could be used,
since the reliability offered by the system would meet the
imposed requirements.

This information could be used by the designer, not only to
find out the best L but also to determine the maximum memory
size able to work with that protection level.

D. Study of the Evolution of Myax With L

It has been proven in the previous section that increasing L
not only produces an increment on the protection level but also
in the memory size able to support that level. Since the choice
of the memory size is an important decision for the system at
the designer level, it is interesting to study how M, evolves
with L.

If the following expression is met:

1
()
)\wordlL : MTTEarget

> 1 (©)]

it is clear that the value of My, .« Will grow with L. This is the
case in most situations, as Aword|L - MTT Fiarget 1s the average
number of errors per word when a failure occurs, which is nor-
mally less than one. In other words, a large memory would nor-
mally fail before having an error in all its words. In Fig. 4, the
values of My, for different MTTF values and codes (L) are
shown for a per-bit arrival rate of A\pyy = 2 - 10 %anda memory
word size of 16 data bits plus the corresponding redundant

bits for each L (the codes are those used in the previous case
study). The growth of M,.x with L can be clearly observed.
The dependence of M.« With the required MTTF value is also
clear.

The growth of M,,x with L can be analyzed in more details
by looking at the ratio produced when incrementing L

Mo " L (L42) (wora®)""
MmaxL _MTTEarget (Aword|L+1)L+2

1 L+2
r(1+)

’ 1 \LF1
r(i+74)

where the fact that the per-word arrival rate increases with L
has been taken into account (a linear growth of Ayorq and L
has been assumed in the following; see Table I in the next
section). The reason of this increment is that higher values of L
would introduce more redundant bits per word, making Ayord
also higher. This increase reduces the growth of the ratio (10)
with L, as shown in Fig. 5. The ratio has been illustrated for
different values of L for the previous configuration (Api; = 2 -
107%; N = 16) and a required MTTF value of 200 years. This
means that, for large enough values of L, an increment in this
magnitude would produce a constant ratio in My, .. In other
words, the growth of M, .« With respect to L tends to be linear
(since the increment ratio of M, ,x, which, in fact, is the slope
of this function, tends to be constant, as can be seen in Fig. 5).
This may help the designer determine how much memory size
under protection would get each time L is increased.

Ratiolys,,,. =

(10)

IV. MEMORY WORD-SIZE SELECION

Another important decision for the designer is not only to
decide the size of the memory but also its organization. In this
way, for a given memory size, parameters such as word width
and the total number of words are important to determine the
reliability of the system.

It is well known that the relative cost of error protection
decreases with the word size [18], as shown in Table I for L = 1
(SEC) and L = 2 (double error correction codes).

In this section, the effect of the organization in a memory
of M - N bits will be studied. Initially, the memory will be
organized with M words of IV bits, and later, a different con-
figuration of M /2 words and 2 - N bits will be used. This will
leave the memory size unchanged (therefore, this effect will not
influence reliability) but with a different memory organization.

In terms of protection, if we assume that the first configura-
tion is protected with a code capable of correcting L bits, two
different options for the second configuration can be proposed.

1) Use also a code that can correct L bits.

2) Increase protection with a code that can correct

L + 1 bits.

A. Protecting the Memory With a Code of L Bits

In this scenario, L is the same as in the initial configuration,
and therefore, this factor will not influence the reliability of the
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TABLE 1
CHECK BITS VERSUS WORD SIZE
Word Size | L=1 | L=2
8 5 9
16 6 11
32 7 13
64 8 15

205

20

19.5

19

Maximum M Ratio

18.5

18
1

L

Fig. 5. Ratio of the maximum memory sizes for a required MTTF of a code
that can correct L + 1 bits and a code that can correct L bits.

system when changing the organization to the second configu-
ration (double memory width).

Since L has not changed and, now, the memory width
has been doubled, the protection overhead will be relatively
lower than that in the initial configuration. In other words,
the number of redundant bits per data bit decreases with the
word size.

To compare the reliability (MTTF) of both memory con-
figurations, an analysis of METF and (Ayora - M) will be
performed, according to (1).

The METF for the first configuration is given by (3)

1
METF|, = "R (L+1)!-F<l+) CMTEL (1)

L+1

In the same way, the METF for the second configuration is
given by

METPF)| =~ R/(L+1)-T 1+L LA
L,M/2 = . L+1 .

2
(12)
Analyzing the METF ratio of both configurations
L
METF|r a2 1) &+t
Rati == = . 13
AUIOMETF METF|L,M ) (13)

It can be seen that the new METF has decreased after chang-
ing the memory organization. However, since the protection
overhead is lower for the second configuration (in relative
terms), (Aword - M) would also be lower, which will make the
actual difference in terms of MTTF smaller than the ratio given
by (13).

Thus, the main conclusion is that doubling the word size
reduces the area of the memory (less redundant bits for the
same number of data bits), at the expense of a reduction in the
MTTE. This can be useful from the designer point of view, when
area is an issue and has to be minimized, but reliability is not a
problem: even if it decreases after the word size is changed,
the imposed constraints can still be met. In other words, if
the MTTF is substantially larger than the required MTTF, then
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Fig. 6. METF ratio (15) versus M and L.

doubling the word size would reduce the area of the memory
while still meeting the reliability requirements.

B. Protecting the Memory With a Code of L + 1 Bits

A different scenario is proposed now, in which the second
memory configuration is protected up to L + 1 bits. In this case,
the cost would be similar if the codes proposed in [18] (whose
costs are shown in Table I) are used (or similar ones).

Having a similar protection cost in both configurations, let us
study the effect of doubling the word size on the reliability.

The METF for the first configuration was given by (11).

Now, for the second configuration, this time protecting L + 1
bits, the METF would be

METF| L) T 14— My B
L+1,M/2 = : ) ) .
(14)

The ratio of both parameters will be given by

METF|py1,m/2
METF|L m

N L+2 (L_'_Z)!,F(l_,_%ﬂ).Mm
SYEFDNT (14 L) 2FE

RatioMETF =

15)

In this case, since the protection overheads are comparable
(at least for L = I; see Table I), (Ayora - M) will be very
similar in both memory configurations, and therefore, the ratio
of the METFs is a good approximation for the MTTF ratio.
This ratio grows with M, as can be seen in Fig. 6. The first
conclusion is that, if the memory size remains unchanged,
increasing L will produce an increment on the METF and,
therefore, in reliability.

This scenario is rather opposite to the one studied in the
previous section. It will be appropriate when reliability needs

to be increased, which can be achieved by using a higher order
protection code. Thanks to the memory reorganization (less
memory words and larger word size), this increment in the
protection has been attained without increasing the protection
cost (thus leaving the actual memory size unchanged).

The last analysis will be devoted to study; under which
circumstances, an increment in L will produce a reliability
improvement.

In most cases, the memory size M will be a power of 2 (M =
2K, so that the dependence of (15) with the memory size can
be expressed as

M<L+1)?(L+2> = 2(L+1>I~(<L+2) . (16)

In this case, when K > (L + 1) - (L + 2), the ratio (15) will
be larger than one. This provides a simple way to evaluate the
benefits of increasing the word size for a given L and memory
size. The larger the L is, the larger the memory needs to be to
get a substantial benefit in the MTTFE.

C. Case Study

As an example of the previous sections, let us consider a situ-
ation in which a configuration with N = 8 and L = 1 provides
an MTTF that exceeds the required constraint by a factor foy
(therefore, there is room to optimize the memory size).

If the word size is doubled, the MTTF for L = 1 can be
obtained from the initial configuration by applying a correction
factor to the METF and another one to the memory arrival rate
()\word -M )

The ratio for the METFs would be given by (13)

METF| i pija 1
Ratio — D RELMEZ o © 707
METE = "METF| o0 V2

Considering that (Aywora - M) is proportional to the memory
size, its ratio will be given by the area ratio of protecting the
memory with L = 1 for word size IV versus 2 - N (see Table I)

A7)

arealr— MQ2N
RatiOAword_M = |L LM/2 ( - C2N)

arealr=1,m ~ 2M - (N +cp)

(16 + 6)
=12 _ 08461
2-(8+45)

(18)

where ¢y and co are the protection bits needed for word sizes

N and 2N, respectively. These values can be seen in Table I.
Therefore, the MTTF ratio would be [see (1)]

. MTTF|p=1,m/2 RatiopeTr
RatioyrTr = =

= = 0.836.
MTTF|L:1}M Ratio)\word-l\/f

19)

Examining (18) and (19), two conclusions may be drawn.
The first one is that, by modifying the memory configuration,
the area has been reduced, since the new size is 84.61% of the
initial one. The second conclusion is that the new reliability is
83.6% of the initial. If this reduction is acceptable (the initial
excess value fox can support it), then the new configuration is
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still feasible but with an important area optimization. This has
been achieved by simply modifying the memory organization,
as explained before.

Let us study the opposite situation, in which reliability needs
to be increased. In order to achieve this, L will be increased
to L + 1, and the memory width will be doubled. If the initial
values of N =8 and L = 1 are assumed, then the increase
of the MTTF would be substantial when K > (L + 1) - (L +
2) =6, i.e., for memories much larger than M = 2K — 32,
This can be, in fact, observed in Fig. 6. It can also be proved
that, in this scenario, each time that the memory size is doubled,
an additional increment of the MTTF ratio (versus the initial
configuration) of 21/6 — 1,122 is achieved. This implies that,
the larger the value of M is, the more reliability increment is
achieved.

For larger values of L, like L =4, the increment in the
MTTF would be substantial when K > 30, i.e., for memories
much larger than M = 2% = 1073741824 ~ 10°. This can
also be observed in Fig. 6. As a summary, increasing the
protection when doubling the word size is more beneficial for
small values of L and large values of M.

V. CONCLUSION

In this paper, the reliability of memories protected with
multibit protection codes has been analyzed from the designer
point of view. The idea behind this paper is to provide a set
of analyses that can help in the decision making process when
designing the optimal memory for a given system and appli-
cation. Considerations like the best multibit protection code,
the maximum memory size that can hold that protection, or
the memory width are discussed and put in perspective. These
analyses are based on previous results from statistics, where the
same problem has been extensively studied from a different per-
spective. In this way, some approximations previously used in
other problems have been shown to be valid in this case, in order
to determine the optimal multibit protection codes. To achieve
this, they have been validated through simulations to check their
accuracy for the range of values of the different parameters
that are of interest in the memory protection problem. Another
contribution is the analysis of the implications of the memory
word size on the reliability, for which different alternatives are
proposed to select the optimal value in a given configuration. A
number of case studies have also been presented to illustrate the
multibit protection code and word-size selection processes that
can help the designer in making accurate decisions at a system
level.

About the future work, the application of the proposed meth-
ods for more complex codes and larger blocks of data, such
as those used in magnetic storage and other systems, will be
considered.
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