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Abstract—Soft errors are becoming an increasingly important
issue for circuit reliability. Traditional techniques to protect
against soft errors, like triple modular redundancy (TMR), have
a large cost in terms of area and power. This has motivated the
development of specific protection techniques for various types of
circuits. In this paper, techniques to protect adaptive filters are
presented, which provide reasonable reliability with reduced cost
and power consumption. An adaptive equalizer case study is used
to discuss and evaluate the proposed techniques in terms of both
protection and cost.

Index Terms—Adaptive filters, digital filters, fault tolerance, soft
€rrors.

1. INTRODUCTION

HERE are certain environments, for example, space,
T where radiation sources are abundant. The effects of that
radiation are a well-known cause of errors in microelectronic
circuits [1]. These errors range from temporary failures of the
system to serious and permanent damage of the devices. One
type of temporary effect is soft errors, which cause changes
in the value of a logic element [2]. Those changes can have a
permanent effect if the incorrect value propagates to a storage
element like a flip-flop.

As technology scales and the devices become smaller, they
are more sensitive to soft errors, which start to become a con-
cern in ground-level applications and pose a major challenge for
circuit design, as stated in the 2008 International Technology
Roadmap for Semiconductors update [3]. The technology
scaling also increases the probabilities of a soft error propa-
gating to a storage element, as circuits tend to operate at higher
clock speeds [4]. All these effects drive the need for protection
techniques against soft errors.

Several methods have been proposed in literature to mitigate
the effects of soft errors at the physical level [5]. Another alter-
native is to use redundancy in the design, so that it can detect
and correct these temporary failures. The traditional approach,
known as triple modular redundancy (TMR), has been to tripli-
cate the elements that can suffer soft errors and add the voting
logic to select the majority in case of an error. When soft errors
can affect both combinational and sequential logic elements, the
usual approach is to triplicate the entire block, which results in
a large area and power consumption.
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To reduce the area and power overhead associated with the
protection, circuit-specific techniques have been proposed. For
example, in [6], fault-tolerant techniques are addressed for ma-
trix operations. Due to their use in a large number of applications
and their performance requirements, signal processing circuits
have been studied with special interest in the literature. In [7]
and [8], protection techniques for fast Fourier transform compu-
tation are presented, while in [9], the protection of some simple
filter structures against soft errors in storage elements is studied.
In [10], a general approach that can be used to protect finite-im-
pulse response (FIR) filters with fixed coefficients is discussed,
which is able to protect against errors in both sequential and
combinational logic elements.

Adaptive filters are an interesting type of circuits because they
are used in a wide range of applications and, due to their adap-
tive nature, are well suited for circuit-specific protection tech-
niques [11]. Previous work has focused on protecting adaptive
filters from the effects of soft errors on sequential logic [12], but
to the best of the authors’ knowledge, no protection techniques
for errors in both sequential and combinational logic have been
proposed. The objective of this paper is to present general pro-
tection techniques for adaptive filters.

The remainder of this paper is structured as follows. First,
some of the related work in both adaptive filter implementations
and protection techniques for filters is reviewed to provide the
foundation for the rest of the analysis. Then, to set the basis
for the discussion of the techniques, a case study of an adaptive
equalizer is presented and used to illustrate the proposed tech-
niques. Finally, a detailed evaluation of the techniques for the
case study is done, covering both protection effectiveness and
relative complexity versus the unprotected filter and other pro-
tection techniques like TMR.

II. RELATED WORK ON ADAPTIVE FILTERS

In this section, a brief overview of the previous work on adap-
tive filters is presented to support the analysis of the protec-
tion techniques proposed later. The existing protection tech-
niques for adaptive filters and constant-coefficient FIR filters are
also reviewed, so that they can be compared with the proposed
techniques.

Adaptive filters are used in many applications, and they have
widely been studied in the literature. Our aim in this section is to
provide a brief description of how an adaptive filter works and
the main elements that are present in it. The reader can go to [11]
for additional references and a complete coverage of adaptive
filters. A block diagram of an adaptive filter is shown in Fig. 1.
The filter is composed of two main blocks: a traditional FIR
filter with coefficients h[¢], input signal z[n], and output signal
y[n] and an adaptation logic that periodically updates the values
of the coefficients h[7]. The inputs to the adaptation logic are the
input signal to the filter and an error measure e[n], which are
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Fig. 1. Block diagram of an adaptive filter.

used to compute the new values of the coefficients. The error
measure varies with the nature of the filter. For example, in an
adaptive echo canceller, it will be the signal after cancellation
that is the difference between the received signal and the output
of the echo canceller [13], [14]. For an adaptive equalizer, it
can be the difference between the symbol at the output of the
slicer and the output of the equalizer [15]. The main idea behind
adaptive filters is to gradually adapt the coefficient values to
reduce the observed error ¢[n].

The protection of FIR filters against soft errors has been
studied from different perspectives. For example, in [16], a
comparison of the cost of protecting FIR filters with TMR
and Hamming codes is presented. In [9], protection techniques
against soft errors in storage elements are proposed for some
simple FIR filters, a work that is extended in [17] to cover
general FIR filters. Techniques that also protect against soft
errors in combinational logic have been proposed in [10], [18],
and [19], where reduced precision replicas of the filter are used
to detect and correct the errors. This approach is similar to
TMR, but instead of tripling the design, more simple replicas
are added. This has the obvious benefit of reducing area and
power consumption at the cost of correcting the errors only up
to the precision level of the added replicas. All the approaches
discussed so far focus on the protection of the filter assuming
that soft errors affect the input data stored in the filter delay
line and the arithmetic logic but not the filter coefficients them-
selves. This is a reasonable assumption for a fixed-coefficient
filter, but this is clearly not the case in adaptive filters, where
coefficients change with time and are therefore normally stored
in registers that can be affected by soft errors, as well as the
combinational logic to update them.

For an adaptive filter, the effect of a soft error on a coefficient
will be an error on the output that will last until the coefficient is
readapted by the filter adaptation logic back to the correct value.
This process, depending on the filter adaptation speed, can take
a large number of clock cycles [12]. The effect of an error in
the delay line that stores the values will be, in the worst case,
an error in the output of up to IV cycles, with IV being the order
of the filter. Therefore, an error on a coefficient will normally
have a much larger impact on the system. This is the reason why
previous studies have focused on protecting the filter from soft
errors in the registers that store the coefficients [12]. However,
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errors in the adaptation logic may also cause errors in the co-
efficients, an issue that, to the best of the authors’ knowledge,
has not been investigated so far. The only other related work on
the effects of soft errors on adaptive filters that we are aware of
is presented in [20], where different adaptation algorithms for
adaptive equalizers are evaluated in terms of their performance
in the presence of soft errors, but no specific protection tech-
niques are proposed.

The objective of this paper is to present new techniques that
are able to protect from soft errors in the adaptation logic, reg-
ister coefficients, data delay line registers, and filter arithmetic
logic, thus covering all possible sources of errors and providing
a comprehensive approach for adaptive filter protection.

III. CASE STUDY: THE FEEDFORWARD EQUALIZER

As mentioned in the introduction, a case study is going to
be used to discuss the proposed techniques and also to evaluate
their effectiveness in a realistic design. The following describes
the filter that will be used for that purpose.

An adaptive equalizer has been chosen as a case study be-
cause they are widely used in communication systems [21] and
magnetic storage [22], among other applications. They also have
a significant arithmetic complexity, and therefore, the protection
of the combinational logic becomes an important issue.

A. Description of the Feedforward Equalizer

The main goal of an equalizer is to compensate the effects
introduced by the transmission channel in the signal. In this
way, the transmitted values are usually distorted before reaching
the receiver due to the physical phenomena produced by cables
and the environment. This is known as intersymbol interference
(ISI), which poses a major problem to high-speed communica-
tion, as the transmitted symbols are spread by the channel and
interfere with nearby symbols [21]. To solve this problem, the
receiver performs an operation called equalization, whose goal
is to rebuild the received signal and make it as close as pos-
sible to the initial one. There are different approaches to perform
this operation, for example, Tomlinson—Harashima precoding
(THP), which attempts to compensate the channel effect in the
transmitter [23]-[25]. Other techniques like decision feedback
equalization (DFE) and feedforward equalization (FFE) are im-
plemented in the receiver [21]. In many systems, FFE is imple-
mented in conjunction with either DFE or THP to achieve op-
timal results [15].

The case study will be an adaptive feedforward equalizer im-
plemented with an adaptive FIR filter. The implementation will
consist of the following modules.

1) FIR Filter: The core of the filter is the delay line, a group
of N registers (taps) that shift input z[n]. Since this is a linear
filter, the output of the filter y[n] is a linear combination of the
previous inputs

N

=0

yln] = (1)

The parameters h[é] are the coefficients, which will change
to make y[n] as close as possible to the correct value. The fact
is that the input x[n], once received through the channel, is not
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Fig. 2. Block diagram of an adaptive feedforward equalizer.
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Fig. 3. Block diagram of the equalizer adaptation logic.

the same as the initial signal sent by the transmitter, due to the
channel distortion. Therefore, coefficients A[7] try to compen-
sate this distortion, giving y[n] as a result, which should be close
enough to the initial signal.

2) Slicer: Signal y[n] should be the same as the transmitted
signal. However, due to the previous process of sum of products,
it can adopt any given shape. The slicer checks the value of y[n]
at each cycle and rounds it to the closest predetermined level
(in our case study, —1 or 1), producing signal d[n], which is
discrete and multivalued and is forwarded to the next module in
the communication system.

3) Adaptation Logic: However, due to the previous rounding
process, there will be a difference between y[n] and d[n], which
is the error of the equalizer. The objective is that this error is as
close as possible to zero. To achieve this, the error is forwarded
to the adaptation logic block, which will dynamically recompute
the coefficients to reduce the error at the output.

The block diagram of the equalizer working in steady state is
shown in Fig. 2.

The details of the adaptation logic are shown in Fig. 3. For
each coefficient h[i], we have an accumulator acc[i], which is
updated each cycle with the error estimate as follows:

accli] = acc[i] + p - e[n] - z[n — 1]. 2)

The idea is to compensate the channel distortion to progres-
sively make this error null. The magnitude of the update is deter-
mined by p, which is called the adaptation gain. Large values of
 are used in the start-up (during the initial training of the equal-
izer), and small ones are used in steady state. In most cases, 1
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Channel Impulse Response

Fig. 4. Channel response used for the case study.

takes a value of 27 so that the multiplication becomes a simple
shift operation.

B. Implementation Details of the Feedforward Equalizer

The specific parameters of the case study are given as follows:
the number of filter taps is 16, the coefficients are coded with 10
bits (only the upper seven are used for the replica block as ex-
plained later), and the incoming data are coded with 8 bits (only
six are used for the replica). The adaptation gain during steady
state is 2716, and the accumulators use 20 bits. For simplicity, a
two-level signal is used at the transmitter. The channel presents
a low-pass response typical in many communication systems,
which is shown in the time domain in Fig. 4.

The equalizer response after initial adaptation is shown in
Fig. 5, and the slicer error is shown in Fig. 6. Those would be
the starting points for the protection analysis in the following
sections.

C. Justification of the Need for Protection Techniques of the
Feedforward Equalizer

From a soft-error protection point of view, we can focus on
the steady state of the filter, since the system will spend most
of the time in this state and an error during start-up will, in the
worst case, cause a reattempt to start up.

There are two error scenarios:

1) An error in the data delay line will last a maximum of N
cycles, with NV being the number of taps in the equalizer.
This would, in most systems, cause only some errors on the
received symbols, as NV is normally a relatively low number
(less than 100 in most cases).

2) An error in a coefficient will persist until the adaptation
process brings it back to the correct value. As we have
already mentioned, adaptation in steady state is slow, as
it only needs to track changes in the channel. A technique
in [12] proposes to speed up adaptation when a soft error
is detected. However, this strategy has the side effect of
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Fig. 5. Typical equalizer coefficients after initial adaptation.
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Fig. 6. Slicer error after initial adaptation.

temporarily increasing the adaptation noise, with only a
moderate decrement in the recovery time.

Therefore, although the equalizer is able to recover itself from
soft errors, the long time needed in this process may not be fea-
sible for many applications.

Therefore, it would be interesting to explore different alter-
natives to protect both the filter and the adaptation logic, which
do not imply a long recovery time. This will be explained in the
next sections.

IV. PROPOSED TECHNIQUES

By focusing on which circuit elements are affected, there are
two main categories for soft errors: 1) those that affect a flip-flop
(or a similar storage element) and 2) those that affect combina-
tional logic. The first forces us to protect the registers in the
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Fig. 7. Block diagram of the traditional ASET Technique.
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design, while the second implies that the combinational logic
must also be protected.

Traditionally, errors in the registers have been the major con-
cern, and that is the reason why many of the existing protec-
tion techniques focus on the protection of the filter registers only
[9], [12], [16], [17]. However, errors on combinational logic are
becoming increasingly important in new technologies [4], and
therefore, the protection against this type of errors has recently
been studied [10], [18], [19]. In this section, we will cover the
protection against both types of errors.

A. FIR Filter Structure Protection

In [10], different algorithmic soft-error tolerance (ASET)
variants are proposed that can be used to protect FIR filters
from errors in the data delay line registers and in the arithmetic
logic (but not against errors on the filter coefficients). The main
idea behind the ASET techniques is the use of estimators of
the filter output in parallel with the filter implementation so
that when the output takes a value that deviates significantly
from the estimators (which means that an error has occurred
in the filter), the output of the estimators can be used instead.
This reduces the effect of soft errors on the filter output at the
expense of the accuracy of the estimator. The overall approach
is shown in Fig. 7.

For the estimator, two alternatives are proposed: a reduced
precision replica of the filter or a predictor. In both cases, it is
assumed that the cost of the estimators is a fraction of the main
block.

For our case study and, in fact, for many adaptive filters, the
ASET techniques can be enhanced. In our case, instead of trying
to detect and correct the errors at the output of the filter (as
shown in Fig. 7), we can also replicate the slicers and apply
detection and correction at their outputs.

The proposed approach is illustrated in Fig. 8. In this case,
only one replica is added, and the symbols at the output of the
slicers are compared. If there is a discrepancy, the symbol that
corresponds to the output with the smaller error e[n] is selected.
The idea is that, during normal operation, the error at the slicer
will be small to have an acceptable bit error rate, and therefore,
if a soft error occurs, it is likely that the error on the affected
block becomes considerably larger.

This approach might select the incorrect symbol if the soft
error produces an output close to another slicing level. In our
two-level symbol case study, multiple bits need to be simultane-
ously affected to produce this scenario, which is quite unlikely.
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Fig. 8. Proposed ASET technique for the equalizer filter.

In summary, we can reduce the cost of the traditional ASET
technique to protect the FIR structure just with a slight decrease
in the protection level.

B. Adaptation Logic Protection

The presented ASET technique is not directly applicable to
the adaptation logic, since a simplified replica of the adaptation
logic is not straightforward to implement. The reason for this
is that using reduced precision has implications for the adapta-
tion algorithms, which would be slower or even stop working.
Therefore, the replica of the adaptation logic will need to have
a complexity similar to the one in the main block, leading to a
large area and power overhead. In the rest of this section, alter-
native techniques to protect the adaptation logic are presented.

The adaptation logic shown in Fig. 3 is used to update the
equalizer coefficients so that they adapt to the channel response.
Soft errors on the sequential logic can affect the accumulators,
which would result in incorrect values for the coefficients and
create an error on the equalizer output that would last until the
adaptation brings it back to the correct value. Soft errors on the
combinational logic could also result in an error in the coeffi-
cient values if they propagate to the accumulator registers. To
protect the accumulator registers, techniques similar to the ones
proposed in [12] can be used. However, in this paper, the focus
is on protection techniques that can deal with soft errors in both
sequential and combinational logic.

The block diagram of the proposed technique is illustrated in
Fig. 9. The main idea is to duplicate the most significant bits of
the accumulators, as backup copies, and to use them in case an
error is detected.

There are a number of options to perform the error detection.
The proposed solution is to combine the adaptation logic pro-
tection with the previously proposed ASET technique for the
filter structure. In this way, the accumulator backup copies will
be the coefficients of the filter replica (see Fig. 11). In the next
section, this solution will be explained in detail.

1) Protection Technique Algorithm: The replica coefficients
have to be updated from time to time to keep a valid value in
both.

e[n]

x[n]
—» x[n] » x[n-1] > — x[n-N]

Fig. 9. Block diagram of the equalizer adaptation logic with the proposed pro-
tection. The accumulator accy is a copy with fewer bits (less precision) than the
original accumulator, i.e., acc.

Let us define T1 as the update frequency, i.e., the number
of cycles between two consecutive updates. Furthermore, let us
define T2 as the number of cycles required to safely perform
the update operation, during which the adaptation process is
stopped. How to determine the most appropriate magnitude for
these parameters will be discussed in Section IV-B-3. Then, the
overall process is described as follows (see Fig. 10).

1) Normal operation: It consists of the coefficients being
adapted, following the standard filter procedure. This
happens during T1-T2 clock cycles.

2) Update process: At instant T1-T2, the update process is
triggered. The first step consists of stopping the adaptation
process for T2 cycles. These T2 cycles occur before the
actual copy of the coefficients into the replicas. The most
important detail in the protection technique is to guarantee
that the coefficients’ values are error-free when they are
saved to the copies. Otherwise, soft errors would propagate
through the filter. This is achieved by “disconnecting” the
accumulator from the adaptation logic during T2 cycles.
Once adaptation is stopped, errors on the adaptation logic
have no effect. Soft errors that have occurred on the
adaptation logic and have been registered in the accumulator
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Fig. 10. Time diagram of the adaptation cycles, showing the normal operation
(T1-T2) and the update process (T2).

will show at the output in less than T2 cycles. This would
launch a recovery process, as explained later. Obviously, a
detection mechanism for errors that have occurred directly
on the accumulator registers is also needed (as they can
be hit by an error even when adaptation is stopped).
To that end, a parity bit could be added to each of the
registers so that if a parity error is detected, the recovery
phase is launched (see the next item). After T2 cycles
of the update phase, the accumulator values are saved
into the replicas.

3) Recovery phase: At any instant, the recovery phase may be
triggered. This is an asynchronous process that will happen
anytime an error is detected. This may be because a soft
error has affected the accumulators (triggering the parity
bit, as explained before) or because a soft error has been
detected at the output of the filter (triggered by an e, [n] ex-
ceeding the normal threshold). The recovery process con-
sists of restoring the value of the main accumulator with
the content of the replica.

With this strategy, isolated errors will be corrected as soon
as they occur, thus eliminating the effect on the system perfor-
mance.

2) Isolated Errors in the Control Logic: Soft errors affecting
the control logic can occur. However, these will not have any
negative effect on the protection technique if soft errors arrive
isolated.

1) An error on the logic that generates the update signal can
trigger this phase. This will stop the adaptation before ex-
pected, but it will not produce any error at the output.

2) An error can activate the save signal, but that will only
refresh the duplicates of the accumulator with no error at
the output.

3) An error can trigger the recovery phase, causing a reload
of the accumulators. This would perform an unnecessary
operation, but once again, the loaded values will be valid,
and therefore, they should cause no error on the received
symbols.

3) T1 and T2 Parameters: The T1 and T2 parameters have
been used throughout this section as a basic mechanism within
the protection technique. However, nothing has been said yet
about how to determine the value of these parameters.

Parameter T2 should be large enough to guarantee that a sig-
nificant error in a coefficient can be detected at the output and
eliminated. The value can be determined by simulation, using
different channels and data sequences and adding a margin to
the worst-case observed value.

Once T2 is known, T1 should be selected such that the adap-
tation has the desired speed, taking into account that only (T'1-
T2)/T1 of the cycles are adapted. In fact, there is another factor

2037

that limits the adaptation, which is the occurrence of soft errors.
This is so because a soft error in the adaptation logic can cause
a reload of the coefficients from the backup copies, therefore
losing the adapted cycles. This effect would reduce the actual
adaptation frequency, but it is negligible when the soft-error ar-
rival rate is such that the probability of having at least one soft
error in T1 clock cycles is much smaller than one.

V. EXPERIMENTAL RESULTS

To evaluate the proposed techniques, an experimental envi-
ronment has been set up, and several tests have been conducted.

The following configuration has been used to implement the
feedforward equalizer.

1) The adaptation logic has been protected using the scheme
illustrated in Fig. 9 (including a parity bit on the accumu-
lators, as discussed before).

2) The accumulator values are also used as coefficients for
both the main and the replica filter blocks that are imple-
mented using the approach shown in Fig. 8.

The diagram of the configuration used in the evaluation is

shown in Fig. 11.

The circuit was implemented in VHDL and synthesized for
an ASIC library. The synthesized netlist was then used for the
fault injection experiments using a software-based fault injec-
tion platform [26], [27], initially developed by the European
Space Agency. This platform has intensively been tested with
space applications that require high reliability.

In Fig. 12, the slicer errors for the main and replica blocks
during steady-state operation are illustrated when no soft errors
are inserted. It can be observed that the replica has a larger slicer
error, as expected.

A. Reliability of the Protection Technique

In the first experiment, errors were inserted in an unprotected
FFE. The effects of the slicer error are depicted in Fig. 13,
showing a complete degradation of the system. It tries to adapt
and correct the errors, but a new bitflip occurs before the pre-
vious one is corrected. The result is that thousands of symbols
are received in error: 137391 symbols were erroneous, which
represent 12.84% of the total. This would normally force the
system to restart the link.

In the second experiment, soft errors were injected on the pro-
tected version of the FFE. The injection is performed in such a
way to ensure that there are more than T1 clock cycles (T1 is
1024 and T2 is 126 in this case) between consecutive soft errors
(in other words, there is no more than one error per adapt—save
cycle). In this case, there should be very few errors in the re-
ceived symbols. The results are depicted in Fig. 14, showing
how only isolated errors appear on the main slicer error, while
for the replica, the errors can last until the coefficients are saved
from the main block at the end of the cycle. In all of those cases,
the system is able to select the output from the block that has not
been affected by the soft error, and therefore, the behavior of the
system is always correct. This shows the robustness of the ap-
proach, since from 1000 soft errors randomly inserted, none was
propagated to the output.

To further study the percentage of errors that produce symbol
errors, a large number of simulations were performed focusing
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Fig. 13. Slicer error for an unprotected FFE when soft errors are inserted.

the error injection on the sum of products. The ideais to verify if a
symbol error can effectively be produced in these circumstances.

Fig. 14. Slicer errors for the main and replica blocks of a protected
FFE with soft errors.

In this case, 20000 soft errors were injected, and no symbol
error was observed. This shows that the estimation assuming
independent bitflips, as done in [10], may be conservative
and that, in real designs, the errors will tend to be correlated.
This reduces the probability that a soft error causes a symbol
error, since several bits need to be flipped to achieve this.

In fact, even if errors can occur in the previous situation, they
could be reduced by noting that most of them will affect the
main block, as it has a larger area (and the area is proportional
to the probability of suffering errors, for the same type of
circuit). Therefore, if different symbols are produced and both
slicer errors are similar, then the output from the replica block
should be selected. Another option is to use the output from
the replica block when the slicer error in the main block
exceeds the expected range, even if it is smaller than the
replica slicer error. Using those strategies, the failure rate
could be further reduced if needed. These options have not
further been explored as in the present design no errors were
observed.
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TABLE 1
AREA ESTIMATES FOR THE DIFFERENT FFE IMPLEMENTATIONS

Gate count Ratio vs
unprotected
Unprotected 49,490 1.00
Proposed Technique 55,862 1.13
ASET 62,642 1.27
TMR 148,478 3.00

B. Cost of the Protection Technique

Finally, it is worth considering the cost of the different pro-
tection techniques in terms of the circuit area. The number of
equivalent gates for the different protection alternatives is shown
in Table I. The following conclusions can be drawn from these
results.

1) The proposed technique has an overhead significantly
lower than ASET, and besides, the latter only protects
against errors in the FIR structure. Therefore, the coef-
ficients and adaptation logic remain unprotected. For all
these reasons, the proposed technique proves to be a better
choice than ASET.

2) TMR has a much larger overhead than the proposed tech-
nique, produced by the massive triplication. Both tech-
niques offer a similar protection level for isolated errors.
Therefore, the proposed technique is as efficient as TMR
but with a lower cost.

These results can be extrapolated to power consumption, as
most of the elements in the filter are active during all clock cy-
cles. Therefore, the proposed technique would also significantly
reduce the power consumption of the FFE.

From the previous analysis, it can be deduced that the pro-
posed technique would be efficient in terms of area and power
while providing a good protection level.

VI. CONCLUSION AND FUTURE WORK

In this paper, techniques to effectively protect adaptive fil-
ters against soft errors have been presented. The proposed tech-
niques cover both errors on the filter structure and errors in the
adaptation logic. In the first case, the proposed approach is more
efficient than previous methods, and in the second, new tech-
niques have been introduced that are able to protect against er-
rors in the accumulators and in the adaptation logic.

A case study has been used to illustrate the effectiveness
and cost of the proposed techniques and to compare them
with existing approaches. The results have confirmed that the
proposed protection is effective and can significantly reduce
area and power consumption.

The presented approach can be applied to other types of adap-
tive filters, since, by nature, an adaptive filter output gives an
indication of whether something unexpected has occurred.
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