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    Abstract— In this paper, a methodology is presented to 

perform automatic selective TMR insertion on digital circuits, 

having as a constraint the required reliability level. Such 

reliability is guaranteed while reducing the area compared with 

TMR.  

 

Index Terms— Single Event Upsets (SEUs), Triple Modular 

Redundancy (TMR), optimization, fault injection. 

I. INTRODUCTION 

ault tolerance on semiconductor devices has been a 

meaningful matter since upsets were first experienced in 

space applications several years ago. Integrate circuits 

operating in the space environment can be upset by charged 

particles that generate errors in the system. Therefore, the 

interest in studying fault-tolerant techniques in order to keep 

integrated circuits (ICs) operational has increased. In order to 

guarantee the circuit reliability against single event upsets 

(SEU), some mitigation techniques have been proposed in 

literature during the last few years. These techniques cover a 

wide range of methods which can be classified as fabrication 

process-based, design-based and recovery techniques. The 

fabrication process-based, such as Epitaxial CMOS processes 

[1] and Silicon-on-Insulator (SOI) [2], can reduce the 

radiation effects of Total Ionization Dose (TID) and single 

event latch-up (SEL). However, they do not eliminate SEUs. 

The design-based techniques, also called architectural 

techniques, are based on logic redundancy such as Triple 

Modular Redundancy (TMR) [3], Error detection and 

correction coding (EDAC) like Hamming [4] or hardened 

memory cells like HIT and DICE [5]. Finally, new techniques 

based on recovery have been proposed for SRAM-Based 

FPGAs. The main idea is to recover the original programmed 

information after an upset [6]. Among all these methods, the 

well-known TMR has become a common practice. In this 

case, the SEU sensitive logic (memory cell) is tripled and 

voters are placed at the outputs to identify the correct value 

(Figure 1). In [7], the TMR technique is shown to be a 

suitable solution to provide reliability against SEUs, for an 

8051 microcontroller. The fault injection results showed that 

less than 1% of the bits upsets could provoke an error in the 
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output of the TMR design. However, the TMR technique 

presents some overheads because of its full hardware 

redundancy, such as area and power dissipation. 
 

 
Fig. 1: TMR memory cell with single voter 

 

As a result, both area and power consumption are increased 

three times, so many applications cannot accept this high cost.  

In order to make the TMR technique valid for many 

applications, a heuristic method called selective TMR is 

proposed in [8][9] to make a selective insertion of TMR in the 

nodes which present a bigger vulnerability to SEUs. The rest 

of works found in literature propose new fault tolerant 

techniques that try to minimize the area cost. This is the case 

of the DWC technique introduced in [10] that combines time 

and hardware redundancy reducing the area compared to 

TMR. Other examples can be found in [11][12]. Focusing on 

the idea of the selective TMR, and on systems that can allow a 

fixed error rate, an analysis of an innovative method for 

selective TMR insertion is presented in this paper, which 

provides an automatic selective insertion based on an iterative 

optimization method. The problem is addressed as an 

optimization problem where two variables must keep a 

balance; the reliability level demanded by the user must be 

assured in the final design, while, on the other hand, the area 

cost due to the modular redundancy must be minimized. This 

paper is organized as follows. Section II introduces the 

proposed methodology for TMR optimization and explains in 

detail the major factors that are involved. In section III, a tri-

state pipeline stage is used as a case study where the 

methodology is validated by fault injection experiments in 

VHDL. Final remarks and future work are placed in Section 

IV, followed by the references.   

II. PROPOSED METHODOLOGY 

Currently, the design of radiation tolerant circuits is very 

expensive in terms of area and power consumption if the 

Triple Modular Redundancy (TMR) technique is applied. 

Therefore, this work proposes a selective TMR insertion 

adapted to the fault tolerance level required by the 
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application. Although TMR clearly provides a superior 

protection level, not all the applications demand the highest 

fault tolerance level. In some cases, an intermediate 

protection could be enough, what makes TMR excessive in 

terms of area cost. The proposed methodology is based on a 

combinatorial optimization problem which makes use of the 

reliability constraints that the target circuit has to meet. The 

issue is addressed like a graph partitioning problem which is 

included in the category of NP-complete problems. It consists 

in partitioning a given initial graph which includes all 

registers of the initial circuit, in two sub-graphs. One of them, 

stores the registers that the system has chosen to protect with 

TMR, and the second stores the remaining registers without 

TMR. The purpose of this methodology is based on finding 

the best partition that assures the minimum possible area in 

terms of the number of registers on which TMR is inserted, 

while meeting the reliability constrains specified for the 

circuit. Therefore, the optimization process looks for a 

solution among a finite set of alternative results which 

minimizes the area and assures the required reliability. The 

methodology workflow defined to drive the process is 

described in Figure 2: 
 

  
Fig. 2: Methodology workflow 

 

The operational method is detailed next. First of all, data 

inputs required by the methodology must include an original 

VHDL description, a random initial partition of the registers 

grouped into two sub-graphs and the fault tolerance 

constraints required by the application. Once these data are 

available, the methodology is ready to run in order to obtain a 

valid partition which can satisfy the specified reliability 

constraints.  

The first step consists in measuring the fault tolerance for the 

random initial partition in order to evaluate it and see if it is a 

valid solution or not. In order to achieve this objective, the 

process is detailed next. The original VHDL and the set of 

registers with TMR are given to the Selective TMR insertion 

module in order to insert TMR on the appropriate registers. 

Next, the modified VHDL is used to perform a fault injection 

campaign using the SEE simulation tool [13][14]. The fault 

tolerance level of the modified VHDL is reported by the fault 

injection results. These results are sent to the optimization 

engine module which evaluates them against the reliability 

constraints required by the application. Once the initial 

partition has been measured, the above process is repeated 

with a new partition of the registers selected by the 

optimization engine, which manages the remaining possible 

partitions through an optimization algorithm. For each new 

partition, selective TMR insertion to modify the original 

VHDL and fault injection is performed to evaluate the fault 

tolerance. The process is finished when the optimization 

engine cannot find a new partition with less area cost than the 

last valid solution found which can satisfy the reliability 

constraints. In the following, some issues which can have 

impact in the proposed methodology are discussed.     

A. Optimization Algorithm 

In order to guide the successive movements and the several 

partitions which are tested through the fault injection process, 

an iterative algorithm has been selected to perform the 

experimental results. Fiduccia-Mattheyses [15] is the meta-

heuristic algorithm which has been chosen as it has a linear-

time behavior O(N), so its worst case computation time grows 

linearly with the size of the problem (in this case with the  

number of registers). A final solution is achieved by moving 

one register at a time, for one graph of the partition to the 

other, updating in each step the partition. Another feature of 

this algorithm is that reduces the chance that the minimization 

process becomes trapped at local minima (hill-climbing) [15]. 

In an attempt to reduce the number of registers with TMR 

while satisfying the reliability constraints, it drives  the 

intermediate partitions according to a cost function which will 

determine if each partition can satisfy the reliability 

constraints or not. 

B. Cost function 

The cost function must drive the algorithm in order to accept or 

deny each movement which is proposed by Fiduccia-

Mattheyses inside the search space. This cost function is 

included in the minimization problem in the following way: 
 

− Given: a function f: A →R  

− Sought: an element x0 in A such that f(x0) ≤ f(x) for 

all x in A. 
 

The domain A of f is called the search space, while the 

elements of R are called candidate solutions or valid solutions. 

A valid solution that minimizes the objective function is called 

an optimal solution. With these premises, the selective TMR 

insertion issue can be characterized in the following way: 
 

− A represents all possible partitions which can be 

generated from the whole set of registers that compose 

the design under test. 

− X0 represents a valid solution that is, a partition 

composed by two sub-graphs in which the first 

contains the selected registers to protect with TMR 

and the second the rest of registers without TMR, that 

meets the specified reliability constraints. 
 

All valid solutions must satisfy a specified set of constraints. 

In our case, a set of reliability constraints on the circuit output 

are used. Consequently, in order to measure the quality of a 
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solution according to the parameters of the problem (number 

of registers, reliability constraints and real error rate obtained 

by the fault injection), the next cost function has been defined 

such that combines all these parameters:

F = #registers + k1 · max (#error1 – reliability_constraint1 , 0)  + 
+ k2 · max (#error2 – reliability_constraint2 , 0) +…+ 
+ kn · max (#errorn – reliability_constraintn , 0) 

 

where #registers is the total number of register that composes 

the currently partition, errori  the number of errors detected in 

the i output through the fault injection process, 

reliability_constrainti is the error threshold that must be 

satisfied by each output and finally the ki coefficients which 

represent the influence of each output.  

C. Reliability Constraints 

Reliability constraints are specified as the tolerance level 

which must be met by a valid solution in any case. The 

optimization engine and more specifically the cost function 

requires these parameters in order to accept or deny the 

movement of each register. These factors must be specified by 

the user as the tolerance thresholds which must be met by each 

output of the circuit and therefore, their choice is considered 

key for the optimization process. Depending on these 

constraints the circuit can tolerate more or less failures and as 

a result it will have a direct effect on the insertion of selective 

TMR. 

D. Optimization Performance 

It is known that the runtime required to obtain a valid 

solution, for the chosen iterative algorithm, increases with the 

size of the problem. In some cases, the complexity is so high 

that even heuristic methods are not able to obtain accurate 

solutions in reasonable runtimes (too many registers). With 

regard to this issue, it is detected that the initial partition 

(Pinitial) has a major influence to reduce the execution time of 

the method as it will be shown in the experimental results of 

the next section. In this case, a previous knowledge or a static 

analysis which reports information of possible weak points of 

the circuit can improve the runtime performance reducing the 

number of iterations or movements needed, initiating the 

process from an initial partition near to a valid solution 

instead from a random partition. Also, from this information, 

the cost function can be customized through K coefficients in 

order to prioritize those weak points identified as sensitive to 

SEUs, converging earlier to a solution. Finally, other kinds of 

algorithms can be used in order to make a performance 

comparison. 

For this work, all these points have been taken into account 

in the next section in order to present experimental results 

which optimize the insertion of TMR in a selective way 

(Pinitial , reliability constraints and k coefficients).  

III. CASE STUDY 

In order to verify the proposed methodology, a case study is 

analyzed in this section. The circuit under test computes the 

sum of three 8-bit data buses A, B and C, that is to say (A+B), 

(B+C) and (A+C) and supplies the results on a single 9-bit 

output bus in three consecutive clock cycles. Also, an extra 

output control signal (OutDataReady) should be at logic 1 for 

one clock cycle to signify when the three summed outputs are 

available. The proposed design (54 flip-flops) is shown in 

Figure 3 [16]: 
 

 

 
Fig. 3: Tri-State Pipeline Stage  

 

The proposed methodology has been applied to this circuit in 

order to obtain results of the automatic insertion of selective 

TMR. Experimental results are collected in Table I, where 

three different scenarios regarding the requested reliability (0, 

5, and 10 per cent respectively) have been proposed in order 

to show the area decrease compared with TMR. Also, for each 

reliability scenario three different tests have been proposed 

where the initial partitions are changed in order to study how 

the method performance can vary in terms of the explored 

solutions. The reliability constraint has been considered only 

for the Y output as all registers of the system have effect on it, 

included those which determine the value of the 

OutDataReady output. All tests have run simulations of 

100,000 clock cycles injecting random campaigns of 10,000 

SEUs with a minimum separation of 3 cycles between two 

consecutive ones. These results allow a comparison with the 

area cost of the standard TMR approach (Table I).  
 

TABLE I: AUTOMATIC INSERTION OF SELECTIVE TMR FOR AREA EFFICIENCY 

 
Pinitial 

(flip-flops) 
Pfinal

(flip-flops)Reliability 
constraints 

TMR 
Without 

TMR 

SEUs 
detected 

Partial 
solutions 
explored TMR 

Without 
TMR 

Selective 
TMR  
Cost 

reduction 

0 54 0 103 54 0 
162 
(0%) 

26 28 0 58 54 0 
162 
(0%) 

Y= 0% 

54 0 0 12  54 0 
162 
(0%) 

0 54 450 73 30 24 
114 

(29.6%) 

19 35 490 28 30 24 
114 

(29.6%) 
Y:= 5% 

54 0 493 39 30 24 
114 

(29.6%) 

0 54 998 71 21 33 
96 

(40.7%) 

12 42 985 28 21 33 
96 

(40.7%) 
Y:= 10% 

54 0 992 46 21 33 
96 

(40.7%) 
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With these results, it can be noticed that in the cases where the 

application does not demand the highest fault tolerance level 

(for example 5% or 10%), an intermediate protection could be 

enough to satisfy the reliability constraints, reducing the area 

cost in terms of flip-flops (29.6% and 40.7% respectively) 

compared with the standard TMR approach .  

On the other hand, an interesting result offered by the 

methodology consists in the detection of critical nodes which 

show a bigger vulnerability to SEUs like in this case the 

control flip-flops (InDataReady_Delay, Ena, Enb, EnaC). In 

all tests, these registers have been tripled with a high priority 

in order to achieve the fault tolerance needed. In this way, the 

Pfinal illustrated in Table I for tolerances of 5 and 10% has 

included in all cases these control registers in the TMR sub-

graph and in second place are included M_Delay and Y 

registers.   

Finally, it also should be noticed that the initial partition is a 

significant factor in order to improve the performance of the 

process. Table I emphasizes that when beginning from a 

partition near to the final solution, a small number of searches 

is required. For example, in the case of 0% tolerance in order 

to achieve the same Pfinal (54 - 0), starting from a partition 

without any register tripled (0 - 54) 103 explorations are 

required while using a better partition like (26 - 28) or the best 

(54 - 0) 58 and 12 are needed respectively, improving the 

performance considerably.  

These results can be contrasted with an analysis of the circuit. 

As it has been said, in all final partitions the control flip-flops 

have been included. It means that these flip-flops are 

considered more sensitive to SEUs by the process. An SEU in 

these flip-flops can alter significantly the good behavior of the 

circuit being able to propagate the error during three cycles in 

the worst case (SEU on InDataReady flip-flop). The right 

functionality is only recovered when the SEU goes out of the 

delay line of the control path (Ena_Delay). On the other hand, 

A_Hold, B_Hold, C_Hold and A_Delay data registers are 

considered less sensitive because they refresh the useful data 

each cycle and also are used 1/3 of the cycles, so an SEU can 

be observed at the output or it can not affect the output value. 

So, these registers usually have not been tripled by the system 

due to the low probability of observing an SEU in the Y 

output. Nevertheless, an SEU in the remaining registers 

M_Delay and Y_Delay, will be observed in all cases but only 

during one cycle. With this analysis, it has been proved why 

the methodology firstly triplicates control registers, secondly 

M_Delay and Y, and finally if it does not satisfy the reliability 

constraints yet, the rest of registers.         

IV. CONCLUSIONS AND FUTURE WORK 

In this paper, a new methodology to insert selective TMR for 

SEU mitigation has been presented. The benefits of applying 

the automatic selective TMR methodology are clearly proved 

with the experimental results that have been obtained: the 

technique results in a lower circuit complexity than the 

traditional TMR approach, while meeting the specified 

reliability level. The next steps will focus on the study of 

other optimization algorithms (simulated annealing, genetic, 

mimetic, adaptive), alternative cost functions that can be 

adapted prioritizing the influence of each output, and the 

selection method to choose the initial partition in order to 

improve the performance of the model. 
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