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Abstract— In this paper, new techniques for the
implementation of moving average filters with protection against
Single Event Effects (SEEs) are presented, incurrinlower circuit
complexity and cost than traditional techniques lile Triple
Modular Redundancy (TMR). The baseline of the presged
approach is to exploit thesystem knowledge (i.e. the structure of
the filter) to deal with SEEs at a higher level ofabstraction,
rather than the usual non-specific techniques.

Index Terms— Single Event Upsets (SEUs), radiation

hardening, digital filters, redundancy.

I. INTRODUCTION

The effects of radiation on microelectronic circtnts/e a

number of consequences that impact the design wteke
operating in the presence of radiation [1]. Onestyp effects
is Single Event Effects (SEES) that cause chang#®ivalues
of flips-flops (SEUs) or combinational logic (SET[)]. To

mitigate the effects of SEEs, a number of techriqeen be
used at the physical level (device size and stragt[8]. In

addition to those techniques, redundancy can beduated in
the design so that it can detect and correct SEESTp deal
with SEUs, a common approach
Redundancy (TMR), which triplicates the flip-flops the
design and adds logic to vote in case of conflficBETs are
also to be considered, Functional Triple Modulad&elancy
(FTMR, which also triplicates the combinationalilggcan be
used [4]. One advantage of both TMR and FTMR is thay
are general techniques that can be applied to chigsal

circuits. However, this comes at a high cost imtepf circuit
area and power and more so for FTMR.
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On the contrary, the approach to deal with SEEshis
paper is to applcircuit specific techniques that exploit the
inherent redundancy or fault tolerance of someutsd5],[6],
what we call to apply thsystem knowledge. The advantage of
this is the production of custom-tailored soluticies each
family of circuits, with good protection levels arad quasi-
optimal implementation, something that general nénples
like TMR cannot achieve.

In order to prove this approach, Digital Finite lge
Response (FIR) filters have been chosen due tohibe
presence of these structures in the communicatistems of
most application areas. Particularly, a specifipetyof FIR
fiters has been used, thewoving average filter, which
performs the following operation [7]:

1 N2 .
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A number of structures have been proposed to inmgaéem
this kind of FIR filters [7]. Basically, the mosbmmon ones

are: i) implement the FIR filter in a direct way,implement it
through an IIR structure (see Fig. 1).
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Fig. 1: A) FIR Structure (top) and B) IIR Structytettom).

The main difference is that while the FIR structigenore
resilient to SEUs, with temporary effects, the BRucture is
much simpler (and cheaper), but more vulnerabBbs that
have permanent effects.



The research presented in this paper is orientegetdhe
IR structure knowledge in order to propose an caffit
implementation that:

1)
given circuit.
2)
protected with TMR and the FIR structure.

Il. PROPOSED TECHNIQUES

To come up with optimal SEEs protection techniqubs,

requirements of the application in which the filieused need
to be taken into account. In this section, threeliagtion

scenarios are described, with a protection teclenispecific
for each of them.

A. Technique 1

Filter to detect Ethernet Link Pulses [8] in thegence of
noise, such that idle periods happen in betweeseguDue to
the control logic of this application, errors cam tolerated at
the output of the filter as long as they arensient. In this
application, both the FIR-like implementation ahé 1IR-like
implementation could be used. However, some priotect
techniques should be added to the latter, sinceeffieets of

SEUs on it argpermanent. The traditional approach to deal

with SEUs would be to apply TMR to all storage edens for
a total protection. However, it would provide ateaion level
higher than needed (transient errors are allowdg to this,
and in order to reduce the inherent complexity iR, a

specific approach should be used applying the msyste

behavior, what would lead to a less costly solution

Has a suitable protection level against SEUs fer thsystem. To avoid this,

in parallel by another structure added to therfilter the sake
of comparison. Obviously, if this added structwa ireplica of
the filter itself, we would be doubling the comptgxof the
this parallel structure witle
implemented with adecimated filter, which has a structure

Has a cost (complexity) lower than both the IlIRsimpler than a regular filter, with the drawbaclattlit only

computes the right output one out of N cycles.

In this way, the output of both structures would be
compared at each y[n*N], what is one out of N tim&fser the
comparison, several cases can arise:

e Both structures have the same output. This meams th
system is error-free.

* The structures have different outputs. This mehas &
SEU has hit the original filter or the secondary
(decimated) one. To determine where the errorhe, t
decimated filter is reset, and after N cycles thegarison
is made again. After this, it may happen that:

- The error is gone. That means the SEU was in
the decimated filter.

- The error is still present. That means the SEU is
in the main filter and needs to be reset, in order
to eliminate it.

Regardless of which of the previous situations keagpthe
SEU will always be transient, what satisfies theli@ation
requirement, but in this case, no idle periods aeeded.
Therefore, the protection level has been increasid a
minimum complexity increment thanks to applying the
knowledge of the system.

C. Technique 3

In this way, an extra counter can be added, whidh wApplication demanding such a protection level t8&Us do

compute the number of consecutive idle cycles insystem.
By idle, we mean cycles in which the system ingubelow a
given threshold, what would indicate the preserfceoise in
the filter. On the other hand, inputs over the edisreshold
would be considered as active data. Thereforéheifdounter
detects N+1 consecutive idle cycles (being N thelmer of
taps in the circuit), this would mean that anythingide the
circuit (stored in the delay line) comes from acedinoise,
and therefore can be discarded (reset). With #iétys check
mechanism, the filter actually is reset wheneverl Nele

cycles are detected, what has an indirect bengfiiratection
technique for SEUs. No matter when a SEU hits yisées, it
will only last until the next reset of the circuithaking its
effect transient. Notice that the mechanism willyowork if

frequent N+1 idle cycles can be guaranteed, butesihe
system knowledge assure that this application cged this
kind of input, the proposed technique will be gasmbugh,
with a cost much lower than TMR.

B. Technique 2

Application that can tolerate occasional errorthatoutput
of the filter (like in scenario 1) but there is goarantee of idle
periods that can be used to reset the system. fbherdahe
previous technique is no longer valid.

In this situation, the computation of the output dee done

not cause any errors at the output of the filtdvisTprotection

level is similar to the one provided by TMR. Thermf, one

alternative would be to use TMR itself in all rdgis.

However, instead of a massive triplication, a lessnplex

approach would be to compute a two-dimensional tyari

structure as follows. For each input value a pabity Pv

(vertical) is computed, and for each bit positidrtte input,

another parity bit Ph (horizontal) across all thgisters of the

delay line is computed. Pv is only computed when itiput
arrives and enters the delay line. However, Pipdated every
clock cycle with the bit of the new value enterthg delay line

(and the one leaving it). These two sets, Pv andid?m the

accumulated parity of the circuit, which is congarbeing

updated.

Dynamically, each time a new value reaches thauitjrboth

the horizontal and vertical parity are re-checked eompared

with the accumulated values. Then, several sitnatioan
arise:

* The actual and accumulated values are the samee e
no problem with the system and its behavior cataken
as correct.

There is a discrepancy between a bit of the accatexdl
and actual Pland between a bit of the accumulated and
actual Pv. If both differences happen, that meas&h
has affected a register in the delay line. Thafiécted by
the SEU is the crossing point of the discrepanaith Pv.



In this way, since it has been identified, it cenclorrected
instantly, and therefore, the system behavior remai
correct.

e There is a discrepancy between a bit of the accbedl
and actual Plor between a bit of the accumulated and
actual Pv. If only one of the parity registers shatlve
discrepancy, it would mean a SEU has affected the 02 . | Firstexample Input
discrepant parity register itself, and thereforshiould be 0 100 200300 400 500 600 700 800 900 1000
corrected. It is important to remember that all &ra
structure added for protection can also be affeded
SEUs.

The conclusion is, reviewing all the possible caseat this

technique detects and correct any SEU in the sysiammg a

protection level similar to TMR.
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I1l. EXPERIMENTAL RESULTS

In this section, the quality of the presented tépies will Fig. 2
be studied. These techniques have been implemantadDL o
and then synthesized for a commercial ASIC libraFywo

Input signals for examples 1 (top) and@ttom).
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experiments have been carried out on the circuits: ‘ | —— Output Reference
0.4

------ Output without Redundancy in Presence of SEUs

1) Using a simulation platform several SEUs
campaigns have been inserted, and the effectivenes:
of the protection techniques has been put in
perspective. More than 20 test scenarios were
reenacted, what implies over 200 impacts of SEUs.

2) The circuits have been synthesized, and their

0.6

complexity has been compared with the traditional : ‘ " [— Output Reference
------ Output with Redundancy in Presence of SEUs

Signal Value

protection techniques. y 04
In this way, the quality of the proposed technigiseboth S .l |
measured in effectiveness and complexity. K
o op
A. Effectiveness o S

From the whole set of test scenarios, a partiatdae has been 0 100 200 300 400 | 5k°° |6°° 700 800 900 1000
. . . . Cl
chosen for each technique in order to depict thtaioéd ock Cyele

behavior of the system. These results can be et to  Fig 3. Output of an unprotected IIR (top) andanflIR

the rest of the cases. . . ~ protected with technique 1 (bottom).
To test the first example of protection technigdescribed in

the previous section, an 8-bit input signal, x[wjth range " ouput Reference

[-1,1] and N=16 are considered. The threshold &etréshe .. Output without Redundancy in Presence of SEUs
accumulator is three LSBs. An initial sequence (Bee 2 T F
Top) of pulses (instants multiple of 100) plus ingdte noise
(instants 50, 150, 250, etc.) are generated throdegab, and
then, a SEU is introduced in the accumulator orec20. The
results (Fig. 3 bottom) show that there is no p&ena error
and also demonstrates how the circuit recovers fr@mwrong
behavior when the protection techniques is usedth®rother
hand, the circuit without protection suffers a clea
misbehavior, being the output sequence shiftechéeffect of
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the SEU (Fig. 3 top). 3
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0.1} —— Output Reference
0.2 ) N Output with Redundancy in Presence of SEUs
! This simulation platform has been built in orderegsily simulate SEUs in "0 100 200 300 400 500 600 700 800 900 1000
circuits. It uses Modelsim to hold the VHDL destiop of the circuit, Matlab Clock Cycle

to generate the reference input and output sigmdiich are compared with
the actual behavior of the system to determinedtsectness), and the Single Fig. 4. Output of an unprotected IIR (top) andaoflIR

Event Upset Simulation Tool (SST) developed atBheopean Space Agency protected with technique 2 (bottom)
[9] to insert SEUs and study the response of treuiti A detailed description '
of this platform can be found in [10].



For the second example, a signal that containepydkis a
high frequency noise (Fig. 2 bottom) is generafduken, the
SST tool is used to insert a SEU in cycle 10. lis ttase,

these techniques the amount of redundancy intratiuse
almost independent of the value of N.
Finally, in the presence of SEUs, the IIR protecteith

technique 1 would not work, as the incoming signdechnique 3 (total protection) versus the IIR petd with

continuously exceeds the threshold (in other wotldsre is
not any idle period). However, as it can be seerkign 4
bottom, technique 2 removes the error in approxhga2*N
samples. The circuit without protection shows a ngro
behavior again (Fig. 4 top).

For the third example, some SEUs in the registérthe
delay line have been introduced in order to chbek they are
corrected by the parity logic. Besides, some SE&igetbeen
also introduced in the parity bits to check thatoeeous
corrections are not triggered. In all cases, thgwuof the
filter does not show any discrepancy with the refiee output.
No plot of the results is provided since both thpexted and
actual outputs coincide.

B. Complexity

In order to compare the complexity of the proposetiniques

with TMR, the three systems have been synthesikled.area

results in equivalent gates (see Table | andelabl) have

been generated for a TSMC 0.25um library assumiriip a
Mhz clock and an 8-bit datapath.

TABLE |
NUMBER OFGATES FOR THEFIR LIKE IMPLEMENTATIONS

N=8 N =16 N =32
FIR 713 1591 3788
FIR with TMR 1686 3538 7500
TABLE I

NUMBER OFGATES FOR THHIR LIKE IMPLEMENTATIONS

N=8 N=16 N =32
IR 517 866 1550
IIR with Tech. 1 690 1141 2024
IIR with Tech. 2 835 1300 2186
IIR with TMR 1633 2962 5591
IIR with Tech. 3 1452 2332 4029

The first conclusion is that the IIR implementatie less

complex than the FIR one, as expected, and thalafge

values of N, the difference can be more than doublés

explains why the IIR implementation is normally dsa the

absence of SEUs. Besides, although not shown irathles,

the IIR implementation is also faster and therefdoe the

same technology, the filter can operate at highlecckc
frequencies.

In the presence of SEUSs, the unprotected FIR vetsusIR

protected with techniques 1 and 2 are comparexante seen
that for large values of N the IIR with techniguesnd 2 is
still significantly smaller than the FIR one. For=N6 the

reduction is 28% and 18% respectively, while for32=the

reduction is over 40% in both cases. This is scabse for

TMR are compared. A direct conclusion is that tégha 3
results in a reduction of 20% to 30% in the numiblegates.
These results show that technique 3 provides dasiteivel of
protection than TMR, but with less area cost.

IV. CONCLUSIONS ANDFUTURE WORK

In this paper, new techniques to protect movingraye
filter implementations from the effects of SEUs &abeen
presented. These new techniques have been develspag
both application and system knowledge to providenare
intelligent protection, rather than the traditiorsald general
approaches. The benefits of applying the systenwlauge
are clearly proved with the experimental resultt trave been
obtained: all the techniques incur a lower ciragmplexity
than the traditional TMR approach, with a similaotection
level.

The use of a simulation environment that enabléiexible
testing of the effects of SEUs on signal processirgits will
facilitate the next research steps, which will fo@n more
general FIR filters and the consideration of FPG&dd
implementations.
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