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ABSTRACT

The soft error rate of memories is increased by high-energy
particles as technology shrinks. Single-error correction codes (SEC),
scrubbing techniques and interleaving schemes are the most common
approaches for protecting memories from soft errors. It is essential to
employ analytical models to guide the selection of interleaving
distance; relying on rough estimates may lead to unreasonable design
choices. The analytic model proposed in this paper includes row
clustering effects of accumulated upsets and was able to estimate the
failure probability with only a difference of 0.41% compared to the
test data for a 45nm SRAM design.

I. INTRODUCTION

Computer memory can be disturbed by high-energy neutron
particles from the terrestrial atmosphere, or alpha particles resulting
from IC package material. Since such particle hits do not cause
permanent damage, they are called soft errors. A particle hit can
induce multiple cell upset (MCU) or single cell upset (SCU).
Previous studies showed that the soft error rate is closely related to
critical charge [1][2], process [3][4], and architecture [5][6]. At the
memory architecture level, the interleaving technique is quite
effective in reducing soft errors, especially for MCUs when
implemented with SEC codes [7].

Fig. 1 illustrates the design of interleaving distance (ID) in a
memory. ID is the physical spacing in the number of bits intra logical
word. The group of cells within the ID belongs to the same bit in a
logical word. For example, the cells in region C, in Fig.1 belong to
the same bit but belong to different logical words.

The cells at a row are accessed by enabling a word line driver. The
selected cells are routed to local inputs and outputs (I/Os) through the
local multiplexers. For example, one cell from the cells in CO is
mapped to a local I/O through mux-logic, which is controlled by the
column addresses. As a result of ID design, the clustered upsets
(MCU or combinations of MCUs and SCUs) can be effectively
spread over multiple logical words. The SEC, therefore, can correct
the MCU with the proper choice of ID.

The effects of ID selection has been widely recognized and
practiced at industry. However, the analytical approaches in selecting
ID are hardly found in conjunction with soft error. The previous
study [5] proposed an analytical ID selection method based on the
total number of upsets. The upsets were assumed to be independent
of physical proximity. Therefore, [S] apparently demonstrated the
upper bound of failure probability due to soft errors. This study
advances the work in [5] by considering any accumulated error until
a memory is refreshed by either scrubbing or reset operations and
proposes the reliability model.
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Fig. 1: Example of the interleaving distance architecture in memory
tested in [5].

II. ROW GROUPING PROBABLITY

The soft error impact on SRAM reliability with interleaving
distance is very sensitive to MCU because the upsets in MCU are
geometrically clustered [3], [S]. Row depth, which is the maximum
distance between upsets of MCU in a SRAM row, is the key factor in
determining the interleaving distance. It was previously reported that
the row depth follows a geometric distribution [5].

A scrubbing technique is also used to mitigate soft error-related
reliability issue. Scrubbing interval cannot be always chosen within a
soft error arrival rate for error detections and corrections. The reason
is that excessively small scrubbing interval can overload the memory
bandwidth. As a result, multiple errors can be accumulated.
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Fig. 2: Row depth for accumulated upset in a SRAM row.
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In this paper, the row depth is plotted without the distinctions of
MCU or SCU and is shown in Fig. 2. The accelerated test data is for
45nm SRAM under white beams up to 800MeV. The test did not
stop when a word fails but let upsets accumulate further. Fig. 2
shows that the row depth does not follow geometric distribution
when upsets are accumulated. This behavior matches our common-
sense belief that the events and the locations due to the events are
random in nature.

The same data used in Fig. 2 are shown in Fig. 3; however, they
are plotted with variations in the number of upsets in a row. The
asterisks in Fig. 3 are test data from 12 cases of three different chips;
the plot is similar to the shape of the geometric distribution. For
example, 38% of the rows in SRAM had a single upset on average.
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Fig. 3: Probability of the number of words with different row group
numbers.

The number of upsets in a SRAM row is defined as row-group
number (rgn). The distribution of rgn is then expressed with the
geometric distribution as in (1). p,g.(g) will refer to the row
probability and is the probability for the number of rows with rgn

“g.” I'gn 1s @ geometric constant.

equal to “g.
Pogn (&) = Ty (L= )7 (1)

The solid line in Fig. 3 represents the geometric distribution with
an average value of geometric constants, Ipgnaye, from multiple test
data. The r,,, represents row clustering effects and can be dependent
on the number of accumulated upsets. It is recommended to extract
the parameter value from the accumulated upsets for scrubbing
intervals for target technologies. Scrubbing interval is further
discussed in Section IV.

As 1,4, approaches 1, the row probability with large rgn values is
noticeably smaller than with smaller rgn values. On the contrary, the
probabilities of all rgn values become similar with a geometric
constant close to 0. Fig. 4 shows two examples of two different 1y,
values.

I:l Normal
- Upset

() Iy = 0.9 (b) 1,y = 0.1
Fig. 4: Example for distribution of row group number.

2010 IIRW FINAL REPORT

POSTER PRESENTATION

Fig. 4 (a) is when the 1, is relatively large, 0.9. It is not too
difficult to see the P,g,(1) is much larger than P,,(2). Please note that
the physical gap between upsets is not considered in determining row
probability. Fig.4 (b) illustrates what happens when r,,, is smaller
than Fig.4 (a). The row probabilities of the five different rgn values
are nearly the same.

I11. FAILURE PROBABLITY MODEL WITH ID
CONSIDERATIONS

As the row probability is available as discussed in the previous
section, the failure probability needs to be developed with different
choices of ID values. The failure probability for a row with different
ID values was acquired from simulations. A 64-bit row was injected
with randomly generated faults in random locations. The failure
probabilities for different ID are shown in Fig. 5. The slope of the
failure probability decreases as ID number increases. The failure
probability with ID=16 is much smaller than with ID=2 for the same
number of upsets. Such observations match our intuitive

understanding of the issue.
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Fig. 5: Failure probability in a row with different ID values.
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Fig. 6: The PDF of the failure probability in a row.

In order to derive the distribution, the probability in Fig. 5 is
differentiated and shown in Fig. 6. The differentiated probability
followed the shape of a Weibull distribution. The failure probability
of ID=1 is always “1” when the number of upsets is more than one
and is “0” when the number of upsets is less than equal to 1. It is
assumed that the memory discussed in this paper is protected with a
single error correction code (SEC) which can detect and correct a
single-bit upset in a word. ID=1 means unprotected memory
architecture for soft errors such as MCU. The failure model,
therefore, is considered for ID is larger than 1.

The probability density function (PDF) for a row failure
probability can be expressed as (2). ap and Byp are shape and scale
Weibull parameters. L is the number of upsets in a row.
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Svora (L ID) = S (L ! B )aurl exp(—(L !B )a,,, )’ @
D
We observed that the number of upsets in a row with the highest
density increases as ID values increase. In order to extract ajp and Bip
values, the fitting algorithm Trust-Region was used [8]. Table 1
shows the results of parameter extractions. The error range was up to
5% in the worst case.

Table 1: Parameters of Weibull distributions in Fig. 6

ID=2 1D=4 ID=8 ID=16 ID=32
an 2.591 2.158 2.158 2.506 2.6
P 3.891 7.753 14.93 28.1 58.75

The shape parameter a;p ranged approximately between 2 and 2.5.
The scale parameter f5;, can be roughly estimated as 2-/D. Such a
rough estimation method can increase the range of error, which was
typically up to 15%.

The failure probability is reversely derived from the PDF in (2).
F\ora(LID) is the failure probability for a word when there are L
number of upsets in a row and shown in (3).

Fo (L, 1D) = 1=expl= (L1 )" ) G

Let’s consider the memory with R rows. The equation (4) shows
the failure probability for the memory with R rows.

b X
F =3 P& X Fon@)
=2 g R

Fen(X, ID) is the failure probability when there are X number of
upsets for the memory with R rows and an interleaving distance of
ID. The failure probability of a row with g upsets is same as
F0ra(g,ID) because each word in a row has same failure probability.

The last term in (4) is the failure probability when a SRAM row is
selected from R rows and the selected row has g number of upsets.
When a memory with R rows has X upsets, p,,(g)-X is the number of
upsets belonging to the rows with g upsets. It divided by g to get the
total number of rows with g number of upsets. The value b is the
upper limit in the summation and depends on the total number of
upsets, X and the number of bits in a row, B. The value of “b” cannot
be larger than B or X.

X is assumed to be less than or equal to X, which is expressed in
(5). The X, is between R and RxB and its value depends on 7,,.
When X is larger than X,,,,,,, the number of rows with g upsets in (4)
starts to be greater than R. In other words, the equation (4) is no
longer valid once X becomes greater than X,,,. It makes sense for
distribution of row group number. It is also a valid assumption, as
memory with more than X, upsets would not be meaningful in
reality. The scrubbing interval technique can guarantee this
assumption by properly choosing the scrubbing interval based on
event arrivals [6].

B
Xmaxzzprgn(g)'g'R (5)
g=1

The total number of upsets X with MCU and SCU events was
previously reported to follow the Compound Poisson (CP) model
[9], which is shown in (6).

X Y -t _
CP(X’t)=z—(/“)Y,e [;(_IIJVXY(I—r)Y ©

The equation (4) can then be rewritten with the CP model as in (7).
Again, it is assumed that the total number of upsets in a memory is
no more than X,,,,, which can be achieved by the scrubbing interval
adjustment.

116

X max

F(t,ID) =) CP(x,t):Fp (x,ID) )
x=2

Lastly, the reliability function, R(z), can be expressed in terms of
the failure probability, F(?), as shown (8).

R(t,ID)=1-F(¢,ID) (8)

IV. Results and Discussion

In order to validate the model proposed in this work, the failure
probability was compared against the accelerated test data for a
45nm SRAM design. The parameters used for CP model were taken
from the previous publication in [10]. The arrival rate A was
0.0121863 and the geometric parameter r for CP was 0.3815. We
used the time units directly from the accelerated test in the rest of the
discussion for conveniences. The time unit can be translated into the
normal environmental arrival rate.
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Fig. 7: Failure probability with different r,,, values with scrubbing
interval of 8000 sec.

The failure probabilities for the SRAM block with R=256 and
B=64 are compared for various I, values. When the scrubbing
interval is assumed at 8000 sec, the failure probabilities of 9 14,
values were compared and shown in Fig. 7. As expected, the failure
probabilities decrease as ID size increases.

It was generally observed that the failure probability decreases
with increasing 7,,,. The observation makes sense because there are
more probabilities in which the upsets fall in the same rows with low
number of 7,,, values as in Fig. 4 (b), which in other words means
that there is a fewer number of words failing and thus, fewer failure
probabilities from the entire memory perspective. Such intuitive
analysis leads to the observation that the failure probability with low
7+gn has higher ID values than the failure probability with high 7,g,.
Please note that the failure probability with ID=2 initially increased
with increasing 7,,, and decreased with further increases of 7,
values. As previously discussed, the failure probability largely
depends on two factors: the failure probability in a word and the
number of failed words in a SRAM. In the case of ID=2, the failure
probability in a word is high with r,,,=0.1 with a fewer number of
failed words. As r,, increased, the failure probability for a word is
somehow maintained due to a smaller ID, and the number of failing
rows increased, which resulted in an increased failure probability as
7+gn increased from 0.1 to 0.2. In the case of this example, the
peaking behavior happened for ID=2. However, it could happen in
other ID values with different X values.
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Fig. 8: The ratio of failure probability from the proposed model with
two extreme cases of 1, values, 0.9 and 0.1.

Fig. 8 shows the ratios of failure probabilities with two extreme
cases of 7,4, values, 0.1 and 0.9, to support the observations. The
failure probability of 7,,,=0.1 is divided by the failure probability of
77 =0.9 and is shown in Fig. 8. The ratios of two different failure
probabilities have far higher ID values.

The proposed model was also compared to the accelerated test
data. The proposed model requires only one parameter, Ty, in
addition to the CP parameters. The geometric constant value was
extracted from the test data by a Trust-Region algorithm [8]. The
extracted 7,,, value was 0.3329. The failure probabilities are shown
in Fig. 9. The circled line shows the failure probability from the
proposed model. The lines without circles represent the test data
results. The proposed model showed similar trends as with the test
data. The failure probabilities from the proposed model showed the
biggest gap from the test results for ID=4 for a scrubbing interval.
The maximum and average difference between proposed model and
test data were 0.0206(2.06%) and 0.0145(1.45%), respectively.
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Fig. 9: Failure probability with 1,,,=0.3329 based on test data.

The failure probability of ID=2 is approximately 13% at the end of
the scrubbing interval. ID design choices of 4, 8, and 16 showed 5.1,
1.5, and 0.2 %, respectively. It is therefore assumed that the
proposed model can guide the ID selection of a SRAM by providing
failure probability with ID variations. At the same time, an overly
conservative design choice can be avoided by utilizing the analytical
model. For example, the IDs of 8 and 16 are unnecessary if the
failure probability requirement is less than 10%.

V. CONCLUSION

This study proposed the statistical failure model with embedded
row clustering effects and interleaving schemes. The model could
estimate the soft error rate with 1.45% gap for a sample 45nm SRAM
design when compared to accelerated test data with interleaving
schemes and scrubbing intervals considered. The proposed model
was also able to demonstrate the differences of failure probabilities
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with different choices of three design parameters, row clustering
effect(r,y,), different ID parameters and scrubbing intervals. As a
result, it can be effectively used for soft error estimations during
carly design stages.
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